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FRAMEWORK FOR IMPACT ASSESSMENT AGAINST RRI – ELSA REQUIREMENTS
Executive Summary

The present deliverable introduces the notion of “impact assessment” for the
PARENT project. It elaborates on an evaluation methodology that should be
applied to ensure the legal requirements and ethical and social acceptability issues
identified in Deliverable D2.1 are observed as the Project progresses. In particular,
this deliverable constitutes the framework for a tailored-made impact assessment,
i.e: the “PARENT impact assessment” that should be carried out for each of the
PARENT dimensions, meaning both the research dimension and the technological
one, i.e. the VEA technology that will make use of smart metering systems. In line
with this, the deliverable closes with an indicative list of questions to be answered
by PARENT partners. Answers to these questions are needed to initiate the impact
assessment process that will take shape in D2.3 and following deliverables of WP2.
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Introduction

The present deliverable introduces the notion of “impact assessment” for the
PARENT project and elaborates on an evaluation methodology that technical
partners should apply to ensure the legal requirements and ethical and social
acceptability elements identified in Deliverable D2.1 are observed as the Project
progresses.
In line with both literature and established practice on “frameworks for impact
assessments”, the deliverable researches on what should be the constitutive
elements of the impact assessment process for PARENT. There is no one-size-fits all

model for these processes and in general, their methodologies are tailored based
on the specific scope of each assessment exercise. In light of this, this deliverable
provides a “framework” for the actual evaluative exercise that will take shape in
D2.3 and following deliverables of WP2. The contents of this document are thus to

be intended as a “preliminary groundwork” that is necessary for the assessment to
be undertaken in the next project months.
Thus, the “framework” elaborated by this Deliverable identifies the scope of the
assessment within specific “boundaries”. In this sense, for instance, the respect of
the specific legislative provisions and other requirements analysed in D2.1 is a
“boundary”. This is why the deliverable is strictly correlated to D2.1 which, in its
Annex I, identifies a list of issues and requirements stemming from the legal, ethical
and societal principles that apply to PARENT1.
More specifically, as emerged in D2.1, smart metering systems bring about greater
possibilities for surveillance and control of energy customers by operators and
parties accessing meter data. Thus, what constitutes a central part of this
“Framework for the PARENT Impact Assessment” is a strong emphasis on the
fundamental rights of privacy and personal data protection and the related ethical
and responsible research and innovation principles.
Methodological notes

As the project advances, this list should make the object of empirical exploration and of a
comprehensive evaluation on the “likelihood” of “events” that may “negatively impact” on “values”
emerging in each of the PARENT cities.
1
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The Deliverable consists of three parts.
Part 1 introduces a specific typology of impact assessments, that of Data Protection
Impact Assessments (DPIAs), that are very relevant to PARENT.
Part 2 describes the core elements (framework) for the PARENT Impact Assessment,
namely:

1. The methodology for evaluating (thus, assessing) the vulnerabilities and
possible impacts of the project in relation to requirements identified in D2.1;
2. The steps and phases of the evaluation iter.
As to the methodology, the DPIA template for smart grids and smart metering
environments endorsed by the European Commission (hereafter: the template) is
recognised as a necessary reference for the development of the Project’s IA. Indeed
the PARENT Impact Assessment (to be developed in D2.3) will have roots in the
DPIA template. For this reason, the template and its contents are extensively
described. This section also introduces considerations on the benefits of integrating
different types of knowledge in the PARENT DPIA in order to best orient decisionmaking.
Part 3 starts operationalising the methodology and steps described in Part 2.

This is done by means of a questionnaire for the technical partners based on
requirements listed in D2.1.
The subsequent operational steps of the Parent Impact Assessment will be
undertaken in D.2.3 that will initiate the actual evaluation activities and in D2.4 and
D2.5 that will deal with the implementation of the assessment results.
Legend
The text framed in “grey” in this deliverable concern aspects that are deemed
important for the project.
The text framed in yellow concerns useful insights, recommendations / advice for
the PARENT consortium.
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The text framed in blue includes insights from research projects, legal scholars and
social scientists that can help improving current data protection impact assessment
methodologies. These recommendations will factor into the PARENT assessment
exercise.
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Part 1 – Basic Notions
for Impact Assessments
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Part 1 - Basic Notions on Impact Assessments
Relevance of Data Protection Impact Assessments for PARENT

The primary aim of the PARENT impact assessment is to analyse potential impacts
of the VEA system and its components in terms of adherence to the legal, ethical,
social acceptability and RRI principles outlined in deliverable 2.1.
As to legal aspects, a central component of the PARENT assessment will be the
compliance with legal requirements on privacy and personal data protection. In this
respect, there are at least two main institutional drivers that must be taken into
account when conceiving the Impact Assessment for PARENT.
The first is the European Commission’s Recommendation on a Data Protection
Impact Assessment template (DPIA) for smart grids and metering environments. The

second is the legal obligation inscribed in article 35 of the new EU Data Protection
Regulation (GDPR)2 that introduces an obligation of performing data protection
assessments.

The way DPIAs methodologies have been conceptualised to date in Europe and
elsewhere, has strong ties with risk management practices largely in use in the
organisational and business spheres (where they are used to assess all types of risks
to their activities). However, as Beck observes, “digital freedom rights” hold a
specific nature:
“How we assess the risk posed by the violation of freedom rights differs from our
assessment of a – perhaps health - related – violation as a consequence of climate
change. The violation of our freedom does not hurt. We neither feel it, nor do we
suffer a disease, a flood, a lack of opportunities to find a job, and so on. Freedom
dies without human beings being physically hurt. The power and legitimacy of the
state are based on the promise of security. Freedom comes or seems always
secondary (…) the freedom risk is the most fragile among the global risks we have
experienced so far3.”

2
3

Cfr D2.1
Beck U. The digital freedom risk: too fragile an acknowledgment. Open Democracy 2013.
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The assessment of the potential harms to digital rights (and in this case the digital
rights to privacy and personal data protection) thus requires careful scrutiny and
consideration before being implemented.

It must be underlined that there is no one-size-fits all model for (D)PIAs. They are
normally initiated as early as possible in the phase of planning and continued
throughout the entire lifecycle of the project. In general, their methodologies are

tailored based on the specific scope of each assessment exercise.
Basic assessment terminology

As noticed in D2.1, smart metering systems that are an essential pre-requisite for
the PARENT VEA, bring about greater possibilities for surveillance and control of
energy customers by operators and parties accessing meter data. In spite of this,
surveillance aspects seem to be only partially tackled in the SG-DPIA Template
endorsed by the European Commission. Thus, whilst the PARENT Impact
Assessment will certainty have roots in the SG-DPIA template, it will also be
supplemented by assessment methodologies that specifically deal with surveillance
in ICT environments (we will see how in part 2 of this deliverable).
A methodology for the assessment of ICT technologies holding surveillance
implications, is provided in the Impact Assessment Manual developed by the EUfunded SAPIENT Project4. The Manual specifically addresses surveillance, privacy,
data protection but also societal and ethical aspects arising from the development
and deployment of surveillance technologies, systems and applications. For such
reasons, the Manual is to some extent suited to “inspire” the PARENT
methodology. One among the various tools included in the Manual can prove
particularly useful in the context of PARENT. This is the “glossary of terms” for the
identification and evaluation of vulnerabilities associated to data-processing
activities. An extract of the terms in the glossary is presented in the next paragraph.

Project funded by the European Union under the 7th Framework Programme: Supporting
Fundamental Rights, Privacy and Ethics in Surveillance Technologies (SAPIENT), Grant agreement
no: 261698.
4
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Below is an extract of definitions provided by the SIA Manual5 on the central
elements constitutive of an impact assessment process6:
•

A primary asset is anything that has value (not necessarily monetary) to an
impacted party (whether an individual or the organization conducting the
assessment) and which has vulnerabilities and needs protection. Primary
assets could be valued by determining the difficulty of replacing the asset as
well as the consequences (including legal, reputation) on the impacted
organisation, individuals, groups and society if the asset is damaged or
compromised.

•

A feared event is anything that may have a negative effect on a primary
asset.

•

A supporting asset is an information system or organisational component on
which a primary asset relies, e.g., software (a database), hardware (a physical
machine), a person (an administrator) or a printed document (a form).

•

Threats may be accidental or deliberate, of natural or human origin. They
may originate from within or outside the organisation conducting the impact
assessment. Threats exploit vulnerabilities causing harm to stakeholders and
their assets. A threat source is, thus, a person or organisation or natural event
capable of exploiting a vulnerability.

•

The consequence of a threat is the impact of exploiting a vulnerability.

•

A risk is the likelihood of a consequence arising from a threat exploiting an
asset’s vulnerability. The risk treatment may involve reducing, eliminating,
transferring or insuring against those risks.

Below is a simple representation showing the connections among the terms
described above. In particular, the graphic shows the impact on a value due to the
materialisation of a treat and possible countermeasures: i.e. control measure.

SAPIENT Manual, op.cit, p. 18 – 19.
Primary assets can be tangible and/or intangible, e.g., one’s privacy, dignity and reputation can be
regarded as assets.
5
6
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Fig 1 – Example of operationalisation of assessment terminology

An attentive focus on vulnerability, allows the assessor to put “vulnerability” under
scrutiny in order to understand its nature, which is strictly connected to the nature of
the feared event.
The nature and intensity of the feared event can in-fact determine the level of
vulnerability for the value. The evolution from “vulnerability” to “impact” depends
on the actual likelihood of the feared event. The likelihood of the feared event must
be prevented by bearing in mind its intensity vis à vis of the vulnerability, because
this determines the impact and level of harm. This will help understanding which
feared events and vulnerabilities are more serious and the ensuing control
measures. The “seriousness” of feared events and vulnerabilities depend on the
aim/purpose of the assessment. Of course in the case of privacy - data protection
assessments and surveillance, the seriousness will be determined by the levels of
intrusiveness on these individual rights and related freedoms. If the purpose of the
assessment is economic, the seriousness will be determined by a ranking from the
more to the less costly impact etc.
An attentive focus on feared events, allows the assessor to put feared events
(threads) under scrutiny and to recommend controls to avoid that such events
happen as well as measures to counteract them in the case they happen. The
seriousness / intensity of the event, can again be evaluated by determining: the
difficulty of "replacing" the value (asset) impacted and the consequences on the
impacted stakeholders: organisation, individuals, groups and society if the value is
damaged or compromised (in the case of privacy we can intuitively think of
"reputation”).
PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme
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Typical assessment steps
A variety of handbooks, guidance materials and examples of (D)PIAs are readily
available7 and, in most cases, the steps for their performance are similar and can be

roughly described as follows:
Time

Steps (possible iterative approach)8

Pre-assessment of which activities/technological systems require an
assessment
Definition of the requirements and key criteria against which the
assessment will be performed
Definition of the methodology for the assessment
Inquiry on tools and instruments deployed
Assessment of the impacts
Stakeholder consultation
Evaluation and treatment of the assessed impacts and decision-making
based on the findings
Monitoring and review
Indeed, as the impact assessment progresses, and the first planned activities are
implemented, the assessor may need to revisit its findings because he/she may find
other legislation or regulations that need to be checked9 or because new
vulnerabilities arise in the interaction with stakeholders. Therefore, the assessment
should be revised and fine-tuned as changes and evolutions become apparent and
control measures are deployed.

For a compendium and analysis of PIA methodologies from seven countries and of 10 PIA reports,
see Wright, David, et al. (eds.), A Privacy Impact Assessment Framework (PIAF) Deliverable D1, a
report of the PIAF consortium prepared for the European Commission, September 2011.
www.piafproject.eu
8
A possible iterative approach may apply to some of the steps if the assessor finds that other
legislation or regulations need to be checked or because new vulnerabilities arise in the interaction
with stakeholders.
9
SAPIENT Manual, op.cit, p.24.
7
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Focus - The notion of risk in data protection impact assessments

We already noticed that privacy and impact assessment logics are largely influenced
by a risks and precaution approach10. The form and wording in these instruments
are mainly inspired by environmental or health impact assessments11 but while a
discourse of risks and precaution might be suitable when assessing the expected
impact of a policy or technology on environment or health, this discourse cannot be
automatically transposed to fundamental rights impact assessments12.
As noted by R. Gellert, anticipating “impacts” through “risk” assessment implies a
paradox, named as Luhmann’s paradox according to which “risk” allows to master
uncertainties, which are by definition out of mastery13.
As Gellert explains, the paradox “underlines the fact that risk renders the unknowable knowable. This is only possible of course because of a series of
methodological choices and simplification that allow for the use of statistics and
probabilities. However, they are ultimately wrong (or not accurate enough).
Statistics and probabilities operate correctly within very specific settings that are
rarely (or never) to be found in real life conditions. Science and technology studies
have now long criticized the shortcomings of risk assessment techniques, insisting
inter alia, on the pretences to objectivity; the hidden methodological choices,
values, and assumptions; and the limits of scientific knowledge itself.
This is a very important controversy, as risk management “runs the risk” of
becoming void and meaningless, as a simple tool to managerialize the future14.

The ISO 31000 standard on principles and guidelines for risk management, largely underpins
current privacy and data protection impact assessment methodologies, as explained in Trilateral
Research and Consulting, 2013. Privacy impact assessment and risk management – report for the
Information Commissioner’s Office.
11
Raphael Gellert, 2013, Cross-pollination between privacy/data protection and sustainable
development: the case of smart grids Paper presented at the 30th Researchers' Gathering, Faculty of
Law, Metajuridica, 13 June 2013, Vrije Universiteit Brussel.
12
Hildebrandt, de Vries, SIAM; Gellert, Data protection: a risk regulation? Between the risk
management of everything and the precautionary alternative, International Data Privacy Law, 2015,
Vol. 5, No. 1; Niels van Dijk, Raphaël Gellert, Kjetil Rommetveit, A risk to a right? Beyond data
protection risk assessments, Computer Law & Security Review: The International Journal of
Technology Law and Practice (2015), doi: 10.1016/j.clsr.2015.12.017.
13
Raphael Gellert, Data protection: a risk regulation? Between the risk management of everything
and the precautionary alternative, International Data Privacy Law, 2015, Vol. 5, No. 1, p. 16
14
Ibidem.
10
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Gellert further explains: “By being integrated within formalized tools of
management, future potential dangers may be emptied of all substance and
meaning and may serve an instrumental purpose of purportedly good governance
and self-legitimation. Privacy risk management methodologies transform data
protection legal concepts into the language of risk management15”.
Thus, Gellert argues that a very important issue in dealing with “impact/risk
assessments” concerns the validity of the notion of risk, around the knowledge it
helps to produce and the reliability of such knowledge16.
In the context of this deliverable and of WP2, we will come back on the relationship
between risk and rights in order to identify the elements that will constitute the
PARENT assessment methodology.
In PARENT the notion of “risk” assessment towards the rights to privacy and
personal data protection will find broad application. This is because the legal
regime applicable to the VEA as of 2018 implies the development of impact
assessments based on the “risk-to-rights” approach17.
However, in the light of what just reported, the use of “risk” management
terminology and logics in the PARENT Impact Assessment will be limited and
cautious.

Ibidem.
Gellert, Data protection: a risk regulation? Between the risk management of everything and the
precautionary alternative, International Data Privacy Law, 2015, Vol. 5, No. 1;
17
Article 35 of EU GDPR – cfr. D. 2.1.
15
16
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Part 2 - The PARENT Impact Assessment
Designing an IA for PARENT: methodology and assessment steps
This part of the deliverable aims at providing the framework for impact assessment
in PARENT.
The impact assessment applicable to PARENT will both draw it s basis and attempt
to go “beyond” typical methodologies of data protection impact assessments. This
is essential in order to enhance the assessment experience by taking into account
the ethical and societal acceptability aspects that are relevant to the Project.
As mentioned above, article 35 of the EU GDPR and the DPIA template for smart
grids and smart metering environments (hereafter “the template”), constitute two
important institutional drivers and necessary starting point for the project’s
assessment.
Indeed the PARENT assessment will have roots in the template. For this reason, the
following sections of this deliverable will describe its contents. As the template is
currently under consultation and test phase, an overview of recommendations from
relevant stakeholders on how to improve it is also provided in order to identify ways
to enhance the instrument before applying it to PARENT.
As known, apart from privacy and data protection aspects, the PARENT IA also
needs to include an evaluation methodology on ethical and social acceptability
aspects. In order to respond to this need, we present recommendations and
findings from other EU funded projects, legal scholars as well as researchers in the
fields of social sciences and humanities. This will provide an account of how the
PARENT IA should be performed in order to include all the interests at stake and
best orient decision-making.
In order to do this, we proceed in two steps:
• the first step is that of identifying an assessment methodology,
• the second step is that of defining the different phases of the evaluation iter.

Finally, it seems useful to remind that apart from constituting an obligation, at least
as far as privacy and data protection aspects are concerned, the performance of the
impact assessment can benefit to the Project as it will contribute to:

14 AUGUST 2016

•

The prevention of costly adjustments in processes or the VEA system redesign;

•

The prevention of discontinuation of the project by early understanding and
continuous monitoring;

•

Understanding the logic of the legal provisions applicable to the project;

•

Improving the quality of personal data (minimisation, accuracy, etc);

•

Getting to know external stakeholders, enlarging the knowledge reservoir for the
performance of assessment activities;

•

Improving decision-making processes.

•

Raising awareness on values at stake within the consortium.

•

Improving the feasibility of the project.

•

Strengthening confidence of the VEA end-users, citizens and institutions in the
way which values are respected and innerve PARENT research and technological
system.

•

Improving communication among the project partners and towards the external
world on the Project objectives, values and the VEA configuration in each of the
4 cities.

Background research
The starting point for the PARENT IA: The EU DPIA for Smart Metering Systems

At the end of 2009, the European Commission has set up an expert group named
the Smart Grids Task Force18 with the mission of advising on regulatory frameworks
for smart energy grids and metering.
The Task Force consists of the Steering Committee (SC) and four expert groups (EG)
each addressing different aspects of Smart Grids development: EG1 for Smart Grid
Standards, EG2: for Regulatory Recommendations for Privacy, Data Protection and
Cyber-security in the Smart Grid Environment, EG3: for Regulatory
Recommendations for Smart Grids Deployment, EG4: for Smart Grid Infrastructure
Deployment.

Cf.
http://ec.europa.eu/energy/en/topics/markets-and-consumers/smart-grids-and-meters/
smartgrids-task-force
18
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Following the experience of the development of a privacy impact assessment
template for radio-frequency identification (RFID) applications and in accordance
with the European Commission Recommendation on the roll-out of smart meters19,
the EU Commission assigned the task to the Expert Group 2 of developing a
template for the data protection impact assessment (DPIA) for smart grid and smart
metering environments (hereafter: the template).
Development of the Template and the European Commission Recommendation

The Expert Group 2 developed a first version of the template between February
2012 and January 2013. This version was submitted to the Article 29 Working Party
(WP29) for an opinion20, who on 22 April 2013 judged it negatively.
Although the WP29 found the “approach outlined in the proposed document” as
sound, it has identified three critical concerns, i.e. the lack of clarity on the nature
and objectives of the DPIA, certain methodological flaws as well as the lack of
sector-specific content. Further to this, it suggested the integration of best available
techniques (BATs) into the DPIA process.
This development lead the EG2 to elaborate a new template version, which on 20
August 2013 was submitted to the WP29 and on 4 December 2013 received a
positive judgement.
The WP29’s second opinion recognized that the second version of the template
constituted a considerable improvement with respect to the previous version. The
opinion addressed however a number of shortcomings in the risk management
methodology, rather technical in their nature, and it addressed also the question of
the effectiveness of a non-binding framework, the involvement of national data
protection authorities in the DPIA process and the need for a test phase to assess
the usefulness and efficiency of the template21.
Commission Recommendation of 9 March 2012 on preparations for the roll-out of smart metering
systems (2012/148/EU).
19

Article 29 Working Party is composed of representatives of the national data protection authorities
(DPA), the EDPS and the European Commission. It provides expert advice from the national level to
the European Commission on data protection matters.
21
Art 29 Working Party, Opinion 04/2013 on the Data Protection Impact Assessment Template for
Smart Grid and Smart Metering Systems (‘DPIA Template’) prepared by Expert Group 2 of the
Commission’s Smart Grid Task Force (2013)
20
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After some minor changes, the DPIA template was concluded on 10 March 2014
and was made public in October 2014. The European Commission issued a
Recommendation for the EU Member States encouraging them to make use of an
existing template for Data Protection Impact Assessments for Smart Grid and Smart
Metering Systems22.
The Recommendation reads: “In order to guarantee protection of personal data
throughout the Union, Member States should encourage data controllers to apply
the DPIA Template for Smart Grid and Smart Metering Systems, and in doing so,
encourage them to take into account the advice of the Working Party”.
Member States should encourage data controllers to consider as a complementary
element to the Data Protection Impact Assessment, the Best Available Techniques
to be determined by Member States in collaboration with the industry, Commission
and other stakeholders for each of the common minimum functional requirements
for electricity smart metering as listed in point 42 of Recommendation 2012/148/EU
(…) Member States should ensure that the data controllers consult their respective
national data protection authorities on the data protection impact assessment, prior
to processing.
(…) Member States should ensure that data controllers, following the conduct of a
data protection impact assessment, and in line with their other obligations under
Directive 95/46/ EC, take the appropriate technical and organisational measures to
ensure protection of personal data, and review the assessment and continued
appropriateness of the identified measures throughout the lifecycle of the
application or system.
Finally, the Recommendation introduces a public inventory of DPIAs actually
conducted.
The template is currently under a two-year long test phase (started in March 2015)
in which the efficiency and efficacy of the current DPIA template will be evaluated.

European Commission, Recommendation of 10 October 2014 on the Data Protection Impact
Assessment Template for Smart Grid and Smart Metering Systems, 2014/724/EU, OJ L 300,
18.10.2014, pp. 63–68.
22
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The Template’s Structure and Contents relevant to PARENT

The DPIA template supports organisations that initiate or manage smart grid and
smart meter deployments as well as those introducing changes to existing smart
grid architecture platforms in identifying and assessing the privacy “risks” of these
initiatives.
The document explains that a smart grid is supported by a communications network
that collects and processes a high quantity of data and makes it available to entitled
stakeholders and systems. This data is collected from key points in a Smart Grid
infrastructure, which include consumers’ homes through smart metering systems.
Smart metering systems are therefore an essential component of the smart grid
notion.
The document reads:
“The use of smart grids and smart metering systems thus creates new risks for data
subjects with potential impact in different areas (e.g. price discrimination, profiling
for behavioural advertisement, taxation, law enforcement access, household
security) that were previously not present in the energy sector and were more
typical of, and present in other environments (telecoms, e-commerce and Web
2.0)”23 (…) the risks posed by the collection and availability of detailed energy
consumption data are likely to increase in the future considering the increasing
availability of data from other sources, such as geo-location data, data available
through tracking and profiling on the internet, video surveillance systems, and radio
frequency identification (RFID) systems, with which smart metering data can be
combined”24.
In its introduction, the DPIA template overviews the rationale, scope, benefits,
success factors of the DPIA process and discusses the stakeholders to be involved in
such a process. These include transmission system operators (TSOs), distribution
system operators (DSOs), energy generators, energy market suppliers, metering
operators, energy services organisations as well as – to a certain extent – consumers
(i.e. individuals).

Smart Grid Task Force 2012-14, Expert Group 2: Regulatory Recommendations for Privacy, Data
Protection and Cyber-Security in the Smart Grid Environment: Data Protection Impact Assessment
Template for Smart Grid and Smart Metering systems, 18.03.2014, p. 5.
24
Ibidem.
23
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It suggests a particular risk management methodology, built on a relevant
handbook issued by the Commission Nationale de l’Informatique et des Libertés
(CNIL), the French data protection authority (CNIL, 2012) 25.
However, it does not preclude the application of other methodologies. In its final
part, the template offers a form that could be filled in while preparing the final
report of the DPIA process, supplemented by a glossary, “privacy and data
protection targets” and a list of possible controls.
Guidance on performing the DPIA

In its main part, the template offers detailed guidance on performing the DPIA,
foreseeing the following steps:
Step 1—Pre-assessment and criteria determining the need to conduct a DPIA
Criterion 1: Processing of personal data
Criterion 2: Classification of data controllers and data processors
Criterion 3: Impacts on rights and freedoms
Criterion 4: Timing and motivation to perform a DPIA
Criterion 5: The nature of the system/application
Criterion 6: Legal basis and public concerns
[other]
Step 2—Initiation The DPIA team
• Resources needed
Step 3—Identification, characterisation and description of Smart Grid systems/
applications processing personal data
• The use case
• System information
• Description of primary and supporting assets of the system
Step 4—Identification of relevant risks Threats identification for each feared event
Step 5—Data protection risk assessment
• Impact of feared events Likelihood of threats
• Final risk level/value priority
Step 6—Identification and Recommendation of controls and residual risks
Assessment of implemented and planned controls
• ￼Risk treatment
• Residual risks and risks acceptance
• Resolution
25

Cf. http://www.cnil.fr/fileadmin/documents/en/CNIL-ManagingPrivacyRisks-Methodology.pdf.
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Step 7—Documentation and drafting of the DPIA Report Step
8—Reviewing and maintenance
Implications for PARENT

As mentioned above, PARENT assessment will have roots in the DPIA template for
Smart Grids and Smart Metering Systems endorsed by the European Commission.
However, the template is currently under consultation and test phase to seek
improvement. Below an overview of recommendations from relevant stakeholders
on how to improve the document is provided in order to identify ways to enhance
it. Such overview is interesting to acknowledge before applying the template to
PARENT.
Improving the Template: the Test Phase and Recommendations Received
Recommendations from the Article 29 Working Party

As mentioned above, the ad-hoc template elaborated by the EG 2 was first of all
criticised by the article 29 Working Party that, in its second and final Opinion on the
document26, addressed a set of shortcomings. The WP29 raised criticism in the risk
management methodology for instance for the lack of clarity on how “privacy risks”
are to be calculated and prioritised. It also addressed the need for a test phase to
assess the usefulness and efficiency of the template and the involvement of national
data protection authorities in the DPIA process. On the latter point, the WP29
highlights: “Point 8 of the Commission Recommendation (on the roll-out of smart
meters) provides that Member States should ensure that the entities processing
personal data consult their DPAs on the data protection impact assessment, prior to
processing. The WP29 notices that the template is not fully reflecting this approach
in many parts. [...]”.
Recommendations from Legal Scholars

Scholars like Van Dijk, Gellert and Rommetveit argue that in the proposal for the
DPIA template for smart grids the case for public participation seems to have been
weakened with regard to the text of the GDPR27. When discussing the external
Art 29 Working Party, Opinion 07/2013 on the Data Protection Impact Assessment Template for
Smart Grid and Smart Metering Systems (‘DPIA Template’) prepared by Expert Group 2 of the
Commission’s Smart Grid Task Force (2013)
27
Niels van Dijk, Raphaël Gellert, Kjetil Rommetveit, A risk to a right? Beyond data protection risk
assessments, Computer Law & Security Review: The International Journal of Technology Law and
Practice (2015), doi: 10.1016/j.clsr.2015.12.017, p. 13.
26
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stakeholders that need to be actively involved during the DPIA, reference seems to
be made to “external experts” that are to make up the multidisciplinary team that is
to perform the DPIA.
Instead, when discussing the potential beneficiaries of the DPIA, i.e.
the
consumers, the template states that “the role of consumers is during the execution
of the DPIA rather passive, unless his views are actively requested through- out the
process28”.
According to Van Dijk, De Hert and Kloza, smart grids and the metering systems
associated to them, are a socially complex phenomenon and constitute a threat that
needs to be appropriately addressed. They notice that the EU has focused solely on
personal data protection and opted, in the first place, for legal means,
supplementing the generally applicable legal framework that is already in place
(data protection legislation) by a “light” regulatory approach (the Recommendation
introducing the template and the template itself). However, they question the
appropriateness of such a move as the sole focus on a single, fundamental right is
not sufficient to adequately address the social complexity of smart grids.
Further to this, they maintain that the template, developed behind closed doors,
contains some serious methodological flaws. These predominantly concern:
“neglecting the interests and the voice of the individuals in the assessment process,
as well as being based upon a precipitated risk management methodology that
does not take into account the legal complexities involved in assessing “privacy
risks”29”.
The authors conclude their analysis by emphasising that much of the success for
impact assessments for emerging technologies, would depend on a continuous
interaction between assessors and relevant public authorities.

Smart Grid Task Force 2012-14
Expert Group 2: Regulatory Recommendations for Privacy, Data Protection and Cyber-Security in the
Smart Grid Environment, Data Protection Impact Assessment Template for Smart Grid and Smart
Metering systems, 18.03.2014, p. 11.
29
Dariusz Kloza, Niels van Dijk and Paul De Hert, ‘Assessing the European Approach to Privacy and
Data Protection in Smart Grids. Lessons for Emerging Technologies’ [2015] Smart Grid Security:
Innovative Solutions for a Modernized Grid, p. 23.
28
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These authorities should promote and facilitate impact assessments by providing
expertise, guidance and advice as well as – possibly – by reviewing and providing
feedback of (selected) impact assessments actually carried out30.

30

Ibidem.
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Introducing ELSA and RRI Principles in the PARENT IA

As known, apart from privacy and data protection aspects, the PARENT IA also
needs to include an evaluation methodology on ethical and social acceptability
aspects. With the aim to respond to this need, this section re-caps on a set of
general recommendations from legal scholars, social scientists and previous EUfunded projects on how DPIAs should be performed in order to take into due
account all interests at stake as well as different types of knowledge.
These recommendations are based on the findings and results of research
addressing possible methodological aspects for the assessment of new
technologies, especially ICT technologies, against norms on fundamental rights as
well as ethics and the societal sphere.
It therefore seems important to take them into account when elaborating the
PARENT impact assessment.
Below is a brief overview on the findings and recommendations from the following
projects and studies:
•
•
•
•

The EU funded EPINET project recommendations on Data Protection Impact
Assessments of Smart Grids and Metering Systems31
Multidisciplinary Study: A risk to a right? Beyond data protection risk
assessments”32.
The SIAM project, Report including recommendations on legal protection by
design in impact assessments33.
Legal Advice: Mireille Hildebrandt, "Legal Protection by Design in the Smart
Grid. Privacy, Data Protection & Profile Transparency"34.

The EPINET Project: EPINET: is an EU funded project under the seventh framework program,
grant number: 288971. It introduces the concept of epistemic networks as a way of conceptualizing
complex developments within emerging fields of sociotechnical innovation. It establishes a “soft"
framework within which the plurality of different assessment practices can be explored in a concerted
and holistic manner. http://www.epinet.no/content/epinet-project
32
Niels van Dijk, Raphaël Gellert, Kjetil Rommetveit, A risk to a right? Beyond data protection risk
assessments, Computer Law & Security Review: The International Journal of Technology Law and
Practice (2015), doi: 10.1016/j.clsr.2015.12.017.
33
SIAM project: " Security Impact Assessment Measure - A decision support system for security
technology investments " WP 9 Legal Frameworks – Regulative Techniques, Deliverable
D9.7 Report on the Legal Framework of the Use of SMTs at EU and International Level, Project
number 261826, Katja de Vries, Mireille Hildebrandt.
31

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme

27

14 AUGUST 2016

•

The SAPIENT project, and its Manual for Impact Assessment supporting
Fundamental Rights, Privacy and Ethics in Surveillance Technologies35.

The EPINET project recommendations on Data Protection Impact Assessments

Amongst the outcomes of the EPINET project is a set of policy recommendations,
based on the findings of a case study on data protection impact assessments that
was carried out during two years. Recommendations are addressed to policy
makers, regulatory bodies and technology assessors involved in the performance of
DPIAs and PIAs36.
The rationale for the case study was to work out an approach to data protection
impact assessments that would go beyond the ways in which they are currently
operationalized according to a “risk-to-rights” management approach.
One major finding of the study is that if unchecked or not accompanied by other
measures and perspectives, the turn towards the “risk” management in the domain
of fundamental rights and related values could paradoxically pose new threats.
Thus, there is a need to take aboard both important learnings from Science and
Technology Studies, environmental governance: public participation and the role of
uncertainty in risk assessments; and from law: contestability of risk evidence, due
process requirements, lessons on privacy and data protection jurisprudence.
EPINET called for the incorporation of its recommendations in the Data Protection
Impact Assessment (DPIA) Template for Smart Grid and Smart Metering Systems.
What kind of knowledge and risk-right modalities should factor into DPIAs?

The findings and recommendations of the EPINET project consolidated in a
detailed analysis published in the course of 2015 under the title of: ‘A risk to a right?
Mireille Hildebrandt, ‘Legal Protection by Design in the Smart Grid. Privacy, Data Protection &
Profile Transparency’.
35
SAPIENT Project funded by the European Union under the 7th Framework Programme: Supporting
Fundamental Rights, Privacy and Ethics in Surveillance Technologies , Grant agreement no: 261698.
36
EPINET, Funded under FP7-SiS-2011-1.1.1-4 Grant Agreement 288971, Epinet Research Line
on Data Protection Impact Assessments Policy Report, April 2015, A Risk to a Right? Cross-Cutting
Lessons for Data Protection Impact Assessments, Summary of findings and policy recommendations
34
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Beyond data protection risk assessments’37. The analysis’ starting point is the novel
obligation introduced by article 35 of the GRPR of performing data protection
assessments.
Indent 1 of the article reads: “Where a type of processing, in particular using new
technologies, and taking into account the nature, scope, context and purposes of
the processing, is likely to result in a high risk to the rights and freedoms of natural
persons, the controller shall, prior to the processing, carry out an assessment of the
impact of the envisaged processing operations on the protection of personal
data”38.
The authors emphasise that the DPIA, and in particular the notion of “risks to the
rights and freedoms of data subjects” which is at its core, epitomises the shift
towards risk-based approaches of more classical legal practices (based on the
assessment of infringements to rights) and that “Merging risks and rights in the
proposed fashion could change their meanings into something hardly
predictable39”.
The study asserts that there is presently a lack of recognition in both theory and
practice of how to understand the concept of a “risk to a right” in data protection
impact assessments and proposes to explore the nature of the relation between
both concepts. To do so, it firstly maps out the mutually constitutive relations that
exist between risks and rights in various fields (government, business, courts, civil
society)40. This leads to the identification of gaps in the way DPIAs are currently
operationalized. Then, it draws lessons from practices in environmental governance
Niels van Dijk, Raphaël Gellert, Kjetil Rommetveit, A risk to a right? Beyond data protection risk
assessments, Computer Law & Security Review: The International Journal of Technology Law and
Practice (2015), doi: 10.1016/j.clsr.2015.12.017, p. 6.
38
Bold and underlyne ours.
39
Niels van Dijk, Raphaël Gellert, Kjetil Rommetveit, A risk to a right? Beyond data protection risk
assessments, Computer Law & Security Review: The International Journal of Technology Law and
Practice (2015), doi: 10.1016/j.clsr.2015.12.017, p. 1.
40
The study shows that a plurality of modalities to conceive of the relations between the two
concepts exists (i.e. risk versus rights; right as a risk, risk to a right, right at risk) and these modalities
differ in their logics of application and according to where and by whom they are applied. A main
gap in risk management practices, the study argues, is that they are reductive in articulating some
major aspects pertaining to this plurality of risk–right relations. All modalities have a legitimate place
at the table when it comes to assessing risks and rights. The crucial question however relates to the
balancing of the legitimate perspectives in concrete cases when a decision must be taken that will
shape the design of the technological device/system: what forms of knowledge and expertise should
be used, and what actors should be included (in the assessment process)?
37
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and courts that strike relations between risks and rights different from the ones
found in “risk management” practices. This leads to the formulation of
recommendations on how to improve DPIA processes.

A crucial question, the study argues, relates to the balancing of legitimate
perspectives in concrete cases: what forms of knowledge and expertise should be
used, and what actors should be included (in the assessment process)41?
A main finding is that risk management practices lack the power to articulate
something that the authors describe as “the heart of the matter”: the rights and
freedoms pertaining to the data subjects whose rights are at risk. If granted too
great a role, risk management practices could have the function of excluding the
participation of the publics affected.
Lay-knowledge inclusion through public participation in the design of the DPIA
Perceptions and experiences of communities of individual rights holders reside at
the basis of any claims to privacy and data protection and are a crucial matter in the
discussions over DPIAs

“We would be forgetting the heart of the matter if we did not pay due attention to
the individuals (the so-called data subjects) and communities. On the side of
individuals and communities, risks and rights do not normally occur as the products
of purified expert discourses. Rights at risk occur primarily as the perceptions and
concerns on the part of specific individuals and communities that something they
value, their privacy (or some aspect closely related to it), has come under threat42”.
The primary problem, the authors maintain, is not so much knowing the
authoritative grounds of the legal fundamental rights upon which they stand, or a
careful assessment of the degrees of risk involved, but rather the enactment of
these rights and broader values under conditions of changing social, political and
technological risks or threats. The ways in which these become realised and enacted
is in constant need of renewal. If nobody articulates the concerns, and if they are
not taken up by some public agency, they will most likely go unheeded.
The threats in question are constantly evolving along with policies, new
technologies, and public perceptions of them. These cannot always be adequately
41
42

Ibidem, p.11 (bold ours)
Ibidem, p. 9
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mapped out or articulated by the existing institutions, but must be articulated by
those who live with and experience them, i.e. the data subjects. Without rearticulations of rights within changing techno–legal–political configurations, rights
will lose their meaning.
In order for rights claims to have reality they need to be translated into claims
capable of being operationalised and realised within legal, technological and
political institutions. Both rights and risks, therefore, are fundamentally relational,
social and institutional43.
Incorporating legal expertise. DPIAs as a court for upstream adjudication

Apart from the exclusion of lay knowledge through public participation in the
development of the “data protection risk assessment”, the authors argue, there is
potential exclusion relating to the incorporation of legal expertise44”.
The authors maintain that in order to come to a balanced data protection
“judgment” of the new technology, the assessment also needs to incorporate
additional legal elements and principles, those that are required in a fair trial
procedure where each of the positions in the issue is to be well advocated and
given the opportunity to respond to the evidence, since this is what seems to be
lacking in expert-based risk assessment45”.
The authors further explain that seen from this point “the DPIA challenge would not
so much be to assess whether a new data technology will have an impact on the
rights of privacy or data protection, but instead to judge (in advance) whether the
proposed technology will infringe upon these rights when it would be judged in a

Ibidem p. 11
Ibidem, p.15. Assessment practices are, to different extents, already influenced by law concepts,
and, the authors maintain that: “This opens the way for the use of legal knowledge outside the
sphere of courts and legal professionals and in alternative loci like the forum established by impact
assessments”.
45
Ibidem. The study notes that this procedural turn to rights led to a focus on the quality of
technological decision-making and obligations for accessing to information, participation of those
affected and the possibility of contesting the decision. This could transform these practices into due
processes and contribute to the construction of “due processing” technologies of personal data. The
study reads: “This would require that, just like in a court case, the facts presented as evidence will
not originate from one only, but from several parties, so that they can be mutually tested and
disputed”.
43
44
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court of law46”. In the words of the authors, this would imply the evolution of DPIAs
into “a court for upstream adjudication”.
Another main finding of the study is that in the current ways in which the DPIA has
become operationalised, the DPIA has been implemented through a probabilistic
risk-based methodology that is to be incorporated into the risk management
schemes within organisations. The study argues that since these methodologies are
predicated on legal concepts, impact assessments should grow from data
protection law more broadly and identify attributes from these rights from the
relevant legal sources. It is in the authors’ views that this requires taking the
repository of legal experience and knowledge seriously.
The SIAM Project: Balancing multiple values in IAs and LPbD

As mentioned in D2.1, the rights to privacy and personal data protection are not
absolute rights. They have to be weighted against the public interest. This aspect is
particularly relevant for PARENT as the project pursues a multiplicity of values in the
individual and public interest: i.e: engaging users in municipality efforts; promoting
energy efficiency; promoting smart innovation; helping in reducing energy
consumption costs; the making of a marketable product; the making of a data-base
on consumption patterns through smart metering, etc.
As explained by Hildebrandt, when it comes to assessing the impact of a
technology towards individual rights and the public interest, at least two
approaches can be embraced.
•

The first is that of looking at the possible “harm” as an harm on someone’s
individual right / freedom.

•

The second is that of looking at someone’s individual right and in which way
it is intertwined and proportional to certain public interest goals:
“International human rights law as well as fundamental rights granted by
national constitutions employ various strategies to limit the scope of
fundamental rights, without losing their substance. Limitation is inevitable,
either because they clash with public goods that are conditional for the

Ibidem. This indicates that assessment practices should not be limited to merely carrying out risk
assessments, but that they must also “negotiate” the relations between different kinds of practices
and include constitutional guarantees that can mainly be provided by the courts.
46
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effectiveness of fundamental rights or because various rights or liberties clash
and must be aligned one way or another47.”
Embracing the second approach seems to be an adequate way to assess the impact
of the technological devices in PARENT. The ratio behind this approach is to extend
the logic of the proportionality test found in courts into assessment activities,
including those aimed at identifying legal “safeguards” by design.
To do so, the SIAM project suggests to perform impact assessments with regard to
fundamental rights by means of adopting a rigorous legal approach: “the
deliberative aspect of the legality-, legitimacy- and necessity-tests found in the
general proportionality test of the European Court of Human Rights seems
particularly appropriate48. Or, as De Hert argues, current forms of DPIAs should be
supplemented with an impact assessment that conforms more to the subtle legal
logic of proportionality analysis49.
The necessity test of the courts and, in particular of ECHR is not just suitable for
impact assessments but also seems to be well suited, in general, for legal
protections by design (LPbD)50.
Hildebrandt, M. (2013a). Balance or Trade-off? Online Security Technologies and Fundamental
Rights. Philosophy & Technology, 1-23, p. 19.
48
SIAM doc p. 75
49
The document here refers to De Hert, P. (2012). A Human Rights Perspective on Privacy and Data
Protection Impact Assessments. In D. Wright & P. Hert (Eds.), Privacy Impact Assessment (Vol. 6, pp.
33- 76): Springer Netherlands, p.43. The authors clarify: “Of course, it cannot be expected of a data
controller to perform a proportionality analysis in the same way as the ECtHR would do that. Even
when professional legal advice is sought, the legal expertise of a data controller cannot be expected
to attain the levels of legal ingenuity of the ECtHR or the ECJ. However, what can be expected of
the data controller is that the fundamental rights concerns are taken into account next to other
concerns. “For example, a data controller acquiring or maintaining a smart CCTV system will have to
pick the system that combines all the interests and rights in the best possible way, thus embracing a
sophisticated pragmatism, imbued with a basic sense of legal logic, that can incorporate
fundamental right considerations next to those of profit and efficiency”; SIAM report, op. cit. p. 76.
50
The authors clarify: “Of course, it cannot be expected of a data controller to perform a
proportionality analysis in the same way as the ECtHR would do that. Even when professional legal
advice is sought, the legal expertise of a data controller cannot be expected to attain the levels of
legal ingenuity of the ECtHR or the ECJ. However, what can be expected of the data controller is
that the fundamental rights concerns are taken into account next to other concerns. For example, a
data controller acquiring or maintaining a smart CCTV system will have to pick the system that
combines all the interests and rights in the best possible way, thus embracing a sophisticated
pragmatism, imbued with a basic sense of legal logic, that can incorporate fundamental right
considerations next to those of profit and efficiency”; SIAM document, p. 76.
47
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According to De Vries51, current techniques are often merely “designed to promote
corporate and state interests such as profit, prosperity, security and safety, often at
the expense of any given citizen”. However, in a constitutional democracy, which
claims to cherish values such as due process and privacy, pragmatism should not
merely be about how to best fulfil those interests but should also reckon with other
values and perspectives52.
The underlying idea is that what should differentiate LPbD from techno-regulation
or value sensitive design is precisely that it should preserve something of the logic
of the law that can combine several interests and rights into one technological
system.
The SIAM project proposes a method structure for the compatibility analysis and
the integration of LPbD into technology that should be taken into account in the
course of the PARENT impact assessment, with special attention to data protection.
The Smart Energy Collective Report on Legal Protection by Design in Smart Grids

The report, elaborated in 2013 addresses the issue of consumers’ trust and
investigates on how smart metering and grids systems can model on the
requirements of Data Protection by Design and Default, introduced but the GDPR
(hereafter DPbD)53. It was commissioned by the Smart Energy Collective (SEC), a
consortium of 26 companies from different parts of the industry: network
distributors, energy suppliers, ICT companies etc. Its core objective is that of
providing a reflection on the design implications of data protection aspects for the
construction of Smart Grids.
Special attention is given to the profiling of energy consumers, based on energy
usage data. It also investigates on the introduction of smart metering systems in
smart grids and the ensuing implications of data analytics and profiling.

Here De Vries is citing (Kerr, 2013, p. 101)
De Vries, K., 2013, Privacy, due process and the computational turn. A parable and a first analysis.
In M. Hildebrandt & K. De Vries (Eds.), Privacy, Due Process and the Computational Turn.The
Philosophy of Law Meets the Philosophy of Technology (pp. 9-38). London: Routledge.
53
Mireille Hildebrandt, ‘Legal Protection by Design in the Smart Grid. Privacy, Data Protection &
Profile Transparency’ 88.
51
52
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It provides for a thorough analysis on how specific legal provisions can be translated
into the design of devices supporting smart metering services and thus constitutes a
useful source of knowledge for the deployment of control measures in the context
of the PARENT Impact Assessment.
The SAPIENT Manual and the “impact questionnaire”

Part 1 of this deliverable has already elaborated upon the characteristics and
assessment tools for technological surveillance systems provided by the SAPIENT
manual. The IA methodology embedded in the SAPIENT manual subsumes a
privacy impact assessment, “there is nothing of a PIA (privacy impact assessment)
which is not also included here54”. The guide also provides some elements on how
to perform an ethically sound impact assessment.
As mentioned in part 1 of this deliverable, the manual includes a set of assessment
“tools” that are suited to inspire the PARENT methodology. We have already partly
reported the “glossary of terms” for the identification and evaluation of
vulnerabilities. This section focuses on the questionnaire for the analysis of the
planned activities and the technology.
An important part of the assessment is to determine who might be affected by the
materialisation of a “feared event” and how. The Manual recommends such an
activity is done in conjunction with a questionnaire
According to the Manual, the questionnaire is composed of two main parts:
•

The first part includes questions aimed at identifying vulnerabilities and
feared avents associated with a project in the areas of legal compliance
(namely data protection principles), other privacy issues, and ethical and
social considerations.

•

The second part includes questions aimed at identifying the likelihood and
impact of the actual materialisation of a feared event.

PARENT will follow-up on the questionnaire developed in SAPIENT by adopting a
similar “inquiring” methodology and by:

54

SAPIENT Manual, op. cit, p. 15.
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•
•

drawing inspiration from some of the questions proposed but also
by developing questions tailored upon PARENT specificities.

In month 4 a pre-assessment questionnaire has already been distributed to partners
that have provided answers.
The present deliverable includes:
•

a preliminary review on the answers received under a view-point of personal
data protection legislation as well as

•

a sample questionnaire that technical partners are invited to take into
consideration with a view of developing the PARENT Impact Assessment.

Methodology for the PARENT IA: proposed elements
The graphic below illustrates and summarizes the elements that should be taken
into account when developing an impact assessment for the PARENT project and
system.
The PARENT Impact Assessment will be operationalised according to the
methodology and implementation steps recommended by the DPIA template for
smart grids and metering environments endorsed by the European Commission.
However, such assessment will necessarily need to be broadened to reflect the
need to evaluate the project, its research and technological dimensions against
legal norms and values stemming from the legal, ethical and social domains.
In order to do this, the recommendations from the research projects and studies
analysed in the course of this deliverable will also be taken into account.
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Fig. 2 – Elements for methodology of PARENT IA vis à vis of D2.1 requirements (simplified scheme)

Proposed steps for an Impact Assessment tailored to PARENT
Below is the description of the steps for the performance of the Project IA. They
originate from the EU Commissions’ DPIA template and will be refined, reiterated
and adapted if needed, as the Project progresses and new elements / challenges,
or stakeholders’ needs emerge.
Step 1 – Pre-assessment and criteria for performing a DPIA

The first step is that of performing a preliminary analysis (initial assessment) to
determine whether the impact assessment is necessary. In this respect, the PARENT
Dow requires the IA to be performed as, in the phase of drafting the project, the
partners deemed it necessary. Therefore, this step may seem superfluous in our
case.
Step 2 – Initiation

This stage includes the
• Designation of the IA team and definition of the resources needed by the
controller,
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•

Elaboration of the grounds upon which the assessment will be conducted – in
our case: the Legal, Ethical, Privacy, Data Protection, and Social Acceptance
aspects that have been identified in D2.1.

Step 3 – Identification, characterisation and description of applications in the processing of
personal data

The controller might not be an expert of D2.1 requirements, therefore to conduct
the assessment he or she needs to cooperate with experts from other fields. Strong
cooperation, in terms of effective and regular communication between the parties,
exchange of information between the parties is of paramount importance.
To achieve strong cooperation, on the one hand, the project partners shall describe
extensively the details and functioning of the project; on the other hand, the IA
team shall describe the reasoning behind the whole assessment, including its goals,
lenght, stages, intermediate and final results, liabilities and possible consequences.
Issues can also arise from the different goals and professional language the parties
use. The meaning and importance of D2.1 requirements might be self-evident for
the IA team, but entirely confusing for other parties involved, and vice-versa. The
parties need patience, openness and the intention to understand the point of view
of the other parties. There are numerous, developed tools for the parties which help
to understand the main goals of the procedure, e.g. charts or questionnaires. In
case of PARENT a sample questionnaire is used.
In synthesis, this stage includes the
• The use case
• System information
• Description of primary and supporting assets of the system
• Analysis of the questionnaire
The SG&MS DPIA Template, provides a set of tables to undertake this step.
Step 4 – Identification of threat and analysis of likelihood

As anticipated above, the likelihood that a feared event occurs is the core element
of an impact assessment. Threats can have an impact either on an individual, group
or society. The rationale behind the assessment is mitigating or avoiding adverse
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consequences of these events prior to their occurrence. The assessment stands on
three pillars: identification, analysis and evaluation.
First, the source of threats, its likelihood and the threat itself and its outcomes
should be identified precisely. In the analysis phase, the “risk” is understood by
measuring the likelihood of its occurrence and, more importantly, the severity of the
possible consequences. Afterwards, the results of the analysis are evaluated
according to a classification in which the degree of severity of the likelihood of a
certain feared event is defined.
In synthesis, this stage includes the
• Identification of relevant harms (and risks)
• Evaluation of feared events
In order to facilitate the identification of threats, the SG&MS provides for a nonexhaustive list of generic threats that are grouped according to their impact on
confidentiality, integrity and availability of the data. They can be integrated
according to PARENT specifics.
Step 5 – Stakeholder consultation and impact assessment

The rationale behind the stakeholder consultation is to provide insights about the
identified and analysed risks from the different points of those actors affected by
the application or service as well as from “concerned parties” (in the civic sphere).
If the impact assessment is conducted by a single viewpoint, risks and their impacts
might be overlooked. A consultation with stakeholders can ameliorate the analysis
of the risks, impacts and mitigating measures by involving internal (partners in the
project) and external (the affected public, business, community, environment, etc.)
stakeholders.

If the stakeholder engagement is conducted properly, it will give the VEA system an
advantage in terms of increased transparency, trust, such as by providing assurance
of the outcome of the previous steps; better collection of knowledge for future
decision making; increased mutual understanding among decision-makers and
stakeholders; better communication of the results of the assessment; improved
awareness; etc.
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In synthesis, this stage includes the
•

•

§

Identification of internal and external stakeholders, including: consult a
national DPA on DPIA, prior to the commencement of personal data
processing (EU Commission) as well as citizens in PARENT communities.
Consultation, including consumers and prosumers during the execution of the
DPIA, inclusion of lay knowledge through public participation in the design of
the “data protection risk assessment”, consumer organisations etc...
Incorporation of the consultation’s findings in the assessment report

Following to the process of consulting stakeholders, the feared events and related
threats identified in previous steps will be weighed with the severity of impact on
the individuals and likelihood of occurrence.
Step 6 – Identification and recommendation of controls and residual threat capabilities
When all elements are sufficiently evaluated, the impact assessment identifies
appropriate and effective responses and mitigation techniques. If the controller
intends to reduce the likelihood of feared events, the most practical form of
treatment should be selected. During the selection of the appropriate mitigating
measure, the controller should take into consideration all the D2.1 requirements
equally.

At this stage, the controller must make clear which capabilities for threats are
residual and accepted/acceptable (residual vulnerabilities). Finally, during the
“treatment step”, the decision-maker must bear in mind that, failing to address the
potential threats may result in social, legal, economic or reputational damages to
himself/herself.
In synthesis, this stage includes the
• Assessment of implemented and planned controls
• Identification of additional controls
• Treatment and resolution
• Residual vulnerabilities and acceptance
The SG&MS template provides an indicative list of possible controls. The EG2 is
establishing a list of ‘Best Available Techniques’ in smart metering system
environments which can provide further guidance to the data controller regarding
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which control will be the most efficient. These lists will be integrated if needed
according to PARENT specifics.
Step 7 – Documentation, drafting the DPIA Report

This stage includes:
•
A periodic monitoring and review
•
A new assessment in the case scenarios change
The understanding of the requirements listed in D2.1 will contribute to the success
of the IA, therefore, it is strongly recommended that the technical partners – as the
controllers – develop thorough knowledge on its contents. The SG&MS template
requires that the IA documents are distributed to stakeholders when appropriate.
Step 8 – Reviewing and Maintenance

Review and/or audits are critical to ensure that the IA is, first, carried out properly
and, second, that its recommendations are sufficiently implemented. Review and/or
audits are indispensable, as the controllers might initially state that they accept and
would implement the suggested mitigation measures, but in reality they might fail
to implement them. Thus, the implementation of the recommendations should be
monitored and periodic reviews should be conducted with supporting
documentation.
If the project changes in a significant way as to affect the impact on D2.1
requirements, depending on the magnitude of the changes, the IA should be
revised (wholly or partially) and carried out again.
The SG&MS Template suggests that the following tasks are performed:
§ Reviewing the implementation of the mitigation and avoidance controls that
were identified in the IA;
§ Preparing a review report;
§ Presenting the privacy review report to the senior management and DPO
where available;
§ Rendering the privacy review report publicly available;
§ Assessing whether there is a need for revising the IA after a certain amount of
time or after a new stage within the project or programme has been
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completed. The review can be integrated within the organisation’s standard,
periodic or occasional internal processes.
Similarly to other recommendations included in the template, this one will also be
broadened in scope and adapted to PARENT specifics.
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PART 3 - Implementation of Step 1 – “Pre-assessment” and
the questionnaire for Impact Assessment
In order to identify the benchmark of requirements relevant to the Project, in early
June 2016, a joint WP2 and WP3 was circulated to PARENT partners. The
questionnaire contained questions relating to three different, though interrelated,
topics.
Firstly, it introduced a number of issues of importance for so-called privacy and data
protection impact assessments, intended to deal, in a preliminary way, with the
potential impacts of the project on fundamental digital rights.
Secondly, it tried to improve the understanding of internal project dynamics
(understanding the purpose of the project, kinds of expertise contributed by each
partner, etc). This was considered important for the component of PARENT, dealing
with so-called “Responsible Research and Innovation” (RRI), especially for
understanding the interdisciplinary challenges and interactions within PARENT.
Thirdly, it anticipated work on social acceptability where partners’ contribution was
requested in order to map some of the local (city, country) conditions of importance
for the pilots (such as local regulatory and technological requirements and
specificities).
Below is a preliminary review of the answers received from partners that are relevant
to start assessing the project against EU legal requirements on personal data
protection. The review is coupled with recommendations for technical partners to
initiate a self-assessment process as earlier as possible in project development. It
must be noted that in this section, only concerns and reviews the answers linked to
data protection legal provisions.
An assessment over social acceptability aspects relevant for the PARENT IA will be
undertaken in the context of development of WP3.
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Data Protection Aspects in the Joint WP2 – WP3 Questionnaire
distributed in Month 4
Preliminary Recommendations on aspects related to Personal Data Protection55
Recommendation on type and functionalities of the smart metering system
Partners were asked whether in their Country it is possible to choose the type and
functionalities of the smart meter that is installed. The only Country where
functionalities can be chosen by end-users are the Netherlands. More specifically,
the model is chosen by the DSO but the consumer has the option to choose among
a set of pre-defined features.
Recommendation: as showed by the Dutch case described in D2.1, the possibility to
choose features for the meters is a very important one in terms of privacy
protection. It must be noted, however, that the project will some-times need to
exploit smart metering systems already installed or compatible with VEA
functioning. In such a case, pilot leaders in the project will need to elaborate on the
reasons for such a necessity and will in any case have to make sure that the
intelligent measuring systems selected are in line with relevant EU legislation and
embed privacy solutions.
Recommendation on technical desiderata of the VEA

Partners were asked to indicate the list of functionalities that they think are
indispensable for the VEA out of a list derived by EU legally – binding documents
and non-binding reports. This included desiderata on levels of frequency and
accuracy of the readings.
In general, partners did not answer to this question. This is however a core
fundamental question in view of the project impact assessment. For instance,
depending on their features, smart meters can be more or less privacy-intrusive.
This aspect has been extensively described in the context of D2.1.
Recommendation: the question of which features will be needed by the VEA should
be discussed and agreed by partners. In the case the project needs to exploit smart

55

Recommendations on aspects other than legal will be provided in the context of WP3.
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metering systems already installed (so functionalities cannot be chosen), pilot
leaders will need to elaborate on the reasons for such a necessity
Recommendation on smart appliances malfunction, hacking, or mismanagement
Partners were asked whether it is possible to tell who, in their city, will have to
intervene when smart appliances malfunction, are hacked, or are mismanaged?

Answers to this question revealed that partners currently do not have such
knowledge.
Recommendation: This is a very sensitive issue in terms of security and privacy
aspects. It is necessary to find this information as soon as possible for each pilot.
Recommendations on elements of processing, anonymisation and pseudonymisation
Partners were asked how will the flow of personal data between technical partners
will happen in practice in each of the 4 cities; which type of personal data this will
imply and whether having anonymised data will suffice.

One partner expressed the view that anonymation aspects should be determined in
cooperation and agreement with pilot participants. Another partner expressed the
view that data can be taken up with a limited number of identifiers (codes or
numbers) to draw the required statistics.
Recommendation: The answers received show that partners have a good level of
understanding of the implications of data-protections provisions linked to the
processing of personal data in PARENT.

It is nevertheless very important that, prior to the processing and sign-up to the
VEA, end-users are made aware of the features of the meters used and their
potential implications on privacy and other fundamental rights so that end-users
have the capability to consent in an “informed” way to each element of the
processing (as explained in D2.1).
As to data anonymisation, partners that will make use of novel analytics systems
should clarify whether having a limited number of identifiers (codes or numbers) to
draw statistics, constitutes anonymisation or pseudonymisation. In the latter case,
further data-protection safeguards are needed as GDPR considers pseudonymised
data as personal data.
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Recommendation on necessity to attentively explore access to data rights
Partners were asked who holds the right or is in general “responsible” for accessing,
storing and using the data collected from smart meters who in the case smart
meters are already operational in their city.

The reforms on architectures for access to meter data are currently on the making
these aspects are to be very carefully studied in order to understand how the
project and, more specifically, data controller(s) and processor(s) can access
measurements. The challenge of finding most up to date and accurate information
in the current changing regulatory context is considerable.
Another relevant aspect is whether measurements from sub-meters are also under
exclusive controllership of specific bodies in the PARENT countries.
Recommendation: It may be good to bear in mind the importance of these aspects
for the distribution of roles of data controller and processor. (please check D2.1 in
this respect). These aspects are also important to understand whether the project
has any capability to choose the type of meters the VEA will make use of. If entities
are responsible by law for the readings, this may not be possible as they may also
be responsible for the meter choice and installation. This may impact on the ability
of end-users to choose the features of their intelligent measurement devices. Many
ethical aspects of the project may depend on this aspect.
Recommendation on access to the metering data in pilots
Partners were asked who holds the right or is in general “responsible” for accessing,
storing and using the data collected from smart meters in their Country.

Answers received show that PARENT partners have good understanding of the
sensitivity and possible data-protection implications linked to how many people /
actors will access to metering data. However, their proposed solutions are still not
sufficient to provide full guarantees to data PARENT controller and processor.
Recommendation: Data controllers and processors have many duties towards datasubjects. These duties are clearly listed by the GDPR (as described in D2.1) and
entail that the controller and processors are to be held accountable for those. To
ensure high-level protection to the controllers/processors, non-anonymised
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metering data should only be accessed by the controller and processor56. Indeed
other partners should be enabled to receive data in an anonymous form and
aggregated in clusters-typology of consumers.
Recommendation on end-users’ rights

Partners were asked how will users be enabled to get access to their own data and
how they will get the possibility to rectify it. These questions were posed to trigger
reflection on how ensure data-controllers meet their accountability duties vis à vis
these rights.
The partners expressed the view that end-users will have the possibility to visualize
their data in the VEA. The VEA will show them the data collected by the device. The
user will be able to rectify the data through informing a technical partner of a
possible problem, however the correct data should be known and corrected by the
user as well.
Recommendation: It may be useful to note that rectification is a general datasubject right and does not apply exclusively to billing activities. According to art. 16
of the GDPR, the data-subject shall have the right to obtain from the controller
“without undue delay” the rectification of inaccurate personal data concerning him
or her. The data-subject enjoys other extensive rights and the GDPR stipulates that
the data-controller is accountable for their respect (please check D2.1 in this
respect).
Recommendation on level of accuracy and frequency of the readings
Partners were asked whether they think it is possible to identify personal data
related to children or people affected by sickness out of smart meters’ – sub-meters’
data.
All partners gave negative answers to this question. Some of them have expressed
they do not think it is possible to reach such level of detail.

However this may be possible, depending on level of accuracy and frequency of the
readings. By analysing detailed electricity usage data it may be possible to predict –
also on a basis of deductions about the way in which electronic tools work - when
It is important to distinguish anonymised data from pseudonymised data. According to GDPR
provisions, pseudonymised data is also to be considered as personal data.
56
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members of a household are away on holidays or at work, when they sleep and
awake, whether they watch television or use certain tolls or devices, or entertain
guests in their free-time, how often they do their laundry, if someone uses a specific
medical device or a baby-monitor, whether a kidney problem has suddenly
appeared or developed over time, if anyone suffers from insomnia, or indeed
whether individuals sleep in the same room57.
Recommendation: The PARENT consortium will have to carefully analyse the
features of the meters that the VEA will make use of to gather the measurements.
The project should avoid “unecessary” data processing and the transmission of very
frequent and very detailed data. For data remaining “necessary”, legal safeguards
“by design” and “by default” should apply. As provisions in this area are technical,
the project may need to involve data protection Authority also in line with the
European Commission recommendations issued in 2009 and 2012 on smart
metering environments.
Recommendation on the VEA and external instruments
Technical partners were asked whether they intend to use any external storage
instrument; cloud for instance and whether they intend to use any other third party
software.

Answers revealed that serviced based out of EU jurisdiction may be used.
Recommendation: Partners responsible for the processing should clarify where the
mentioned services are located. These services in-fact need to be able to guarantee
that they abide to data-protection safeguards laid down by EU legislation.
Recommendation on automated decisions
Partners where asked whether the VEA system including “data analytics” will be
designed in such a way that decisions affecting the data subject will be taken
automatically.

Answers revealed that the use of data analytics and machine learning is the ultimate
step of the VEA, that automatically provides to each user the tip or incentive that
fits better. The first step is that the user gets familiarised with the platform so they
Mireille Hildebrandt, ‘Legal Protection by Design in the Smart Grid. Privacy, Data Protection &
Profile Transparency’. p. 52. Available at: http://works.bepress.com/mireille_hildebrandt/42
57
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are initially able to choose among the tips and incentives provided. As intermediate
step, an individual could supervise a first approach to data analysis before the
analysis is completely automatized by the system. However this task may require an
extra resources effort.
Recommendation: GDPR stipulates that end-users have the right not to be subject
to a decision which produces legal effects concerning him or significantly affects
him and which is based solely on automated processing of data intended to
evaluate certain personal aspects relating to him, such as creditworthiness,
reliability, conduct, etc… : art. 15(1).
Thus, the legal provision only applies in the case “effects” of “legal” nature are
produced.

Various exceptions apply to this rule, notably in the case of a contract or
authorization by law. However, in both cases the exception is only valid if suitable
measures have been taken to safeguard the legitimate interests of the end-users.
These rights are commonly known against unwarranted “profiling”.
It must be noted that GDPR has reinforced the rights in relation to measures based
on profiling, including an important transparency right regarding the envisaged
effects of profiling.
Recommendation on consent withdrawal
Technical partners were asked how the VEA/data analytics system will make
withdrawal of consent possible at any time and free of charge?

Some partners answered that users willing to unsubscribe from the VEA will be
enabled to do so and their consumption and personal data will be totally removed
and deleted from the database. Other partners pointed out that if end-users wish to
unsubscribe, the data that was kept until that point, should stay in the data-base not
to compromise the results of previous reportings.
Recommendation: legislation allows users to withdraw consent to a service where
their personal data is concerned, at any time and free of charge. Sudden withdrawal
of consent, either from one user or from many users must be made possible by
PARENT. However, this may affect the VEA functioning so, technical partners should
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think about a VEA model resilient to such an event. GDPR Provisions on time
duration for storage apply (see D2.1).
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Questionnaire for Impact Assessment - M6
Introduction to the Questionnaire

This questionnaire follows the one distributed in M4 (see above and Annex). It
includes a list of questions to set the scene for D2.3 on the PARENT Impact
Assessment recommendations and is designed as a tool to help technical partners
evaluating various aspects of the technical system they will deploy for the Project.
The PARENT consortium will be primarily asked to answer these questions. Other
questions will be formulated in a second stage for external stakeholders.
The first set of questions is the one included in step 1 of the DPIA Template on
Smart Grids and Metering Systems. The second set of questions inquiry on issues
and requirements identified in the course of D2.1: “Definition of the RRI – ELSA
Benchmark” and stemming from legal, ethical and societal domains. Some of them
are inspired by the SAPIENT Manual described in part 1 and 2 of this deliverable
that is based on most of the requirements appearing in D2.1 but they are adapted
to PARENT specifics.
Answers to these questions will be needed to initiate the PARENT impact
assessment process. Answers will be annexed to D2.3. New questions may be
formulated or the current ones fine-tuned and re-submitted to PARENT technical
partners according to the state of development of the project and actual progress in
terms of compliance with D2.1 issues and principles.
Instructions on how to answer the questions

Both sets of questions below are addressed to PARENT technical partners and aim
at seeking compliance with D2.1. In particular, when it comes to requirements
originating from the legal domain, legal terminology is used for reasons of precision
and soundness. This means that the terms used are those appearing in relevant EU
legislation currently in force.
Having D2.1 and the questionnaire presented side by side (with two screens or with
two printed copies) might facilitate the correct understanding of the questions and
the process of answering to them.

Quality and length of answers

14 AUGUST 2016

As mentioned above, answers to the questionnaire will constitute parts of other
PARENT deliverables, will be annexed to D23, and will help in identifying aspects
relevant to the development of a socially acceptable VEA.
Thus, answers should be provided in simple language so that readers that are not
expert in the PARENT partners’ discipline/sector can understand. However, answers
can include sector-specific and technical terms in order to attain a satisfactory level
of exhaustiveness.
If possible, please try to limit your answer to maximum 300 words. This limit can be
overcome if you think a longer description is needed to prove the compliance to a
requirement.

Questionnaire
Questions from the DPIA Template for Smart Grids and Smart Meters endorsed by
the European Commission (currently under test phase)
Criterion 1 – Personal data involved

Does the project require you to collect any personal data, such as detailed
household consumption data, organisational measurement data, etc.?
Will the project be combined with other data from outside the program/change?
Can the data collected become personal due to linkage by third parties?
Will the program/change require you to collect personal data from other systems?
Criterion 2 – Data controller/data processor

Are you defining the conditions and the means of the processing operations
(controller)?
Are you conducting the processing on behalf of another organisation following their
requirements (processor)?
Have security and data protection requirements been defined between you and the
processor/controller?
Criterion 3 - Impact on rights and freedom

Are the privacy impacts on consumers unknown to your project?
Do consumers have to give up control of their personal data?
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Are consumers able to control which data are collected? Are they able to control
their data after they have been collected?
Is it expected that consumers will change their behaviour due to the fact their
personal data (e.g. energy consumption or change of supply) will be collected
(freedom of choice might be jeopardized)?
Criterion 4 – When to perform a DPIA (right timing and motivation)

Are you:
• Designing a new program or service within the smart grid use case or
situation?
• Making significant changes to an existing smart grid use case or situation?
• Operating a system in production without a DPIA having been carried out?
• Facing a data breach?
• Selecting a cloud based service for the processing operations using personal
data?
Criterion 5 – The nature of the system/application exercise
Purpose:
What is the purpose of processing personal data?
Is the purpose of collecting the personal data not clear or not shared with the
consumers?
Will the personal data collected by the project be used for any other purposes,
including research and statistical purposes?
Will the data be used for profiling?
System:
Will the use of the technology or purpose from the project raise questions and/or
resistance from the consumers?
Are there new (e.g. unevaluated) measures being applied in the design of the
technology?
Organisational:
Are the roles and responsibilities for processing the personal data unclear?
Will the personal data processing be executed by a third party processor?
Will the personal data be transferred to other organisations?
Criterion 6 – Legal basis and public concern
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Is there a legal obligation to conduct a Data Privacy Impact Assessment?
Is the legal basis for processing of consumer data still unidentified?
Is there a legal framework for the application or the project case?
Do you anticipate that the public will have any privacy concerns regarding the
proposed program or change?
Other criterion

Does the program/change contain any other measures that may affect privacy?

Preliminary set of questions stemming from D2.1 and implementing
selected DPIA methodologies to PARENT specifics58
In annex I is a scheme exemplifying a possible VEA development in the city of
Barcelona. Its aim is to illustrate how information, including personal data, is likely
to flow as a result of the functioning VEA.
1. Could you provide a scheme for your city? In particular, relevant elements are
those related to the type of data needed and the bodies institutionally involved
(if any) to obtain permission to “use” personal data59.

2. Please list the types of data that you will collect when you run the system.
Can the data collected become personal due to linkage with other type of
information?

Reason: If the data, recorded by the PARENT system, relates to an identified or
identifiable natural person it becomes personal data, thus data protection law
becomes applicable. Please note that certain type of energy consumption data
is considered as personal data.
These questions inquiry on issues and requirements identified in D2.1. Some of them are inspired
by the SAPIENT Manual described in part 1 and 2 of the present deliverable.
59
Impact assessment methodologies provide examples of data flow diagrams, e.g. in the case of
privacy Impact Assessments, the template of the Office of the Victorian Privacy Commissioner Office
of the Victorian Privacy Commissioner, Privacy Impact Assessment Report, template, April 2009, p. 9.
http://www.privacy.vic.gov.au/privacy/web2.nsf/files/privacy-impact-assessment-report-template
58
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3. Does the system imply the processing of special categories of personal data
(also called “sensitive” data)?

Reason: specific types of data fall under the scope of stricter rules as their
processing results in a higher risk to the rights and freedoms of the users / data
subjects. Depending on the specific features (pattern recognition) and their
level of accuracy in collecting data, it may be possible to identify whether a
specific electronic device is being used in a household for the case, for instance
of a new born or for curing some specific sicknesses.
4. Please provide an outline, in your own words, and with a graphic of the flow of
personal data throughout your service (i.e. charts, graphs, other forms of
visualization), from the moment when the data is collected by the sub-meter.
Please also explain if you will carry out the processing operations by yourself or
if you will make use of the services of an external entity that will do it (wholly or
partially) for you.

Reason: A clear chain of processing operations would help in the detailed mapping
of data flows. This entails a description in as much detailed as possible manner of
the processing operations you envisage or you need to undertake.
5. Do you process meta-data from the data gathered by the sub-meter? If yes,
what kind of meta-data?

Reason: using meta-data would help the data controller to ensure compliance with
the principles of data protection (e.g. data minimization, data adequacy, etc).

6. Please specify the frequency for data collection and transmission from the
device to another location situated outside the users’ houseplace. Please also
mention with what frequency the collected data will be stored.

Reason: the frequency of each of these steps is a determining factor to measure
possible impacts on privacy and other fundamental rights.

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme

56

14 AUGUST 2016

7. Please specify the format in which the data will be stored (encrypted,
pseudonymised, aggregated etc.), and describe the devices and facilities where
the data will be kept (on the sub-meter, transferred to a local data base, cloud,
etc.).

Reason: Description of these attributes of the processing operations foster
transparency of the system.

8. What data protection by default and by design mechanisms does your system
include (if any)? For what type of activities do these mechanisms apply (i.e.
storage, transmission, access, etc.)?
Reason: Such measures could consist, inter alia, of minimising the processing of
personal data, pseudonymising personal data as soon as possible, transparency
with regard to the functions and processing of personal data, enabling the data
subject to monitor the data processing, enabling the controller to create and
improve security features.
9. Are the processed data accurate and relevant?
Reason:One of the most important principles in data protection is the principle of
“minimisation”. Meaning that the PARENT system should record and work only
with those data which are necessary to reach the goal of the processing,
furthermore the processed data must be accurate and kept up to date.

10. Is the system designed in a way that decisions having a consequence on the
user/data subject will be taken by an automated processing operation rather
than by an individual? If so, could you mention in which case/s this happens?

Reason: in the case of processing operations based solely on automatic means (and
decisions), additional protective measures should apply.

11. How do you ensure the security of data? Please explain what you plan to do in
order to protect personal data. Please consult with the IT manager (or
responsible person) working within your institution to obtain this information.
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Reason: appropriate technical and organisational measures should be applied to
ensure a level of security appropriate to the potential risk, such as: safeguards
against interception of wireless transmission; secured servers and clouds where
information is stored; passwords; encryption; etc.

12. When personal data are trasmitted, please describe the network and the
connections

between

the

devices

that

are

used.

Are

these

networks/connections isolated from public networks or nodes ? Please consult
with the IT manager (or responsible person) working at your institution to obtain
this information.

Reason: To determine the level of adequacy of the applied security measures, every
factor should be taken into consideration whereas the means of communication
is a pivotal element.

13. Will the processing operations be documented? How will the documentation of
the processing operations be maintained? For instance via logs?

Reason: The documentation will help in the identification of possible system
vulnerabilities both for you

and the supervisory authority. Furthermore the

maintenance of the record of the activities could be advantageous in multiple
cases (to demonstrate compliance with the data protection rules, accountability,
to demonstrate transparency of processing to the data-subject in the case the
latter decides to exercise his/her rights) .

14. Will users be able to control which data are collected? Can the data subject
influence the types, the amount, the frequency of data collection, of personal
data that will feed into his profile? If yes, to what extent?

Reason: Providing this type of flexibility to the users/data subjects is a way to
enhancing their right to modulating consent. It also allows to avoid the tradeoff situation where deciding to leave the service only implies opting out.
Flexibility is also a way to increase trust on the service provided. It allows the
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users to modulate consent in a way that further minimises the release of
personal data without having to chose for a full opt-out.

15. Do you hold an in-house system allowing to keep track (i.e. logs) of both
authorised and unauthorised access to personal data?

Reason: Both types of access should be tracked in order to be able to properly
monitor activities over data collected and stored . Breaches of security should
be tracked.

16. Does your institution have a “personal data breach response plan” and
“reporting protocol”? Or is there a designated data protection officer? Please
consult with the responsible persons at your institution and describe what will
happen when a personal data breach occurs.

Reason: In case of the occurrence of a personal data breach, countermeasures
should be applied immediately (and within max 72 hours). Re. the reporting
protocol, in case of the occurrence of a personal data breach, the supervisory
authorities and affected parties (if needed) should be notified immediately.

17. Do you plan to transfer any data to third countries - i.e. outside the European
Economic Area (EEA) ? This includes the use of cloud services or of services
provided by companies based outside the EEA. If yes, does the non-EEA
country provide adequate protection (the list of countries which provide
adequate

protection

of

personal

data

can

be

found

here:

http://ec.europa.eu/justice/data-protection/internationaltransfers/adequacy/index_en.htm)? If yes, on which legal ground?

Reason: Special precautions need to be taken when personal data is transferred to
countries outside the EEA that do not provide EU-standard data protection.
Without such precautions, the standards of data protection established by the
Data Protection Directive would be undermined, given the ease with which data
can be moved around in international networks.
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18. How do you inform the data subjects (users) about the intended data
processing operations? Please describe methods that you use/and will use to
provide information to the data subjects, e.g. information sessions before
collecting informed consent forms.

Reason: when personal data is processed, data subjects shall be informed prior to
the processing. This means that when the device is activated in the homeplace,
individuals must know that their energy behaviour, corresponding to certain
domestic activities and habits, is being mapped. The right of the data subject to
be informed about processing operations regarding him or her shall be
guaranteed.

19. Please describe the methods that you use to guarantee the consent of the data
subject was “informed”, “specific” and “freely given”.

Reason: When consent is collected from the users it important that the following
attributes apply to its obtention: consent must be ”informed” meaning that the
user is made fully aware of the processing steps and modalities, “specific”,
meaning that the object of consent must be clear and circumscribed and ‘freely
given” meaning that it should reflect the users autonomous decision.

20. How long will the personal data be retained? How will you make sure the data
will afterwards be deleted or anonymized. Can you describe?

Reason: the processing of personal data shall have and end date. Personal data
should be retained only for as long as is necessary to fulfill the purpose for
which it was collected. Data afterwards should be deleted or anonymized and
such process should be described in specific documentation.

21. Are users able to control their data after they have been collected? How do you
ensure data subjects are able and will be able to excercise their rights (such as
right to access, rectification, erasure, blocking, restriction of processing and
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objection)? Is there a dedicated platform they can use (i.e. a form in a website)
or a responsible person they can turn to (i.e. data protection officer, data
controller, responsible consortium member, etc.)?

Reason: a dedicated platform/clear and well-thought procedure should be
established where data subjects can practice their rights.

22. Does the system provide data subjects with the option to exercise the right to
data portability?. If so, what would be the main steps of the process? Please
explain.

Reason: data subjects should be entitled to transmit their personal data to another
controller (data portability) without hindrance from the controller to which the
personal data have been provided. This means the uses should be enabled to
move their personal data collected by you to another service provider.

23. How will you make sure data subjects can gather information about data
processing activities concerning them after they have initially given consent?
How do you provide information to the data subject about the processing
operations in PARENT? What is the content of the notice?

Reason: Data subjects need to be informed throughout the whole duration of
processing operations about what is happening with their data.
24. To ensure the appropriateness of the system, multiple views should be taken
into consideration. Do you plan to collect the views and feedbacks of
stakeholders (both internal (consortium members) and external (students,
PARENTs, committees, etc.))? How?

Reason: There are multiple ways to collect feedback, e.g. online platform,
questionnaires, meetings with representatives, etc.
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25. Do you think that the overall practices and rules concerning access to personal
data of users within your institution are adequate (with special attention to its
conditions, mode, and limits)?

Reason: Terms of access to personal data should be documented (via e.g. logs,
permissions, etc.).

26. Privacy literature distingishes between different types of privacy. Each type
describes a different intereference with the right to private and family life. In
your opinion, which types of privacy are affected by your device? Please mark
the relevant answer (impact not impact) and, if there is an impact, please
describe to what extent.

Reason: As different types of privacy exist, they should be evaluated one by one.
Please select one or more types of privacy and provide, briefly, your own point
of view.
§

[Impact/No impact] Bodily privacy: It relates to the physical body and its

physical privacy, linked to physiological and safety-related needs. Examples
include physical and unsolicited harms to the body.
§

[Impact/No impact] Spatial privacy: Physical or spatial privacy refers to the

privacy expectations in and around one’s home, as a general example, however
it may be extended beyond the intimate zone.
§

[Impact/No impact] Communicational privacy: A person’s interest in restricting

access to communications or controlling the use of information communicated
to third-parties.
§

[Impact/No impact] Proprietary privacy: It relates to reputation and is similar to

“the right to one’s honour”. Typified by a person’s interest in using property as
a means to shield activity, facts, things, or information from the view of others.
§

[Impact/No impact] Intellectual privacy: It describes the interest in privacy of

thought and mind, and the development of opinions and beliefs. Its harm
includes the capability of identification of faces, voice and movement, through
inter alia sophisticated identification tools. It must be emphasized that the
information of the location of a person could reveal the emotional situation of a
person, impacting the privacy of thought and feelings. For example, the
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presence of a person entering a temple or a graveyard can reveal religious
feelings or grim feelings for the loss of beloved one.
§

[Impact/No impact] Decisional privacy: It is typified by intimate decisions,

primarily of a sexual or procreative nature, but also including other decisionmaking on sensitive topics within the context of intimate relationships. As with
spatial privacy, decisional privacy as an ideal type within the intimate zone is
closely related to family life.
§

[Impact/No impact] Associational privacy: It includes values and criteria for

inclusion and exclusion. It describes individuals’ interests in being free to
choose who they want to interact with: friends, associations, groups, and
communities.
§

[Impact/No impact] Behavioural privacy: It covers type or set of personal actions

and behaviours that should remain private, even in public places. It covers the
privacy interests a person has while conducting publicly visible activities. One’s
personal behaviour in public spaces is more difficult to exclude others from
observing, and thus is an ideal type of privacy where the need for control after
access has been granted is most pressing.
§

[Impact/No

impact]

Informational

privacy:

Informational

privacy

is

an

overarching aspect of each aforementioned type, described by the individual
need in preventing information about one-self to be collected and in controlling
information about one-self that others have legitimate access to.60
27. What are the probabilities for function creep?
Reason: function creep is the widening of the use of a technology or system beyond
the purpose for which it was originally intended, especially when this leads to
potential invasion of privacy.
28. On what level will your device change or, by any means, affect the behaviour of
the inhabitants of the houseplace where the device is installed?

This typology of privacy is based on: Koops B J, Newell B C, Timan T, Škorvánek I, Chokrevski T
and Galič M, ‘A Typology of Privacy’ In University of Pennsylvania Journal of International Law,
Forthcoming http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2754043 [19/06/2016]
60
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Reason: apart from changing their energy consumption behaviour, the presence of
the device may entail a change in the domestic habits of persons in the house.
Could you describe your experience and expectations in this sense?
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ANNEX I – Scheme exemplifying a possible VEA development in the city of
Barcelona

The scheme illustrates how information, including personal data, is likely to flow as a result of the
functioning VEA.
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ANNEX II – WP2 and WP3 Scoping Questionnaire Distributed on M4

The questionnaire reported in following pages was distributed at beginning of
month 4 of the PARENT Project to progress work until M6 in WP2 T2.1 and WP3
T3.1 and T3.2.

ERA-NET Cofund Smart Cities and Communities
Joint Call for Proposals

Full Proposal: Consortium, General and Financial Information

Dear PARENT partner,

1. Project Overview
Project Short Title/Acronym: PARENT

This is a joint questionnaire from WPs 2 and 3. It contains questions relating to three
Project Full Title: PARticipatory platform for sustainable ENergy managemenT
different, though interconnected, topics.
Project Coordinator/Main Applicant: Vrije Universiteit Brussel (VUB)

Firstly, it introduces a number of issues of importance for so-called privacy and data
TOPICS:
protection impact assessments,
intended to deal, in proactive ways, with the
Topic
1.
Smart
integrated urban
energy rights.
and transport
systems
potential impacts of the project on fundamental
digital
These
questions will
Topic 2. ones
Smartduring
tools andthe
services
for integrated
urban energy and transport systems
be followed-up by more detailed
project
development.
Topic 3. Smart data, big data
Topic 4.our
Smartunderstanding
governance and smart
Secondly, it tries to improve
ofcitizens
internal project dynamics
(understanding the purpose
of 1:the
project,
Keyword
energy
policy kinds of expertise contributed by each
partner). This is important
for 2:the
component
Keyword
public
participationof PARENT dealing with so-called
“Responsible Research Keyword
and Innovation”
(RRI), especially for understanding the
3: energy management platform
interdisciplinary challenges and interactions within PARENT.
OVERALL PROJECT TYPE:
Innovation / implementation

Thirdly, anticipating our work on social acceptability we also request your help in
Innovation / implementation and applied research
mapping some of the local (city, country) conditions of importance for the pilots
Innovation / implementation, applied and strategic research
(such as local regulatory and technological requirements and specificities).
Innovation / implementation and strategic research

Total24
project
costs
Requested
funds
The questionnaire contains
questions.
We do
not want you
to spend
too much 1.627.387,33
1.867.635,81
in EUR:
in EUR:
time on it, and we think many questions can be answered briefly and without much
Duration of the project
Expected
start: them, and 03.2016
investigation. We would inappreciate,
however, if36you think carefully
about
months (max. 36):
that you also take some Total
timeeffort
to consult
with other members of your partner team.
in person
months:

278

Expected end:

We would welcome answers before the 10th June consortium meeting or, at latest
by 13th June. We apologise for the short notice, but nevertheless hope all partners
will be able to contribute.
Kjetil and Alessia

02.2019
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Instructions on how to answer the questions

Answers to the questionnaire will constitute parts of other PARENT deliverables
(unless you express an opposite wish), and will help in identifying aspects relevant
to the development of a socially acceptable, legally informed and ethically
conscious VEA.
Thus, answers should be provided in simple language so that readers that are not
expert in your discipline/sector can understand. However, answers can include
sector-specific - technical terms in order to attain a satisfactory level of accuracy.
Each question indicates who should answer it. If possible, please try to limit your
answer to maximum 300 words. This limit can be exceeded if you think a longer
description is needed to be exhaustive or to express a concern.

The PARENT project
=> QUESTIONS TO ALL PARTNERS

1. What do you see as the main purpose of the VEA Platform?

§

Engage users in municipality efforts;

§

Promoting energy efficiency;

§

Promoting smart innovation;

§

Helping in reducing energy consumption costs

§

The making of a marketable product

§

The making of a data-base on consumption patterns through smart
metering

§

Other

Answer
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2. How would you (briefly) describe your contribution towards such a goal?
What type of expertise do you bring to the project?

Answer
ð

QUESTION TO ALL PARTNERS

What you see as the VEA business model? Do you see a role for you in the
VEA business model? If yes, could you describe which one?

Answer
Smart meters: regulations, standards and functionalities
=> QUESTIONS TO ALL PARTNERS

The so-called EU “Electricity Directive”61 provides for a target of 80% of
consumers in each Member State that shall be equipped with smart meters by
the year 2020 wherever it is cost-effective to do so. To date, national decisions
on the 80% target have been "no" in Belgium, "yes" in Spain (but without "cost
–benefit” analysis), "yes" in the NL but under strict conditions and “yes” in
Norway.
3. What is the situation in your country, and in particular in your city? Are smart
meters (or sub-meters) already being installed? If yes, who is installing them?
Answer
4. Is such installation the result of national legislation implementing EU
legislation or only of national / regional / local practices? What is the
timeframe planned for the roll-out?

Answer
5. What are to your knowledge the main pieces of legislation, standards, and
government guidelines that influence smart metering in your city/country?
(please provide as many details as you can but do not spend too much time
in this answer)

Directive 2009/72/EC of the European Parliament and of the Council of 13 July 2009 concerning
common rules for the internal market in electricity and repealing Directive 2003/54/EC – Annex 1.
61
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Answer
6. Is it possible to opt-out from the smart meter roll-out in your city/country?

Answer
7. Is it possible to choose the type and functionalities of the smart meter that is
installed?

Answer
Technical desiderata of the VEA
=> QUESTIONS TO TECHNICAL PARTNERS ENERBYTE, BLUEPLANET AND RESOURCEFULLY and TO
ACADEMIC PARTNER UU

The EU has provided for a list of functionalities to be performed by a meter for it
to be considered as “smart”. The EU has done this via a Directive, the so-called
“Energy Efficiency Directive”62, and a Recommendation on the roll-out of smart
metering systems63.
Whilst (as described above) it is still unclear if and how the “80% smart meters
target” will be attained in all Member States and to what extent the EU
provisions will be applied64 by them, the PARENT project has to take into
account the functionalities stemming from EU Regulation.
Each of the EU-prescribed functionalities can be divided into different subfunctionalities possibly available in the market. Sub-functionalities determine
things such as the quality and frequency of the measurements (i.e. more or less
accurate measurements, more or less frequent collection and transmission of
data) as well as other specifications that different smart meters can perform.

Directive 2012/27/EU of the European Parliament and of the Council of 25 October 2012 on
energy efficiency.
63
Commission Recommendation of 9 March 2012 on preparations for the roll-out of smart metering
systems (2012/148/EU).
64
The Directive is legally-binding on Member States as regards the result to be attained but leaves
them free to determine the form and methods. The Recommendation is a legal instrument with
strong policy significance but is not binding on its effects.
62

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme

71

14 AUGUST 2016

In the next page both functionalities stemming from EU provisions and subfunctionalities possibly available in the market65 are roughly summed-up.
8. If smart meters are already being implemented in your city/country, are you
in a position to write down, (from the list on the next page and your personal
knowledge) the functionalities that are being implemented?

Answer
9. Please put a cross in the list on next page corresponding to the
functionalities and sub-functionalities that you think are indispensable for the
VEA. If you put a cross in “A1ii”; “A2i” and “B1i”, please indicate the time
spans matching the VEA business model you have in mind (your preferences
will be checked against data protection legislation)

Answer if you crossed “A1ii”; “A2i” and “B1i”
10. Are you aware of existing sub-functionalities, in addition to the ones listed in
next page, that are currently being implemented in your city/country?

Answer
11. Are you aware of existing sub-functionalities, in addition to the ones listed on
the next page, that you think would be indispensable for the VEA? If yes,
which ones?
Answer
12. Is it possible for you to tell us who, in your city, will have to intervene when
smart appliances malfunction, are hacked, or are mismanaged?

Answer

65

More accuracy in the list of sub-functionalities will be attained after development of T1.3.
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A FUNCTIONALITY+THE+EU+DEEMS+IMPORTANT+FOR+THE+CUSTOMER
1. Access+to+data
EU+Energy+Efficiency+Directive a Ability to provide to end-users information on actual time of use in a user-friendly format;
EU+Comm+Recommendation+

VEA+

b Update the readings frequently enough so end-user can achieve energy savings
c Provide standardised interfaces so end-user can directly manage consumption

SubGfunctionalities+available

i Standardised interfaces
ii Frequency of readings)for)use:)intra/minute,)Intra/hour,)intra/day,)intra/week,)intra/month…
iii Capability (in terms of accuracy) to go beyond aggregated consumption data and reveal enduses - patterns of appliances (e.g. washing machines, electric heaters etc).

EU+Energy+Efficiency+Directive

EU+Comm+Recommendation+
SubGfunctionalities+available

EU+Energy+Efficiency+Directive
EU+Comm+Recommendation+

SubGfunctionalities+available

2. Access+to+"hystorical"+data+
a Where possible, ability to provide to the end-user via the meter interface, data on historical
consumption according to the time of use for any day, week, month and year for the period of at
least the previous 24 months.
b ability to store and retrieve data on past consumption
i ability to store / retrieve past data and differentiating between days, weeks, months and years
for a period of a certain number of months
3. Security+and+Privacy
a Ability to embed security of data communication and personal data protection in compliance !
with relevant Union data protection and privacy legislation
!
b Ability to provide for secure data communication, fraud / hacking prevention and detection

i Privacy by Design, Privacy Enhancing Technologies, encryption, cybersecurity, any other !
technical safeguard installed by design and by default, etc...

B FUNCTIONALITY+THE+EU+DEEMS+IMPORTANT+FOR+THE+METERING+OPERATORS
1. Grid+and+network+support
EU+Energy+Efficiency+Directive a Ability to transmit and receive data by electronic communication;
EU+Comm+Recommendation+

b Ability to allow readings frequently enough for efficient network planning.
c Ability to allow two-way communication for maintenance and control of the metering system.

SubGfunctionalities+available+

i Frequency for transmission / remote reading of data needed for network planning intra-minute,
intra-hour, intra-day, intra-week, intra-month…
ii Ability to detect and transmit data useful for network planning

C
1.
EU+Energy+Efficiency+Directive a
EU+Comm+Recommendation+
b
SubGfunctionalities+available+

FUNCTIONALITY+THE+EU+DEEMS+IMPORTANT+FOR+DISTRIBUTED+GENERATION
InGtake+/+offGtake+operationally+feasible+
Ability to make data on their electricity input and off-take available to end-user if she requests
Provide import/export and reactive metering (to allow renewable and local micro-generation).
Functionality to be activated/disabled in accordance with the wishes of the end-user.

i Ability to reflect up to certain accuracy (kWh) — import & export; differentiation between net
energy and generated energy; measurement of reactive energy (kvarh) — import/export or
inductive/reactive etc…

D
1.
EU+Energy+Efficiency+Directive a
EU+Comm+Recommendation+
b

FUNCTIONALITY+THE+EU+DEEMS+IMPORTANT+FOR+COMMERCIAL+ASPECTS
Remote+readings
No provision
Ability to allow remote readings to the operator (does not exclude manual readings but does not
explicitly mention them)
c Ability to allow remote on/off control of the supply and/or flow or power limitation

SubGfunctionalities+available+

EU+Energy+Efficiency+Directive

EU+Comm+Recommendation+

i Ability to allow readings by remote to multiple commercial actors (one or more);
ii Ability to include interval readings or peak demands where the tariff is based on these;
2. Advanced+tariff+Systems+at+the+request+of+the+final+customer
a Ability to account for electricity put into the grid from the end-user premises if the end-user
requests this;
b Ability to provide data on electricity input and off-take to the end-user or to a third party of
choice to compare deals on a like-for-like basis, if the end-user requests this
b Supports advanced tariff systems, allows automatic transfer of information about advanced
tariffs options to the final customers, e.g. via standardised interface

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme
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i Includes time of use registers, remote tariff control, allows for comparison of consumption
profiles; includes info on peak demands with date/time of occurrence; switching times, unit
costs, etc;
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Description of information flows
=> QUESTION TO TECHNICAL PARTNERS (ENERBYTE, BLUEPLANET AND RESOURCEFULLY) AND TO SVT

13. How will the flow of personal data (see legal definition of “personal data” in
Annex I ) between the ENERBYTE systems and the BLUPLANET novel analytic
system happen in practice in each of the 4 cities? Which type of personal
data will this imply? Would it suffice to have anonymised data?

Answer
Responsibility for data usage – current state of play
=> QUESTIONS TO ALL PARTNERS

14. In the case smart meters are already operational in your city, who holds the
right or is in general “responsible66” for accessing, storing and using the data
collected from smart meters? Is it the municipality via a local DSO? Is it the
DSO only? Is it a different body? How does it work? Who do you think
benefits more from the collection of this data in your City?

Answer
15. Is there a national law/regulatory act that assigns these bodies this
responsibility / right? If so, PARENT may need to ask permission to these
bodies to access the data (or part of it) during the project (so it is very
important that you answer this question).

Answer
16. Who do you think should have access to the metering data in your pilot?

Answer
ð

QUESTIONS TO TECHNICAL PARTNERS ENERBYTE, BLUPLANET, RESOURCEFULLY

Such a responsibility may derive by national legislation / regulatory act, customary practice, and so
on and so forth. Please indicate anything you may know about situation in your city.
66
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17. How will users get access to their own data? How will they get the possibility
to rectify it67?

Answer
Price mechanisms
=> QUESTIONS TO ALL PARTNERS

18. Are there specific price mechanisms (demand side management) already
involved in steering consumer behaviour in your city? If yes:
a. does it work through the smart meter?
b. are you aware of any reactions to it on the side of users?
c. how do you think these mechanisms will influence what the
PARENT pilots will do?
If not, are there plans to implement such mechanisms in the near future in
your city/country?

Answer
Protection of certain categories of data-subjects

Depending on the specific metering / sub-metering features and their level of the
accuracy in collecting data, it may be possible to identify whether a specific
electronic device is being used in a household for the care, for instance, of a newborn or for curing some specific sicknesses.
=> QUESTION TO TECHNICAL PARTNERS

19. Is it possible to identify personal data related to children or people affected
by sickness out of the data you will gather from smart meters – sub-meters?
(Positive answer will entail additional safeguards to be in place).

Answer
=> QUESTION TO PARTNER BLUEPLANET

20. Do you intend to make use of such data for the purposes of the VEA/data
analytics or for commercial purposes? (Positive answer will entail additional
safeguards to be in place).
EU Legislation gives data-subjects the rights, amongst other rights, to access their personal data
and rectify it.
67
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Answer
Health
=> QUESTION TO ALL PARTNERS

In the US, the UK and elsewhere, people have reacted to SM because of health
concerns.

21. Irrespective of the truth value of such claims: Are you aware of smart meters
in the market that take health aspects into account? Are such meters
available in your city? Are they candidates for use by PARENT/VEA pilots?

Answer
The VEA and external instruments
=> QUESTION TO TECHNICAL PARTNERS

22. Do you use any external storage instrument? A cloud for instance? Do you
use any other third party software? do you use/intend to use any other
service / platform? (If so, we will need to check data protection safeguards,
terms of use and privacy statements)

Answer
Automated decisions
=> QUESTION TO TECHNICAL PARTNERS
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Positive answer will entail a careful examination of this situation under dataprotection rules as end-users have the right (amongst other rights) not to be subject
to automated decisions.
23. Is the VEA system including “data analytics” designed in such a way that
decisions affecting the data subject will be taken automatically by a computer
system rather than by an individual within ENERBYTE for instance (to
determine tips or incentives for instance) or rather than by the VEA user?

Answer
Consent withdrawal
=> QUESTION TO TECHNICAL PARTNERS

Legislation allows users to withdraw consent to a service where their personal data
is concerned, at any time and free of charge. Sudden withdrawal of consent, either
from one user or from many users, may affect the VEA business model. Technical
partners should think about a VEA business model resilient to such an event.
24. How will the VEA/data analytics system make withdrawal of consent possible
at any time and free of charge?

Answer
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ANNEX 1 – “PERSONAL DATA” IN EU DATA PROTECTION LEGISLATION
This Annex provides explanation on the notion of “personal data” to allow you to
familiarise with the concept before answering the questions linked to it.
§ For an informed reading, please go through the following pages.
§ For a quick reading, focus on the text underlined.
Where does the notion come from?
The notion of personal data is embedded in the EU relevant Legislation aimed at
establishing rules to protect this specific type of data.
The most important legislative instrument in this field over the past 20 years has
been the Data Protection Directive68 (The Directive). The Directive was adopted in
1995 with two major objectives: 1) to protect the fundamental rights to privacy and
data protection and 2) to guarantee the free flow of personal data between
Member States.
The rapid technological developments of the past two decades have pushed
towards a reform of the Directive’s provisions69 and a new piece of legislation,
commonly referred to as “General Data Protection Regulation” (GDPR) repealing
the Directive has been recently adopted70.
Although the Regulation has already entered into force, it will only take effect from
25 May 2018. This will give Member States and market actors time to adapt to the
new rules that will be much more conspicuous than those stipulated by the Directive
and will be directly and uniformly applicable everywhere in the EU and EEA
Countries (including PARENT Country Norway).

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of
such data.
69
European Commission Proposal for a Regulation (EU) 2016/679 of the European Parliament and of
the Council of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive 95/46/EC (General
Data Protection Regulation) - p.1.
70
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC.
68
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All this means that until 2018, the Directive’s provisions and not those of GDPR will
apply in the Country where the PARENT project will develop.
However, since the testing phase of the VEA will end when the GDPR will take
effect (Spring 2018) the Project needs to make itself ready to the new legislative
environment. Thus, PARENT will take relevant data protection provisions of both
the Directive and GDPR into account.
What does “personal data” mean?
Both the Directive71 and GDPR72 lay down a legal definition for this notion. The
Definition in GDPR is broader than the one of the Directive:
Directive
Art. 2 (a) 'personal data' shall mean any
information relating to an identified or
identifiable
natural
person
('data
subject'); an identifiable person is one
who can be identified, directly or
indirectly, in particular by reference to an
identification number or to one or more
factors
specific
to
his
physical,
physiological, mental, economic, cultural
or social identity;

GDPR
Art.4 (1) personal data means any
information relating to an identified or
identifiable
natural
person
(‘data
subject’); an identifiable natural person is
one who can be identified, directly or
indirectly, in particular by reference to an
identifier such as a name, an
identification number, location data, an
online identifier or to one or more
factors specific to the physical,
physiological,
genetic,
mental,
economic, cultural or social identity of
that natural person;

Both definitions reveal that personal data is information relating to an
individual that, in legal terms, is called the data subject. Data is
“personal” when it allows to identify the individual - whose data is
related to - directly but also indirectly, by reference, for instance to a name,
an online identifier etc.. or to aspects that are specific to her identity and hold a
specific nature: physical, physiological, genetic, mental, economic, cultural or
social...
SO?

71
72

Article 2 (a)
Article 4 (1)
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Personal Data in Smart Grids and Smart Metering Environments

In addition to the definition of personal data in EU Data Protection Legislation,
some energy sector-specific definitions exist.
In order to help market actors to interpret Data Protection rules when applied to
smart grids and metering environments, the European Commission has set-up an
expert group called the Smart Grid Task Force.
The Task Force has provided for a non-exhaustive list of what is to be considered as
“personal data” in the context of smart metering systems73:
•
•
•
•

•
•
•
•
•
•
•
•

Households consumption:
Consumer registration data: names and addresses of data subjects, etc;
Usage data (energy consumption, demand information and time stamps), as
these provide insight in the daily life of the data-subjects;
Amount of energy and power (e.g.kW) provided to the grid (energy production),
as they provide insight in the amount of available sustainable energy resources
of the data subject;
Locally produced weather forecast – consumption prediction / forecasts;
Demand forecast of building, campus and organisation;
Technical data (tamper alerts) as these might change how the data subject is
approached;
Profile of types of consumers as they might influence how the consumer is
approached;
Data and function of individual consumers / loads;
House-hold operations profile data (e.g. hours of use, how many occupants at
what time and type of occupants);
Frequency of transmitting data (if bound to certain thresholds), as these might
provide insight in the daily life of the data-subject;
Billing data and consumer’s payment method

Further information on other notions stemming from EU Data Protection legislation
and applicable to smart energy environments, will be made available in D2.1 –
Benchmark of Ethical, Legal and Social Acceptability Requirements. These notions

‘Smart Grid Task Force 2012 - 14 Expert Group 2 Expert Group for Regulatory Recommendations
for Privacy, Data Protection and Cyber-Security in the Smart Grid Environment, : Regulatory
Recommendations for Privacy , Data Protection and Cyber-Security in the .’
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will enable you to answer the questionnaire in D2.2 – Framework for Impact
Assessment. Your answers to those questions will set the scene for the development
of the PARENT Impact Assessment in D2.3.
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