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Executive Summary

The deliverable identifies and elaborates upon the relevant European legal and otherwise
regulatory requirements for the PARENT project and establishes a “benchmark” against
which the impact of the PARENT VEA can be assessed. The “benchmark” is supplemented by
ethical considerations and social acceptance requirements developed in WP3. The building
blocks of this deliverable deal with ethical constraints, social acceptability aspects, legal and
otherwise regulatory requirements especially on the fundamental rights of privacy and
personal data protection (ELSA), energy law and consumer law, and Responsible Research
and Innovation (RRI) principles.




INTRODUCTION

The deliverable identifies and elaborates upon the relevant European legal and otherwise
regulatory requirements for the PARENT project and establishes a “benchmark” against
which the impact of the PARENT VEA can be assessed. The “benchmark” is supplemented by
ethical and social acceptance requirements stemming from research conducted in WP3.

The deliverable holds a strong focus on privacy and personal data protection in intelligent
metering technologies as they appear as being the most sensitive aspects for the Project. The
pre-requisite for the VEA to carry out its advisory functions is that of receiving meter data
from smart metering systems installed in the households of its users. As most “meter data”
coincides with “personal data” under the definition of relevant EU legislation on personal
data protection, the privacy component is ample in PARENT.

Thus, the deliverable provides with a state-of-the-art analysis of legal, social, and ethical
conceptualisations of privacy and data protection, in the context of energy metering
environments defined as “smart”. This is done with the intention to provide PARENT partners
with a set of key notions that will serve as a reference to later assess the impacts of “the
project’s work on the privacy and personal data of the VEA users.

The building blocks of this deliverable are three and deal respectively with: 1) ethical
constraints, 2) elements for social acceptability 3) legal and regulatory provisions. All
together, these aspects are referred to as "“ELSA requirements” and integrate the
“Responsible Research and Innovation (RRI) principles” studied in WP3. To this end, the
document is divided in three parts, corresponding each to one of the building blocks.

The legal and regulatory provisions studied in this document are those inscribed in two
different legislatives domains: data protection legislation and energy legislation.

As far as data protection legislation is concerned, the study focuses on the rules of Directive
95/46/EC and Regulation 2016/679 on the protection of natural persons with regards to the
processing of personal data and on the free movement of such data and repealing Directive
95/46/EC'. A specific section is dedicated to the fundamental notion of “informed consent”.

As to energy legislation, the study concerns EU mandatory provisions on the large scale roll-
out of intelligent energy systems, common minimum functionalities of smart metering systems
(type, frequency and level of accuracy of the readings for both consumers and prosumers);
and provisions for consumers’ empowerment and protection stemming from two pieces of EU
legislation commonly known as the Electricity Directive (2009/72/EC) and Energy Efficiency
Directive (2012/27/EU). Non-binding EU regulatory documents aimed at providing guidance

T Although the Regulation has already entered into force, it will only take effect from 25 May 2018. Thus
provisions in both the Directive and Regulation apply to PARENT.
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on how to reconcile personal data-protection concerns and smart metering activities are also
analysed.

Methodology

As mentioned in the Introduction, the building blocks of this deliverable are three and deal
respectively with: 1) ethical constraints, 2) elements for social acceptability 3) legal and
regulatory provisions. To this end, the document is divided in three parts, corresponding each
to one of the building blocks. Separation in domains is sometimes fictional as there are
obviously many interplays and overlaps in the notions studied in each part. Some notions are
in-fact equally important if scrutinised under an ethical or legal or societal perspective. This is
for instance the case of “informed choice/consent” for the processing of personal data, a
concept that has relevance for all the three mentioned domains.

Nevertheless, the Deliverable is conceived in such a way to facilitate the progress of WP2 that
is about assessing the Project’s research and technological developments (the PARENT
Impact Assessment) against a set of domain-specific requirements that are identified in this
document. In line with PARENT'’s Dow, the Project has to comply with such requirements.

At the same time, this separation in domains facilitates the carrying out of a discipline-by-
discipline analysis and prepares the ground for the elaboration of a questionnaire that will be
included in D2.2: Framework for Impact Assessment. Indeed, each questions in the
questionnaire will originate from the requirements described in this deliverable and will be
addressed to PARENT partners for them to initiate an “informed” self-assessment of their
activities.

The text framed in “grey” in this deliverable concerns PARENT specifics. It explains the
content of a requirement and the reason why that requirement applies to PARENT or
indicates how the Project consortium could initiate the compliance process.

The text framed in yellow in this deliverable is about the famous case on the mandatory roll-
out of smart meters in the Netherlands, and related privacy concerns as well as proposed
solutions.

A comprehensive “Benchmark List” that integrates (and re-caps on) all ethical and societal
issues dealt with in the deliverable as well as legal requirements is included in Annex I.

A set of instruments considered essential for the project to abide to provisions on “informed
consent” stemming from the EU data protection legislation are also annexed to the
deliverable in order to pave the way to further project work in the framework of Pilots and
Living Labs - i.e: Annex II: Recommendations on collection of personal data for Pilot Projects /
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LivLabs; Recommendations on info to be provided to end-users before signing-up to the
VEA; Template for Experts’ Consent Form.

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme
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Introduction: ethics and ELSA for PARENT

This section deals with the question of “what kind of ethics” would be relevant as part of the
PARENT ELSA (ethical — legal — social aspects) requirements. Based on this it provides some
initial and tentative criteria relevant for an “ethical assessment” (cf. Deliverable 2.2). The other
parts of 'ELSA’, ie. law and social acceptability are dealt with elsewhere (as concerns law, in
this text; as concerns social acceptability - WP3). And, as noted above, there is considerable
overlap between these various aspects and the dedication of PARENT to so-called
Responsible Research and Innovation (RRI).

This section then, deals with how to approach a set of “ethical” issues for the project, which
are to be translated into a set of ethical assessment criteria in D2.2.

The section has the following structure: first, a number of approaches to ethics of new and
emerging technologies are reviewed (and criticised), especially what we term “expert ethics”,
and also taking account of the lack of attention to the field of smart meters/grids/renewables
by traditional ethicists. Following this, the question is posed of how to implement such expert
ethics within an integrated ELSA (or RRI) approach, as taken in PARENT. Third, we outline a
possible way forward taking inspiration from practical philosophy (pragmatics and
hermeneutics), and also from the so-called capabilities approach (Sen 1993, De Munck et al.
2014) to ethics. Finally, we outline some implications for PARENT and some possible ways
forward, including attention to the overall smart metering agenda as well as its concrete
manifestations through technology, standards, regulations and (local) policies.

In accordance with the previous point, whereas some of the requirements dealt with here are
distinctively ethical (ie. informed consent, privacy, communication), the overall analysis blends
into the general orientation towards “integrated ELSA” and RRI (Rommetveit et al.
forthcoming) and their embedding within a tradition of public engagements and public
participation 2.

We try to outline these implications in as clear and concise manners as possible, taking
account of the still early stage of the project, and of smart metering as an enabling
technology.

The main important thing here is not to produce an extensive list of all possible ethical issues
that may arise, but rather the creation of a certain sensitivity (ideally within the whole

2 Whereas ethics may be termed a proper field of academic study (as part of philosophy), in the field of
technology assessment we have seen increasing conflations between ethics and other approaches, such as vision
assessment or constructive technology assessment , see for instance Griinwald 1999, Skorupinski anf Ott 2002,
Palm and Hansson 2006, von Schomberg 2011.

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme
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consortium) towards the kinds of ethical issues that may arise as PARENT partners increase
their interactions in a joint project, and as they approach and interact with actual users.

This means that we do not intend ethics as an expert-based activity, but rather as a discourse
pointing to the contentious issues of concern (Rommetveit et al. 2013) that arise in actual
practice, in the everyday lives of users and citizens, and in the ways in which citizen-users
interact with policy makers, innovators and others.

In the end, the most interesting ethical issues arise on the intersections of the actions,
interests and values of such various groups and parties. Therefore, expert based ethics may
provide us with a sensitivity towards what may count as an ethical issue in the first place; it
cannot, however, provide the substantial contents to such evaluations, as these must come
from practitioners themselves, mainly (but not exclusively) users and concerned citizens.

In other words: the ethical assessment is very much also a question of an empirical
exploration of the ways people reason morally about smart metering and their related policy
developments.

Expert ethics

There are so far few (or none) systematic approaches to the “ethics of smart grids”
(Rommetveit 2014, Kostyk and Herkert 2012)3.

Possible lessons could be drawn from related and well-established fields of applied ethics
such as bioethics (Beauchamp and Childress 2001) computer and ICT ethics (Tavani 2007),
nano-ethics (Wickson and Kjelberg 2007) or roboethics (Lin, Abney and Bekey 2012).
Alternatively, smart meters could be thought of as some kind of Artificial Agents possessing
limited intelligence and agency (Floridi and Sanders 2004).

These approaches may all be labelled as "expert-based” ethics, since they rely on
ethical/academic expertise to carry out their analyses based on relatively well- delineated
concepts and principles such as autonomy, informed consent, justice, and dignity (cf.
Beauchamp and Childress 2001). The main site for this kind of ethics are the various ethics
committees, such as (at a European level) the European Group on Ethics (EGE). There are no
published opinions of the EGE dealing directly with smart metering or smart grids. However,
some lessons may be drawn from recent publications in related areas, ie. on information and
communication technologies, energy, and security and surveillance technologies. These form,

3 Yet, based on these preliminary and partial analyses, the following issues were selected by all the authors:
P Y p y 9 y

privacy, surveillance and informed consent; security of transmissions (energy and information), and social justice

and equality.

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme

12

URBAN<¢EUROPE

SEVENTH FRAMEWORK mmission
PROGRAMME —



PRELIMINARY DRAFT D2.1

as it happens, the three last published opinions of the EGE, and so are close to the smart
metering field, sometimes also explicitly mentioning it as relevant to its opinions.

EGE Opinion No. 26 Ethics of Information and Communication Technologies

The opinion deals with the Internet, including The Internet of Things, which makes it partially
relevant to the ethics of smart grids (as an enabling technology for the loT). It is grounded, it
is claimed, in the fundamental right of Dignity as laid out by the Fundamental Charter of
Rights, and centres on four main ethical aspects and the ways in which these may intersect
with challenges to human dignity: changes to personal (and moral) identity, changes to
sociability, possibilities for political participation and e-commerce®.

The topic of identity can be dealt with as a mainly technical problem of identification and
authentication, since these constitute general problems for interactions and transactions in
virtual environments: how to know that another person is who (s)he says (s)he is, and how to
establish and verify trustworthiness®.

On a broader level, however, digitalisation induces changes to social and personal identitites,
issuing in new forms of fluid and networked selves (cf. Cohen 2012), and new ways of self-
expression and subjectivity. The blurring of online and offline behaviours (cf. Floridi et al.
2014) may create new forms of path dependencies, behaviours and attachments, including
addiction and compulsory behaviours (ie. to gaming, but also varying forms of self-
measurements, as those provided by a smart meter ¢). Individual and collective memories also
undergo fundamental changes, since significant parts of our social and private lives are now
stored in the cloud and to no small part become the property of companies (and this is
directly applicable to smart metering data). Dis-embodied forms of interaction removed from
social interaction (in for instance public spaces) induce new configurations of social and
private selves, of public and private identities and relations.

New forms of sociability almost exclusively conditioned by virtual and digital interactions
create new forms of having ‘friends’ as well as virtual communities, but it is far from certain

4 Concerning the Internet of Things the Opinion especially mentions the following issues: “autonomy (of things
and humans); Security (dual use; freedom, liberty); equity/ equality / justice / fairness (access; treatment;
discrimination / discriminatory interfaces). Similarly the encoding of data concerning the human users of loT and
their transmission to loT control centralised systems open issues related to data profiling, confidentiality and
autonomy...”, EGE 2012, 57.

> For smart metering this may be relevant for billing, but also other transactions on the intersections of digital
and physical systems, including gameification where different consumers and communities are brought into
virtual communication.

¢ We heard a story from a Norwegian pilot project about a woman who became obsessed with the meter
interface and her reading updates, to the extent that she wanted to get rid of the device.
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that these can replace traditional face-to-face relations as sources of human wellbeing,
interaction and sociability’.

Questions also arise pertaining to the mainstreaming of social patterns, such as the
stereotyping of gender roles, of race or class relations, in new digital systems, architectures
and infrastructures. New forms of inclusion and exclusion arise, and it is important to take
these into account when assessing the ethical aspects of digital technologies.

Subsumed under the individual and social identity banners we also find issues pertaining to
data protection and privacy. These are dealt with elsewhere in this deliverable and will not be
made a topic here. Yet, one topic deserving of special attention is the institute and practice of
informed consent.

Here it is noted how ambiguous identities in online environments are paralleled by ambiguity
of consent procedures, especially the problem with verifying whether consent has been given
or not, and to what extents it was really informed.

Data controllers are encouraged to put in place procedures for obtaining “unambiguous”
consent, that is verifiable and underpinned by evidence (to be obtained by the controller). It
is specifically noted how “Consent should be given by any appropriate method enabling a
freely given specific, informed and unambiguous indication of the data subject’s wishes,
ensuring that individuals are fully aware that they give their consent... Silence or inactivity
should therefore not constitute consent” (EGE 2012, 62)8.

Legislative frameworks should provide the possibility to withdraw consent at any time. Finally,
privacy enhancing technologies, privacy by design and privacy impact assessments are seen
as necessary and desirable ways forward, implying that privacy and data protection have to
be built into emerging information infrastructures.

Concerning political participation the EGE notes how digital technologies provide new
possibilities for political activity, but also for political oppression (through surveillance, power
imbalances built into emerging ICT systems, etc.). The recommendation here is that "a
transparent and participatory model is appropriately incorporated in the decision making

process” (EGE 2012, 63).

7 For PARENT this question arises with respect to the VEA and the claim that it will contribute to community-
building through gamification.

& A similar point is made in the Commissions 2012 Recommendation on smart meter roll-out, see below (cf. also
EDPS 2012).
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EGE Opinion No. 27 An ethical framework for assessing research, production and use of
energy

This document does not deal exclusively with renewables, but mainly with nuclear energies.

Yet, one of the interesting takeaways from this document comes from how it depicts the
entire innovation and policy chains as ethically relevant: “The re-engineering process from
current networks to smart energy networks encompasses a complex range of issues covering
market design, organisational, regulatory and technical issues” (EGE 2014, 34).

These issues are not dealt with for smart energy networks as such. Instead they are to be
subsumed under the more general headings provided for the ethics of energy in the EU. Four
criteria are extrapolated from the Charter of Fundamental Rights: the right to access to
energy, energy security, energy sustainability and energy safety’ and placed within a long-
term horizon of precautionary policies and responsibilities for future generations (Hans Jonas,
The Principle of Responsibility).

Across all four criteria the EGE situates a fifth, 'horizontal’ principle, especially important in
the field of energy since it cuts across all sectors of society: justice (outlined in terms of
commutative, distributive, social, participatory, intergenerational and environmental justice).

It is then described how these various goals and principles of energy policies will inevitably
enter into conflict with each other and so there is a crucial need for ethical and political
balancing acts in future energy policies. Also in this opinion it is noted how “Democratic
deliberation is essential in making choices on how citizens respond to the challenges of
energy production and uses” (EGE 2013, 66).

EGE opinion No. 28: The Ethics of surveillance and security technologies

This document is the twin brother of the opinion on ICTs, since it was decided that the two
dealt with many of the same technologies, but should nevertheless be treated separately
(somehow reminiscent of a distinction of dual-use which, arguable, smart grids are).

Whereas this Opinion is equally and similarly grounded in the Fundamental Charter (Dignity,
cf. Art 8), the specific backdrop and problematic is the targeting and use of sensitive data
about citizens and individuals by governments and corporations.

Main cases in point are the Internet, mobile and networked devices, border security through
technologies such as biometrics, data mining techniques, convergence of technologies,
ubiquity, RFID, location and tracking, nanosensors, etc.).

? And so reminiscent of the energy trilemma addressed by PARENT.
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Yet, in this opinion the main referent is not that of evolving technologies and the kind of
changes that they produce to human identity and relations (as was the case with the ICT
Opinion), but rather EU security programmes, of which the Stockholm program is the latest
(further integrating the area of "freedom, security and justice”). Within this field a distinction
between state and individual is introduced early on, and is thus seen to pervade the general
problematic: “"While national security or state security paradigms pertain to a state’s ability to
defend itself against external threats, the notion of human security holds that the referent for
security is the individual rather than the state” (EGE 2014, 13). This stance seems to be in
accordance with the explicit dedication to individual rights in the Stockholm program, which
at least formally replaced a long-standing commitment to “security over privacy” in the EU™.
It is noted how both ‘security’ and ‘surveillance’ are subject to varying interpretations, and are
mobilised differently by different actors, including how these ought to be ‘balanced’ against
individual rights and political freedoms. Generally, surveillance is seen as a means towards the
broader goal of security, provisionally defined (following the EU internal security strategy), as
“protecting people and the values of freedom and democracy, so that everyone can enjoy
their daily lives without fear” (EGE 2014, 14).

Against this backdrop main parts of Opinion 28 deals with acts of balancing different
freedoms against each other: Individual privacy, as well as the right to data protection, is
grounded upon notions of human dignity, autonomy (self-determination) and freedom.

It is generally recognised in the ethical, political and legal literatures that such rights may
sometimes give way to other rights, values and priorities, and this is especially so for rights
that are relative and not absolute (such as privacy). Concerns with energy security, or with
political security, may under certain circumstances be invoked as overriding individual rights.

Yet, how we understand such balancing is crucially important and depends to no small extent
on the ways in which the policy problem is framed and defined in the first place (cf. Van Dijk
et al. 2016). Recently (ie. from the mid 1990s and onwards, but accelerating after 2001) a
certain trade-off model has become prevalent, in which it is declared that individuals (or
groups) will have to give up rights and freedoms in order to enable certain other public
valuable goods.

In the exposition of EGE these public goods are (1) state security, and (2) innovation, growth
and jobs, mainly taking place in the corporate and industrial sectors (for instance as
associated with the emergence of new security technologies). The Opinion outlines some

19 Referred to as “...the increasing and well-entrenched focus, from the 1970s to the beginning of the 21s century, on
an individual’s authority over his or her data, based upon the principle of freedom and self-determination. It translates
into the emphasis on notice and on choice (consent) at the time of data collection, while demanding of those who
retrieve data to meet several standards aimed at protecting the freedom rights of the users”, (EGE 2014, 82).
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problems with the presuppositions laid down by the trade-off scheme (cf. Van Dijk et al. 2016,
Rommetveit 2011), and it proposes alternative models (ie. a ‘positive sum’ and a ‘win-win’
frame).

With regard to security technologies in particular the availability of such frames that could
accommodate broader debate seems especially important, since ‘security’ is generally used
as a default argument for withdrawal from public debate: “...the fact is that there is a risk of
depriving the rest of society and individual citizens of their ethical reflectivity as regards issues
to do with security, privacy, what matters to them and the common good (i.e. there is a risk to
generate effects of disempowerment)” (EGE 2014, 80).

With regard to a later discussion, in which we reference the so-called capabilities approach to
ethics (Sen 1993), this argument is directly relevant since it points to the ways in which a
general policy frame produces a general indisposition, ie. it removes the potential capability,
of citizens and publics, to take part in important public decisions and policy implementations.

Similar warnings are issued by the EGE towards privacy by design (cf. Cavoukian 2009) and
values-in-design (cf. Verbeek 2006) insofar as the technological building of values into
infrastructures may similarly create a disposition towards thinking that ‘the problem’ has been
taken care of by technical means rather than public deliberation and participation.

Remarks on EGE opinions
Generally, we note the following about these (EGE) expert ethics opinions:

- None is explicitly about smart meters or smart energy grids, yet these last three
opinions issued by the EGE all touch upon, in their different ways, developments
relating to smart energy policies. Hence, there is decisively a high level of awareness in
the EGE of the developments into which PARENT enters.

- Each of the opinions make reference to, and grounds itself in relation to the
Fundamental Charter of Rights, yet implies different arguments and principles
depending on the field: ICTs and surveillance/security technologies draws attention to
the principle of Dignity as the centre-piece of legislation, in a field where innovation,
technology- and machine-centeredness increasingly challenge human-centred
constitutions; in the energy fields we see more of an emphasis on responsibility for
future generations, precaution and balancing of various interests in the face of the
pressures from industry and economy, climate change and energy crisis. Thus, whereas
all the Opinions are grounded within the Charter, and so possibly signalling a distinct
(and sovereign) discourse of values and ethics cutting across all fields, the arguments
are carried out in relation to quite distinct and different segments of practice and
institutionality, and the arguments reflect this. This indicates some of the challenges of
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“ethics of smart meters”, since it combines previously distinct discourses and practices
within their problem horizon: environment, climate change and energy transitions
meets privacy, human rights and dignity. This kind of problematic was also signalled by
the EGE opinion on energy, where justice was invoked as a distinct, cross-sectorial
problematic, depending on a number of different conceptualisations of ‘justice’.

- In the case of the opinions on ICTs and on privacy and surveillance, privacy by design
(PbD), values-in-design and data protection impact assessments are seen as main
means towards more sustainable policies. This drive is part of a more general trend
towards “integration” of ethical, legal and social aspects within innovation, as
constituted by the frameworks of ELSA and RRI (Rommetveit et al. 2016). However, if
we take into account the previous point about different sectors and meanings
becoming involved in smart grid/meter/energy issues, we may also appreciate some of
the difficulties involved, since the various actors are not likely to have a shared problem
horizon, and typically draw upon highly distinct intellectual, material and institutional
resources to perform their work and reach their goals. As has been discovered in
previous research into the social robustness of “the” smart grid (van der Sluis et al.
2015), the result of these conjunctions are not necessarily constructive and conducive
towards the broader goals of smart energy policies, but may just as well signal un-
productive relations, or even disintegration and lack of common purpose. In other
words, as we found out in the Epinet project, there is no lack of technological,
innovation and economic incentives towards the making of smarter grids, but there is a
decisive lack of political and regulatory institutions that could accommodate and
integrate (beyond technical requirements for interoperability) across domains, and
across legislative boundaries (ibid.).

- Finally, such ‘integrated’ approaches may come into conflict with goals for broader
participation since they are highly dependent on forms of expertise (privacy
engineering, ethics, technology assessment, RRI, etc.) that are poorly known in general
populations. With respect to ethics, and a general tendency towards ‘ethicizisation’ of
a number of problematic and political domains and issues (Tallachini 2012), we see that
such expert ethics may be problematic, since they become substitutes for genuine
inclusion of the concerned publics and individuals (Felt, Wynne et al. 2007,
Rommetveit 2011, Jasanoff 2012). This is the case even as the just referred EGE
opinions commonly encourage and recommend greater public participation.

These Opinions, then, whereas they do not deal directly with smart meters, are generally of
high quality and well worth a read, and they draw attention to a number of crucial issues,
topics and distinctions. Furthermore, many of the recommendations could indeed be
construed as converging around the problematic of smart energy as a kind of magnifying
glass, or point of convergence, for the fields dealt with in the three Opinions. In spite of this
there is a lack of investigation into what the “ethics of smart meters and grids” could and
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should be.

This is problematic for PARENT insofar as it is expected to select a number of criteria for an
‘ELSA assessment’ (D2.2), of which ‘ethics’ forms an important part. The question here is:
“what criteria do we select?” Further, this question cannot be separated from the question
“How do we implement them in practice?”

The ELSA requirement: integration in practice

In spite of the quality of the EGE opinions (and other expert ethics contributions), they have
shortcomings, several of which have already been mentioned: firstly, they do not specifically
target the ethics of smart metering; second, insofar as the aim is (as in PARENT) genuine
inclusion and participation of users and publics into innovation, there is a problem with
expert-based ethics, whose main site is ethics committees, since these seem to make
extensive public deliberation superfluous (Felt, Wynne et al. 2007, Rommetveit et al. 2013,
Tallachini 2012, Jasanoff 2012); third, expert ethics is relevant to, but not really identical to
ELSA research, whose main site is not that of ethics committees (whose main role is to
provide advice) but rather actual projects of research, innovation and development (and so
the role here is more one of providing guidance for particular projects).

In Europe such approaches have become the norm in Horizon 2020, although there is a lack
of consensus as to the general role and function of ‘integrated projects’ using humanistic,
legal and social scientific expertise in addition to public engagements. Yet, what this means is
that expert ethics (and other forms of relevant ELSA expertise such as law) is relevant but not
exhaustive, of what the ‘ethics’ in ELSA actually means. Whereas a full discussion of this topic
is outside the scope of this text, the following considerations seem particularly relevant:

Whereas expert ethics boards, such as the EGE, can develop its opinions in relative
independence from external pressures (which is not to say that the EGE does not perform a
peculiar political function), ELSA research should be ‘integrated’ into projects of research and
innovation, a realisation that has come out of a general learning process: ELSA research was
first implemented in genomics research where it was realised that the ethical, legal and social
aspects became too detached from the science and engineering parts of research to have an
impact, ie. they were perceived as mere add-ons or window dressing. This became the
occasion for arguments about more ‘upstream’ engagements, (Wynne 2006) referring to the
need for ELSA researchers to intervene in early stages of a given project, policy or innovation
field. Such engagements must come to terms with and engage with the initial framing of the
problem that research and innovation is supposed to address (cf. Wynne 2003, Jasanoff 2003,
Rommetveit et al. 2016). This reference to a process or innovation trajectory is generic to the
field of ELSA studies (but not, for example, to expert ethics), and can be seen through the
frequent reference to the Collingridge dilemma in such research: in the early stages of a
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project, its consequences cannot be known, but by the time a given technology settles in
society, it is generally too late, or too costly, to intervene or to reverse engineer the process
(Collingridge 1980) '". This realisation, along with the difficulties of achieving actual early
intervention, has led to experiments with ‘midstream’ engagements’ (Fischer, Mitcham, 2006),
or 'real-time assessments (Guston 2013), referring to the time for intervention into the
research and innovation process by ethical legal or social science scholars. Within such
processes, marred with uncertainty and harbouring consequences still unknown, one reply has
been to shift the effort from prediction of consequences towards the fostering of ‘reflexivity’
among implied parties. Hence, midstream modulation (Fischer et al. 2006) aims to induce or
produce a more reflexive attitude in researchers (for instance working in a nanotechnology
lab), by introducing the researchers to considerations and findings from a wider set of
disciplines (ethics, STS, philosophy, etc.) during their research, making them more attentive to
the potential limitations, implications and consequences of their research. Similar reasons can
be found in RRI as well as in the recent turn towards values and privacy in design, especially
relevant for research and innovation fields that are strongly ICT saturated.

Within these approaches, specific ethical (and legal) principles, such as informed consent,
may take on prominent roles, but the general problem horizon is more oriented to how such
principles, as well as broader social values or knowledge about consequences (the traditional
domain of technology assessment), can be brought into contact with the commitments of
scientists, technologists, policy makers and publics. Within such a setting the EGE Opinions
references above may be of importance insofar as they sensitize the researcher towards
certain issues. But such sensitivities must themselves be balanced with the needs for
‘producing’ reflexivity and a more general awareness across disciplinary boundaries. Hence,
for ELSA researchers interdisciplinarity will take on a different flavour from the works of expert
ethicists.

Related, many ELSA projects have strong influences from Public Engagements (and Public
Understanding of Science), according to which expert opinions are to be made subject to
broader deliberations by concerned publics (in various ways).

Here, a main reference point has been the notion of, and critique of, ‘deficit models’ (Irwin
and Wynne 1996) of publics and users implicit to many (most) research and innovation
agendas, and especially those that use scientific or other expert knowledge to target social,
environmental and public problems. When seen from the point of view of experts, lay
knowledge easily appears insufficient and ignorant, hence the reference to a ‘deficit’. Yet,
expert knowledge is far from infallible, and local knowledge may be more relevant and
important than typically recognised in expert-based policies (Wynne 1992).

" In the case of smart metering this has been proven in the Dutch case, since privacy concerns, initially not taken
on board, delayed roll-out by many years and triggered a renewed policy process (cf. Hoenkamp et al. 2011, van
der Hoven 2012).
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Questioning deficit models of publics and users imply an at least provisional bracketing out of
expert knowledge in order to be attentive to the values, needs and imaginations of ‘lay
people’ or ‘lay publics’. In relation to expert ethics, this (again) means that expert
deliberations cannot be used as substitutes for the process of public deliberation and
meaning making. Rather, citizens and publics must, as far as possible, be allowed to freely
express their views and concerns, which at least ideally should then incorporated into policy
agendas and innovation trajectories.

This is especially important in fields of new and emerging technologies (such as smart
metering) where the social uptake remains largely unknown (Rommetveit et al 2013). Here,
expert-based approaches may be of relevance, but mainly for clarification and analysis after
the salient issues and concerns have been identified and proposed for discussion among
main concerned parties 2. For the sake of this text, however, we shall continue to highlight
the ethical issues, insofar as these can be discerned, in relation to smart metering.

This means taking the EGE Opinions into account but also, in accordance with the general
ELSA requirements here outlined, also to turn the focus towards the ethical reasoning of
practitioners, users and publics: researchers working within PARENT as well as those ‘external’
actors with whom we will engage: ethics-in-practice rather than expert ethics. In the following
section we outline how this can be done (we think) by paying attention to the character of
ethical values as processes of valuation, rather than applications of already-made principles.

We tentatively make reference to the so-called capabilities approach'®, which has gained a
certain salience in ICT related projects as of late (Oosterlaken and van den Hoven 2011).

Qualifying ethics: capabilities and assessments-in-practice

The review of expert ethics (whereas not exhaustive of all possible issues) may sensitise us
towards certain topics and issues to be qualified as distinctly ‘ethical’: changes to social and
moral identities; relations between states, individuals and groups, energy and environmental
justice.

'2 Taking this view into account, as does PARENT, also implies that ‘user and social acceptability’ become central
to the process, and this is the task of WP3, which makes up a parallel track to the present one (ie. as parts within
the integrated ELSA approach).

'3 Other and perhaps more practical approaches have been developed in the fields of ICTs and emerging
technologies based on check-lists, and approach also much-favoured by the European Commission, as in the
ethics reviews of research proposals. For instance, Wright (2011) has sought to implement the four principles of
biomedical ethics (autonomy, beneficience, non-maleficience and justice) to the case of ICTs. Palm and Hansson
developed a list of 9 crucial ethical aspects ' of new and emerging technologies; Kuzma et al. (2008) developed
a multi-criteria analysis for ethical assessments, and Kaiser (2007) and colleagues have developed an approach
based on an ethical matrix.
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The second section alerts us to the need to embed such distinctions and sensibilities, as well
as a general openness towards new, not-yet recognised issues, as these arise in actual
practical deliberation (pilots, etc.). Most such potential ethical issues actually come
embedded along with the emerging infrastructures of smart metering with which PARENT
enagges. If these points are accepted, we may also realise what not to expect from ethical
assessments (cf. Sen 2009, De Munck and Zimmermann 2014). In order to make this point
somewhat clearer we shall initially make a loose reference to a recent approach to ethics that
has gained some traction in ICT-related innovation and development, the so-called
capabilities approach™ (Sen and Nussbaum 1993). Based on this, and (more fundamentally)
on concepts of ethics as aspect of practical reasoning and deliberation, best highlighted in
pragmatics (Dewey 1922, 1927, 1929) and hermeneutics (Taylor 1985, 1989, 1993), in the
following we provide a brief account of how to qualify issues as distinctively ‘ethical’.

First of all, ethical concerns and issues must reflect a plurality of values, principles and
meanings, and cannot be reduced to one scale of worth only, such as ‘to enhance autonomy’
or to some transcendent ideal of justice (ie. Rawls reflective equilibrium). It is quite clear that
smart metering innovation policies and trajectories incorporate a plurality of values and
interests, and that a main goal of ethical deliberation must be to accommodate, align or
mediate different value commitments that enter into their realisation. As we have discovered,
however, whereas certain principles, such as dignity, may pre-exist a given problem of
political and technological innovation, its application or meaning is by no means given.
Hence, even ultimate ethical justifications are matters for empirical discovery in actually
occurring controversies and evaluations by practitioners and concerned parties; not one of
merely applying pre-existing ethical principles to a given case.

Second, ethical (or moral) deliberation is by its nature marked by incompleteness: practical
situations, even where inscribed by hard, standardised technologies are marred with
interpretative flexibility (Mackenzie 1989), and even as a process of deliberation comes to its
logical end it may still not be permanently resolved or dealt with in ways acceptable to all
involved parties. Hence, ethical assessments provide interpretations and directions, and
sometimes also absolute no-go barriers (ie. not to carry out experiments on un-knowing,
vulnerable persons), but these are rarely definite and non-ambiguous. Even where there is

% Main important features of which are captured by the following quote: The life that a person leads can be
seen as a combination of various doings and beings, which can be generically called functionings. These
functionings vary from such elementary matters as being well nourished and disease-free to more complex
doings or beings, such as having self-respect, preserving human dignity, taking part in the life of the community,
and so on. The capability of a person refers to the various alternative combinations of functionings, any one of
which (any combination, that is) the person can choose to have. In this sense, the capability of a person
corresponds to the freedom that a person has to lead one kind of life or another (Sen and Nussbaum 1993, 10).
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resolve and closure of an issue, there is usually still something outstanding in the situation
that led to the moral problem (Dewey 1922).

Third, ethical outcomes and evaluations depend on actual achievements and
accomplishments in practice, of actions-in-the-real-world (Callon et al. 2001) and not so much
on the ethical theories and principles that inform them. The effective implementation or not
of privacy-by-design makes a real ethical (and legal) difference. Hence, deliberations may
depend on and use arguments from principles such as dignity or autonomy. However, a
common characteristic of controversies and deliberations over new and emerging
technologies is that the relevant values and scales of worth are not known, and so themselves
have to be co-discovered along with the other aspects of the problem, ie. technical,
regulatory, and so on. Here, however, ethicists and ethics committees (such as the EGE) may
have decisive roles to play. For instance: provisions of active metering enables consumers to
themselves integrate alternative energy sources. Hence, this development touches upon their
right to energy, their right to participation in public policies, but also other possible values
and principles. The point is not that such values and principles are not somehow valid; it is
rather that their application, relevance and quality must be co-discovered along with a
number of other, interrelated developments, such as the technologies themselves.

This is even more relevant if we take into account insights from science and technology
studies about how everyday forms of life, and the moral and ethical values with which they are
entangled, are mediated (Latour 1996, Verbeek 2006) through technological infrastructures
and artefacts, standards and regulations. The seemingly simple point, that artefacts and
technologies have politics and normativity built into them (Winner 1988), is now becoming
openly recognised ' as efforts to engineer privacy, values and fundamental freedoms into
incipient infrastructures have entered main policy agendas, such as the new General Data
Protection Regulation, the recent OECD Privacy Guidelines, as well as the development of a
specific Data Protection Impact Assessment Template for smart meters (Ref.). Hence, the
performance and actual achievements of such new-emerging practices are highly interesting
also from ethical points of view.

Fourth, the preceding points, as well as a general principle of democracy (Dewey 1927,
Habermas 1962), demands open deliberation about the means, ends, consequences and
values involved in smart metering policies. For instance, if we compare the two cases (from
PARENT) of Amsterdam/The Netherlands with Norway, we see that certain functionalities of

!> Included here is also recent adaptations of the capabilities approach to ICTs: Resources— including technical
artifacts—may contribute to the expansion of one’s capabilities, but there may also be all sorts of ‘conversion
factors’ in place that prevent this. The approach highlights the ‘multidimensionality’ of wellbeing and sees
people as active agents shaping their own lives (Oosterlaken and van der Hoven 2011, 65).
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the Dutch smart metering devices are outcomes of a public-deliberative process (Hoenkamp
et al. 2011), whereas in the case of Norway no such process has taken place.

The result is that the Dutch regulations include the possibilities to opt-out of smart metering,
a strong commitment to privacy-by-design, a more user-friendly interface of the devices, and
greater acceptance and encouragement of prosumers and micro-grid communities. It thus
seems that the Dutch consumer is more enabled or left with better functionings, than the
Norwegian consumer, at least in these more normative sense of the word. This assessment
could be made on reductionist premises, ie. by attending to the functionalities of the meters
themselves; however, a principle of open deliberation invites us to also take into account the
policy process as a whole, including public debates, the making of standards and the choice
of technical solutions, as valuable and necessary parts of assessing the quality of a given

policy.

A final point concerns the quality and nature of ethical deliberation: as in the capabilities
approach we are interested in the existence (or not) of choices between different options in
ways that make a difference (ie. data protection by default or not; how to implement feed-in-
tariffs; consumption data directly fed back to the consumer or merely sent to a third party,
etc.). Yet not all choices are equally interesting in moral and ethical terms.

Basing upon pragmatist and hermeneutic notions of practical reasoning, we may state that
ethics deals primarily with those choices that (somehow) touch upon the ultimate goals of
human activities, including the means for reaching those goals. Also included must be the
intended and non-intended consequences of such choices for main concerned parties, and
the ways in which consequences become subject to ethical assessments and deliberation,
invoking one or more ethical principles.

Such assessments are made with reference to values, goals or principles, whose ultimate
validity cannot be decisively proven but to which the interlocutor remains dedicated and
committed as a matter of existential importance, indeed as ‘inescapable horizons’ (Taylor
1993). In this sense values and horizons can be argued about, but mainly in the sense of
clarification and articulation, and not in the sense of some further level of transcendental
standard of justification. In this sense ethical assessments perform what Charles Taylor has
termed strong evaluations. Strong evaluations have a real bearing on what we could term
moral identity:

“...this stronger status, that we see it as demanding, requiring, or calling for this commitment.
While some goals would have no more claim on us if we ceased desiring them, for example,
my present aim of having a strawberry ice cream after lunch, a strongly evaluated goal is one
such that, were we to cease desiring it, we would be shown up as insensitive or brutish or
morally perverse” (Taylor 1993, 237).
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As far as qualifying something as ethical or not, then, it is clear that only a partial and
minimalist definition can be given, and that parts of the further discovery of what constitutes
ethics of smart metering must be a matter of empirical exploration (through living labs,
workshops and pilots). Smart metering developments take place across a number of domains
and scales of application and innovation, and are crucially interwoven with standards and
regulations (Hoenkamp et al. 2011). They stretch all the way from overarching agendas,
providing the initial frames and designs on policies, but later (ie. at member states levels)
have to be interpreted and accommodated differently in each national political culture
(Jasanoff 2005). Furthermore, due to their cross-cutting character they are crucially involved in
the making of new relations and connections, including with ethical and political principles.
For instance, we observe how: ‘autonomy and dignity meets energy policies and climate
change’; ‘rights and values become matters of engineering into physical and digital
infrastructures’; ‘the prosumer - consumers becoming producers’-relatively speaking these are
new configurations, in which new scales of worth, of ethical assessments, enter, and are in the
making. These new configurations and relations are not pre-existing and cannot be assessed
on the basis of already-made criteria, values and principles: they must also be made and
discovered (but with considerable reliance on historical experience and critical epistemic
perspectives). Taking inspiration from the capabilities approach, which highlights a variety of
options for quality of life and wellbeing, we may thus state that the kinds of ethical
evaluations we are out to discover (empirically, as it were), are concerned with the making of
such cross-cutting associations (‘drawing things together’, as Latour says). These may also
invoke ultimate worth and values, that is: the making of these relations, or moral and political
oppositions and engagements with them, occur as strong evaluations. Clearly, strong
evaluations are not in play each and every time a decision is made, but rather occur as
occasional signposts for new relations, meanings and boundaries. In the following two
sections we outline a few more characteristics of the salient sites that may enter into the
making of such evaluations and the cross cutting innovation actions within which they come
embedded.

The EU smart metering agenda — some ethical implications

Visions and promises have increasingly come to take centre stage in innovation policies.
Whereas mainly referring to, and projecting, desirable futures, this kind of activity is not
inconspicuous but has real-world ethical, moral and political implications. This state of affairs,
whereas generally ignored by ethicists (Rommetveit et al. 2013), has nevertheless been
recognised as ethically, morally and politically significant.

Hence, the EGE Opinions (esp. No. 28 but also the others) confirmed framing of various
agendas as ethically relevant since “the way the ethical questions are framed matters
tremendously, because it will orient not only the approaches taken but also the answers that
are possible within the chosen framework” (EGE 2014, 78) (ie. the discussion of the trade-off
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model and its alternatives). We have also seen that the ELSA move towards ‘upstream
engagement’ ascribes considerable relevance to the framing problem (Rommetveit et al.
2013, cf. Wynne 2003, Jasanoff 2003).

On the level of smart metering agendas or imaginaries (cf. Ballo 2015, Alujevic et al. 2016)
smart meters are argued to be something of a silver bullet, since the technology is portrayed
as enabling action across a number of domains. Hence, it seems to invoke not one frame, but
many, especially if we relate these to the various sectorial domains, their interests and values,
by which the various functions and applications of smart meters are to be implemented and
carried out. This can be clearly seen in the Introductory paragraph to the 2012
Recommendation (EC 2012) for the preparation of the roll-out of smart metering devices:

Smart grids mark a new development on the path towards greater consumer empowerment,
into the grid and

and make a considerable contribution to reducing greenhouse gas emissions and to job

creation and technological development in the Union'®

It makes a difference whether the fundamental interest/value to be addressed is that of
providing overall societal security, enabling the renewables society, empowering citizens or
providing privacy and data protection in energy infrastructures. It matters for holding policy
makers, project managers and innovators to account, and purpose specification is essential to
data protection and privacy regulations and practices”. It also matters for assessing what
ethical principles, and what regulatory frameworks, are seen as relevant/applicable. Yet, the
character of recent innovation agendas is to be as open-endedly defined as possible so as to
enable innovation by a number of different actors.

Implicit in this wide framing of the agenda is the recognition, also articulated by the EGE
Opinion (No. 27) on Energy, of the extreme cross-cutting, cross-sectorial character of smart
energy policies. The envisioned transition potentially touches on every segment of society
(Jasanoff and Kim 2013), and so the broad framing seems warranted.

' COMMISSION RECOMMENDATION of 9 March 2012 on preparations for the roll-out of smart metering
systems

7 This ambiguity is also, to some extent, reproduced within PARENT. In replies to a (WP2/3) questionnaire, the
(five) respondents made the following declarations as to the purpose(s) of the project: 1: Promoting energy
efficiency / The making of a data-base on consumption patterns through smart metering; 2: Encourage
democratic participation in local government / Facilitate electricity reduction and environmental benefits through
awareness and participation; 3: Promoting energy efficiency / empowering and guiding the citizen with
knowledge and information; 4: Promoting energy efficiency / The making of a marketable product; 5: Explore
ways of rendering innovation more socially robust / Implement privacy and based in a participatory approach /
promoting energy efficiency.
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In relative contradistinction to the above point, the recommendation seems to be quite
narrowly framed, since it leaves little doubt as to whose interests have provided the main
impetus for smart metering implementations and policies: the deployment of smart grids and
smart metering systems should allow suppliers and network operators to evolve from a broad
view of energy behaviour to detailed information on the energy behaviour of individual end-
consumers (ibid.). The view that it is the interests, values and strategies of suppliers and DSOs
that have mainly informed the policy framework is confirmed in large parts of the literature on
social dimensions of smart metering/grids (Devine-Wright, P. 2007, Hoenkamp et al. 2011,
Wolsink 2012, Strengers 2013, Ballo 2015, Van Der Sluis et al. 2015, Van der Horst et al.
2014, Vesnic-Alujevic et al. 2016).

Whereas the overall EU agenda and vision incorporates a plurality of goals and desirable
aims, several of these are rendered of secondary importance to, and expected to follow from,
the pursuit of interests and strategic priorities of utilities and grid operators. This impression is
strengthened by the similarly narrow confines that are imposed on decisions about the
introduction (or not) of smart metering systems in the various member states. The decision is
predicated on the outcomes of an econometric cost/benefit analysis (EC 2012), and not on
the wider set of conditions cited above (or, say, in the EGE recommendations). Therefore,
broader participation in smart metering policies and agenda setting has been narrowed and
instrumentalised (cf. Strengers 2013, Ballo 2015, Vesnic-Alujevic et al. 2016). Insofar as
participation is seen as important, it tends to become a means towards greater uptake of the
technology, and not towards democracy or participation as goals in themselves:

Member states, in collaboration with industry, civil society associations and other
stakeholders, should identify and disseminate examples of good practice in smart metering
applications and take appropriate measures — such as large-scale pilot projects — to increase
public awareness, as a prerequisite for wider take-up of this technology (EC 2012).

The initial frames placed on smart metering policies therefore imply a narrowing down of the
spaces and opportunities for citizens and publics to engage with these policies. Whereas the
policies of the various Member States are not determined by the EC, the initial frames
provided by the EC Recommendations serve to nudge developments in certain directions, at
the expense of other priorities and values, such as community inclusion (Devine-Wright 2008),
public participation (Strengers 2013, Marres 2012), a wider set of energy sources and a
greater variety of energy futures.

Next, the security, data protection and privacy aspects are also placed upfront: One of the
key tasks and preconditions for using smart metering systems is to find appropriate technical
and legal solutions which

8 of the Charter of Fundamental Rights of the European Union and Article 16 of the
Treaty on the Functioning of the European Union, (EC 2012). The importance of these aspects
are underlined by the fact that the first section of the recommendation deals with data
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protection and security, with the before-mentioned policies towards integration of ethics and
law a priority: Data protection by default and design, data protection impact assessments (for
which a specific smart grid template has been developed (Smart Grid Task Force 2012), as
well as a general adherence to data protection principles.

The principle of informed consent is placed upfront: Where consent is chosen as the ground
for processing, the consent of the data subject should be freely given, specific, informed and
explicit and be given separately for each value-added service. The data subject should have
the right to withdraw his or her consent at any time. The withdrawal of consent should not
affect the lawfulness of the processing based on consent before the withdrawal (ibid.). This
certainly gives a strong impression that data protection has been taken seriously. This is in
broad accordance with the emphasis on data protection in the recent GDPR, but it is also
partially due to early resistance by Dutch publics, mainly based on concerns over privacy. But
even here, the ways in which such public concerns have been met are representative of a
narrowing down of possibilities for broader participation, since the protection of fundamental
rights has become the task of (mainly) risk-managers under a risk-based approach to the
protection of fundamental rights (Van Dijk et al. 2016).

Although in practice certain actors interests may be overriding those of others, smart
metering policies and agendas can hardly be said to embody one simple goal; in stead the
smart meter/grid agenda is in itself a project aiming to integrate several differing, sometimes
conflicting goals, within new constellations of actors, institutions and technologies. In the ECs
recommendations on smart metering roll-out, we find a number of argumentative strategies
that were also articulated as ethical concerns in the EGE Opinions: first there are the industrial
and economic incentives towards job creation and growth, most visible in the fact that each
country’s implementation (or not) of smart metering is conditioned on an economic
assessment of the costs/benefits for the specific member state. On the boundaries of this
justification we also identify an ecological logic of countering climate change by reducing
greenhouse gas emissions, which is supposed to emerge in synergy with greater energy
efficiency and the enabling of renewables into the energy mix. Consumer empowerment is
put up front, and public participation in energy policies is formally recognized as important.
Perhaps most importantly, the Opinions typically frame such differing agendas and policy
frames as being in need of proper balancing: whose values and goals, which technologies,
regulations and standards to include in policies and projects?

Implementations in practice(s): a preliminary map

One level down from the political agendas, we find the making of the actual infrastructure(s):
smart metering devices and the functions being built into them, and the standards and
regulations that enable and define their functionalities. Through the selection of specific
technological solutions, ie. the meters and their functionalities, choices are made with wide-
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ranging implications for the kinds of uses and functionalities that will eventually ensue. A
feature of working infrastructure (Star 1999) is how it enables the meanings and actions of
differently implied groups to co-exist and interrelate. The promise of the initial agenda seems
to be that several such desirable traits can be built into, and made to co-function, in
emerging smart metering systems, rendering them across-the-board solutions for a number of
societal challenges (previous section). Yet, in practice a number of choices and balancing acts
will have to be performed, in which certain features and functionalities are prioritized over
others. Questions arise as to what functions (or: beings and doings) are enabled, and which
are not. The question is indeed similar to that posed for overall agendas, however, this time
relating more to the mays in which these agendas become translated into actual
infrastructural developments within given member states, cities or communities (or, even, in
individual households). The ensuing challenge for PARENT WP2 (and WP3) is not merely to
map such issues but to understand how they play out in local contexts, and hence also one of
comparison between the different cases/cities.

The initial frames provided at a European level, play out in highly differing ways within
different legislatures, depending on energy situation, local environmental conditions, cultural
preconditions, regulatory and civic developments and initiatives. This has already been
demonstrated by assessments as to how different standards and regulations play out
differently within different member states (EC 2015). Further, ‘social acceptability’ has been
deemed essential to the uptake of renewables as well as smart metering applications (Wolsink
2012), and STS scholars have demonstrated the crucially important role played by political
culture for the uptake and domestication of new science and technology (Jasanoff 2005);
hence it is crucially important to retain a comparative focus on the normative and ethical
aspects of even the most technical feature of smart meters, since these make up the broader
conditions under which certain ‘functionings, doings and beings’ can evolve, or fail to do so.

In the following we provide a schematic overview of some of the ethical issues dealt with in
this text (especially the EGE Opinions, cf. right column). These are mapped onto main
functions of smart meters as envisioned by the EC Roll-out Recommendation (second and
third column from the left).

Claimed Functional Expected/proposed Possible Relation | Contentious
beneficiary | requirement | function conflict of | to ethical
interest partners | principles/issues
and
VEA
Customer/user | (a) Provide Information is Social and distributive
readings directly Runr‘nng demand response provided to justice
to the customer | services, taking ‘online’ energy — grid DSOs /
and any third >aving d.ecmons. an.d effective utilities  only; Privacy and data
) integration of distributed energy . )
party designated no user-friendly protection
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by the consumer | resources interface
Participation in energy
Standardised The more savings
interface  which frequent  the
provides readings, the Addiction to self-
visualised greater the measurements  and
individual threat to digital devices
consumption privacy
data to the Changes to identity,
consumer. relations and
behavioural patterns
Customer (b) Update the | achieve energy savings The more Privacy and Data
readings referred frequent  the Protection (Art. 8)
to in point (a) readings, the
frequently greater the Addiction to  self-
threat to measurements  and
privacy digital devices
Changes to identity,
relations and
behavioural patterns
Metering (c) Allow remote | This functionality relates to | Greater Social and distributive
operator reading of | the supply side (metering | possibilities for justice
meters by the | operators). There is a broad surveillance
operator consensus that this is a key | and control of Data protection and
functionality. customer by privacy (Art. 8)
operator
Security (increased
risk of hacking,
spoofing, etc)
Metering (d) Provide two- | maintenance and control of | Greater Social and distributive
operator way the metering system possibilities for justice
communication surveillance
between the and control of Data protection and
smart metering customer by privacy (Art. 8)
system and operator ) )
external Sgcunty (mcrea;sed
networks risk . of hacking,
spoofing, etc)
Metering (e) Allow | network planning The more Social and distributive
operator readings to be frequent  the justice
taken frequently readings, the
greater the Data protection and
threat to privacy
privacy
Security (increased
Strengthening risk of hacking,
asymmetries spoofing, etc)
between
operator  and
consumer
Commercial 0] Support | help consumers and Social and distributive
aspects advanced tariff | network  operators  to justice

systems

achieve energy efficiencies

and save costs by reducing

Changes to identity
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the peaks in  energy
demand

(changing household
patterns, changing
behavioural patterns)

Changes to everyday
identities and social

relations
Commercial (9 Allow Introduces Security (increased
aspects remote  on/off | Relates to both the demand side security risks risk of hacking,

control of the
supply  and/or
flow or power

and the supply side. ...provides
additional protection for the
consumer by allowing grading in
the limitations. It speeds up the

Strengthening
asymmetries
between

spoofing, etc)

Social and distributive
justice

limitation. process such as when moving
home — the old supply can be operator  and
disconnected quickly and consumer: do
simply. It is needed for handling | not have to
technical grid emergencies show up on
somebodys
doorstep  to
turn  off the
light
Security and | (h) provide Data security
data secure data | relates to both the demand

side and the supply side.

rotection connections ) . Data protection (Art.
P High levels of security are 8) P
essential for all
communications between the
meter and the operator
Security and | (i) Fraud | relates to the supply side: Data security
data prevention and security and safety in the
protection detection case of access Data protection (Art.
8)
necessary to protect the
consumer, for example from
hacking access, and not just
for fraud prevention
Distributed 0] Provide | allow renewable and local Social and distributive
Generation import/export micro-generation justice
and reactive
metering. Right of Access to
(renewable) energy
Right of participation
Sovereignty of energy
production
Overall Function of smart | Goal of smart metering? Overall  framing  of
metering? ethical and  policy

issues
Dignity

Autonomy
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Informed consent

Sovereignty of energy
production

Right of Access to
(renewable) energy

Right of participation
Data security

Data protection (Art.
8)

Privacy

Changes to identity
(changing household
patterns, changing
behavioural patterns)

Changes to everyday
identities and social
relations

Addiction to  self-
measurements  and
digital devices

Table 1 - A tentative list of possible new relations and functionalities correlated with ethical issues and principles.
The final row refers to smart metering as a whole and includes some of the main important ethical issues
highlighted in this text.

Concluding remarks

There is no simple way of ascertaining the ‘ethics of smart grids’ since, so far, no such analysis
has been carried out. This text nevertheless points to related fields and relevant documents,
such as the expert ethics of the EGE, with the last three opinions of the group pointing
towards the close vicinity of smart energy developments. It was then argued that whereas
expert ethics may be useful it cannot substitute for ethical deliberations by concerned parties,
hence pointing towards an ethics-in-practice (and of practices). This is well in line with recent
ELSA developments and requirements inspired by Public Engagements, as well as various
efforts towards integrating ethics (and other forms of assessments) in emerging technological
projects. Some main features of ethical deliberation, taken from practical philosophy
(hermeneutics and pragmatics) were then pointed out, and parallels were drawn with the
recent capabilities approach to ethics. Finally, the text pointed to some main sites in which
ethical issues may arise: overarching policy agendas and visions, and in relation to specific
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technologies, regulations and standards. The ways in which these will play out remain
uncertain and so the approach is tentative and exploratory. In terms of PARENT progression
we will first have to turn this analytical approach towards the broader conditions into which
the project enters (ie. in the four cities), then increasingly we will have to tune in to the
makings of the VEA platform.
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PART 2. LEGAL ASPECTS: INTRODUCTION




Legal Requirements Applicable to PARENT

This part of the deliverable concerns the legal requirements applicable to PARENT and is
composed of two main sections addressing respectively two different legislatives spheres
equally important to the Project, that of the European legal framework on privacy in the
home-place and personal data protection and that of the EU energy legislation related to the
deployment of smart energy systems’s.

As far as privacy and personal data protection legislation is concerned, the study offers a
general overview of the relevant European primary legislation and focuses in particular on the
rules from secondary legislation inscribed in Directive 95/46/EC and Regulation 2016/679 on
the protection of natural persons with regards to the processing of personal data and on the
free movement of such data and repealing Directive 95/46/EC™.

As to energy legislation, the study concerns the EU mandatory provisions on the large scale
roll-out of intelligent energy systems, common minimum functionalities for smart metering
systems (type, frequency and level of accuracy of the readings for both consumers and
prosumers); and provisions for consumers’ empowerment and protection stemming from two
major pieces of EU legislation commonly known as the Electricity Directive (2009/72/EC) and
Energy Efficiency Directive (2012/27/EV).

Non-binding EU regulatory documents aimed at providing guidance on how to reconcile
personal data-protection concerns and smart metering activities are also analysed.

The Fundamental Rights to Privacy, Data Protection and Smart Meters

As described in previous sections of this deliverable, smart meters can offer sharp insights
into their users’ energy use and a related-effect is that they also offer sharp insights into their
users’ private habits at home and this is particularly relevant for PARENT as the project will
install intelligent meters and sub-metering technology in households.

In this context, the European Commission, established in 2009 the “Smart Grids Task Force”,
consisting of four experts groups and one of them was charged with providing regulatory
recommendations for privacy, data protection and cyber-security in smart grids and metering
environments®. Based on the work of this Task Force, in 2012 the European Commission

'® Given the European context against which the PARENT project and technology has to be assessed, the study
focuses upon the European legal order, stemming from the Council of Europe and the EU. Ad-hoc aspects of
national legislations linked to both privacy and personal data protection aspects and energy systems will make
the object of study of other PARENT deliverables and will also be instrumental to the actual VEA development.

% Although the Regulation has already entered into force, it will only take effect from 25 May 2018. Thus
provisions in both the Directive and Regulation apply to PARENT.

20 Cf. http://ec.europa.eu/energy/en/topics/markets-and-consumers/smart-grids-and-meters/smart-grids-task-
force
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issued a non — binding Recommendation on the roll out of smart grid and smart metering
systems?'.

The 2012 Recommendation addresses three main issues: 1) personal data protection, 2) cost-
benefit analysis, and 3) common minimum functional requirements of smart meters.

With regard to the first aspect, it clearly states that “the 1995 Data Protection Directive
applies and clarifies its application to the nature and needs of smart grids”. It further advises
on six “tools” for achieving an adequate level of personal data protection: 1) data protection
by default and by design, 2) privacy certification, Privacy Enhancing Technologies (PETs), in
particular anonymisation and encryption; and 3) Best Available Techniques (BATs). However,
the most important tool seems to be a 4) Data Protection Impact Assessment (DPIA).

The 2012 Recommendation provides for a comprehensive action-framework to tackle privacy
and data-protection aspects in smart grids and smart metering environments. The
Recommendation has been supplemented by a series of opinions, guidelines and studies by
relevant bodies within or interacting with the European Commission.

Further to this, the 2012 Energy Efficiency Directive has introduced a specific provision in its
article 9.2.b that stipulates that: “Where, and to the extent that, Member States implement
intelligent metering systems and roll out smart meters (...)they shall ensure the security of the
smart meters and data communication, and the privacy of final customers, in compliance with
relevant Union data protection and privacy legislation”.

Subsequently another process was launched, concerning the elaboration of an ad hoc
template for the development of Data Protection Impact Assessments when intelligent
metering systems are deployed. The first phase of the process was concluded through the
adoption of another Commission’s recommendation on the Data Protection Impact
Assessment Template for Smart Grid and Smart Metering Systems (hereafter the 2014
Recommendation).

All these documents supplement (and do not replace) the existing, legally binding personal
data protection framework thus creating a complex multi-layer approach towards personal
data protection aspects in the context of smart meters which may result difficult to use in
practice??. The table below provides an overview of the European frameworks for personal
data protection applicable to smart metering systems.

! European Commission, Recommendation of 9 March 2012 on preparations for the roll-out of smart metering
systems, 2012/148/EU, OJ L 73, 13.03.2012, pp. 9-22 (hereinafter: the 2012 Recommendation).

22 Dariusz Kloza, Niels van Dijk and Paul De Hert, ‘Assessing the European Approach to Privacy and Data
Protection in Smart Grids. Lessons for Emerging Technologies’ [2015] Smart Grid Security: Innovative Solutions
for a Modernized Grid, p.13.
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CoE Art 8 ECHR (privacy) Primary Legislation
Convention 108 + Additional Protocol 181 (data
protection)

ECtHR case law
national constitutional systems

EU Art 7 CFR (privacy)
Art 8 CFR & Art 16 TFEU (data protection)
CJEU case law

1995 Data Protection Directive national laws that will be Secondary Legislation
2016 Data Protection Regulation repealing Directive and repealed by 2016 Regulation
2012 Energy Efficiency Directive - Art.9.2.b transposition into national
legislations
2012 Recommendation: Regulatory documents

Data Protection Impact Assessment Template for SM

Data Protection by Design (including mandate for standardisation activities)
Data Protection by Default

Privacy Certification

Privacy Enhancing Technologies

Best Available Technigues

2014 Recommendation

WP29 opinion on smart metering Opinions
EDPS opinion on 2012 Recommendation

ENISA opinions on cyber-security

1st WP29 opinion on DPIA template

2nd WP29 opinion on DPIA template

Common functional requirements Studies
Cost-benefit analysis guidelines
Reg CEER Advice on Customer Data Management may be translated into Advise

national regulatory acts
Binding rules
Non binding *guidance”
Recommendations from Regulators

Table 2 - Mapping the European regulatory framework for personal data protection applicable to smart metering
and grids systems?,

The EU framework on personal data protection applicable to smart metering
List of main legally binding and non-binding regulatory documents

Legally binding

2 The table builds on an analogous table featuring in Dariusz Kloza, Niels van Dijk and Paul De Hert, ‘Assessing
the European Approach to Privacy and Data Protection in Smart Grids. Lessons for Emerging Technologies’
[2015] Smart Grid Security: Innovative Solutions for a Modernized Grid. This version of the table has been
integrated as a result of the adoption of the 2016 Data Protection Regulation, implementation of the Energy
Efficiency Directive and adoption of relevant recomentadions from the group of European Energy Regulators
that may be translated into national regulatory acts.
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European Convention on Human Rights and European Court on Human Rights
Primary legislation

= Art 8 European Convention on Human Rights (privacy);
= Convention 108 + Additional Protocol 181 (data protection);
= European Court on Human Rights Case-law;

European Union
Primary legislation

= Art 7 EU Charter of Fundamental Rights (privacy)

= Art 8 Charter of Fundamental Rights & Art 16 Treaty on the Functioning of the
European Union (data protection)

= Court of Justice of the European Union Case-law

Secondary legislation

= Directive 95/46/EC and Regulation 2016/679 repealing Directive 95/46/EC (and taking
effects in 2018) on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data;

* Art 9.2.b Directive 2012/27/EU on energy efficiency;

Not legally-binding but politically relevant and providing guidance to Member States and
Market actors

European Commission Recommendations
= European Commission, Recommendation of 9 March 2012 on preparations for the roll-
out of smart metering systems;
= European Commission, Recommendation of 10 October 2014 on the Data Protection
Impact Assessment Template for Smart Grid and Smart Metering Systems;

Opinions from Article 29 Working Party?*

= Art 29 Working Party, Opinion 12/2011 on smart metering;

* Formed of a representative from each Member State’s national data protection authority, the European Data
Protection Supervisor and the European Commission, this group gives expert advices regarding data protection,
and promotes common application of EU Data Protection rules.
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= Art 29 Working Party, Opinion 04/2013 on the Data Protection Impact Assessment
Template for Smart Grid and Smart Metering Systems of 22 April 2013;

= Art 29 Working Party, Opinion 07/2013 on the Data Protection Impact Assessment
Template for Smart Grid and Smart Metering Systems of 4 December 2013;

Opinion from the European Data Protection Supervisor

= European Data Protection Supervisor, Opinion on the Commission Recommendation
on preparations for the roll-out of smart metering systems;

European Commission’s initiatives

= European Commission, A joint contribution of DG ENER and DG INFSO towards the
Digital Agenda, Action 73: Set of common functional requirements of the smart meter,
October 2011.

* European Commission, Joint Research Centre, Institute for Energy and Transport,
Guidelines for conducting a cost-benefit analysis of Smart Grid projects Report, 2012.

= European Commission, Joint Research Centre, Guidelines for Cost Benefit Analysis of
Smart Metering Deployment, Report, 2012.

Advice from the Council of European Energy Regulators

» CEER Advice on Customer Data Management for Better Retail Market Functioning
Electricity and Gas, 2015.
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The EU Energy provisions on Consumer empowerment and Protection and Access to Meter
Data for New Market Players

In addition to the legal and otherwise regulatory requirements described above, another
aspect of the EU energy legislation is particularly relevant to PARENT. This is the one aimed
at fostering a reform in the retail sector of the energy market and at introducing new
electricity management solutions based on access to smart meter data.

There are at least two aspects that are particularly important in this respect:

* The specific provisions on energy consumers’ empowerment and protection recently
introduced by the Electricity Directive of 2009 and by the 2012 Energy Efficiency
Directive.

= The Regulatory initiatives undertaken at the level of the Group of European Energy
Regulators and aimed at reforming the Data Management Architectures in Countries
were the Union’s energy law applies. These initiatives are aimed at rationalising the
way market actors can access meter data. In particular this concerns the way DSOs,
(that to-date are the bodies that have direct access to meter readings in most EU
Countries) are to grant access to these readings to 1) energy providers (for billing
purposes established by law), and 2) new market actors willing to provide innovative

energy management services to end-users

The two aspects are complementary the one with the other and this deliverable will address
the first of them. The second aspect is obviously of fundamental importance for PARENT and
is largely addressed in D1.2: stakeholders’ needs and thoroughly addressed in D1.4: Smart
grid roll-out and access to metering data: state of the art.




Case Study

Before going through each of the most important legal and otherwise regulatory sources
described above, an important case study is presented. The case study reveals why the roll-
out raised privacy concerns and how these have been reconciled into national legislation on
the mandatory roll-out of smart meters in the Netherlands. The case has had large resonance
in the sector and thus constitutes an important precedent in the field. This is why it is
reported in this deliverable.
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Recent studies have revealed that the frequent and detailed measurements of intelligent
meters are a major cause of privacy-related concerns. This has emerged very clearly in 2009,
in the Netherlands, when the Senate blocked two national bills aimed at deploying smart
meters because of the potential consequences that these devices could have on the right to
private and family-life of their users a right inscribed in article 8 of the European Convention
of Human Rights.

The Dutch case is a very important legal precedent, one that can be closely looked at to
understand the legal implications of certain meters’ features on the right to privacy.

Major findings on this case are re-capped in the section below of this document. They build
on the outcomes of a well-known and reputed article in the field of privacy studies written by
Colette Cuijpers and Bert Jaap Koops, and titled "Smart Metering and Privacy in Europe:
Lessons from the Dutch Case"; published in 2013 in the book "European Data Protection:
Coming of Age" (Springer). The findings in this article provide interesting elements on why
the PARENT project is willing to carefully evaluate its impact over the fundamental rights to
privacy and personal data protection by carrying out a thorough impact assessment in the
context of next deliverables of WP2.

The introduction of smart meters was envisioned by the Netherlands in 2006, with a view to
ensuring the smooth operation of the retail energy market. Two bills provided for the
mandatory introduction of smart meters in every Dutch household and stipulated that not
accepting the installation of a smart meter was made punishable as an economic offence,
sanctioned with a fine of up to 17,000 euro or imprisonment for a maximum of 6 months.

According to the envisaged system, each smart meter would measure and communicate to
the network operator data about energy consumption at interval periods of:

e hourly measurements for gas and
e quarter-hourly for electricity.

These data would be then forwarded to the energy suppliers, who would use them to
provide consumers with information about their energy consumption, so that they could

adapt their energy-consuming behaviour accordingly.

Further to this, the proposals also included remote switch — on and off functions.
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After the bills had been submitted to the Parliament, some privacy concerns were raised and
the Dutch Data Protection Authority (DPA) was asked to advise on the bills. The Dutch DPA
deemed that the initial proposal for introducing smart metering in the Netherlands violated
the Dutch Data Protection Act®.

The main legal concerns were related to 1) a lack of consent on the processing of the data
gathered by smart meters or any other legitimate processing-ground and 2) lack of clarity
regarding which parties could have access to the measuring data?.

Following to this development, the Minister of Economic Affairs amended the proposal by
providing that:

1. the network operator could only transfer the hourly or quarter-hourly readings of
energy consumption to energy suppliers if consumers have given explicit consent for
this;

2. daily readings would, however, still be mandatorily forwarded to energy suppliers;

3. all conditions of the Dutch DPA would apply, including requirements on “purpose
specification” and “use limitation”, “data subjects’ right of access”, “data removal
after use”, and “suitable security measures”?.

After the amendment, the Dutch Data Protection Authority deemed the proposed legislation
compliant with the Dutch Data Protection Act and in July 2008, the Second Chamber passed
the smart metering bills without any further privacy debate.

Despite the bills were passed by the second chamber, the Dutch Consumer Union raised
additional privacy concerns and commissioned a study to test whether the said bills were in
conformity with article 8 of the European Convention on Human Rights (ECHR), namely, the
right to inviolability of the home and the right to respect for family life. The study was
conducted by legal scholars Colette Cuijpers and Bert-Jaap Koops and published in October
2008%. It performed a privacy-compliance test against provisions of art. 8 ECHR. This article
states:

25 Colette Cuijpers and Bert Jaap Koops, "Smart Metering and Privacy in Europe: Lessons from the Dutch Case";
2013, "European Data Protection: Coming of Age" (Springer) .

%6 Wetgevingsadvies, 17 juni 2008, z2008-00769, available from: www.cbpweb.nl.

?7 See explication of these notions in following sections of this deliverable.

%8 Colette Cuijpers and Bert-Jaap Koops, Het wetsvoorstel ‘slimme meters’: een privacytoets op basis van art. 8
EVRM [The ‘smart meters’ bill: a privacy test based on article 8 ECHR], Study commissioned by the Dutch
Consumers’ Association, October 2008. The Dutch version is available from:
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1. Everyone has the right to respect for his private and family life, his home and his
correspondence.

2. There shall be no interference by a public authority with the exercise of this right except
such as is in accordance with the law and is necessary in a democratic society in the interests
of national security, public safety or the economic well- being of the country, for the
prevention of disorder or crime, for the protection of health or morals, or for the protection
of the rights and freedoms of others”.

The compliance test followed a rationale that originated in the following questions?”:

Does the smart meter interfere with privacy? If so,

Is the infringement in accordance with the law? More specifically,

does the infringement serve any of the interests mentioned in art. 8(2)? That is to say,
is the infringement necessary in a democratic society? does it respond to a pressing
social need?

5 (Y =

The last question, in particular, was fragmented into the following sub-questions: does smart
metering deployment not go beyond what is necessary to meet its related social need? are
there no less invasive alternatives to meet its purpose (in line with the legal principle of
subsidiarity)? Are the benefits linked to the introduction of smart meters proportionate to the
“costs” (and impacts on other values)? (in accordance to the legal principle of
proportionality).

The study observed that the compulsory nature of smart meters along with the frequency
and level of details of the readings that had to be passed to grid operators according to the
proposed legislation, were aspects of the bills that infringed the right to privacy, inviolability

of the home and respect for family life*®. In particular, the study highlighted that these
readings could reveal information on lifestyles and habits within households as well as

changes in the latter.

The following characteristics of the system proposed by the bills were not proven to be
“necessary” in a democratic society:

e the compulsory roll-out of smart meters to all households.

http://www.consumentenbond.nl/morello- bestanden/209547/onderzoek_UvT_slimme_energil.pdf. An English
version can be obtained from the authors.
2 ibid.

0 |bidem.
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e the communication of quarter-hourly/hourly readings to grid operators and daily
readings to suppliers;

The report concluded that these aspects were not in line with article 8 of the ECHR.

Moreover, the report found that the government had provided too little evidence to assess
the necessity of functionalities that would enable capacity to be switched on and off remotely
as these introduced new opportunities of abuse by malevolent hackers, and thus constitute a
security and privacy risk.

The report recommended to study suitable alternatives that would infringe privacy to a lesser
extent while still contributing to achieve the intended objectives. With respect to installing
the “by-remote” functions, additional empirical research could be performed to determine
whether these need to be introduced on a large scale.

The Dutch First Chamber discussed the privacy concerns that had been raised by the study
and by criticisms that had been raised by the media and decided not to accept the proposed
legislation unless it was changed in several respects. Privacy-friendly amendments were
introduced in the Spring of 2010 and the amended bills were adopted in February 20113".

As a consequence, the current Dutch legislation can be described as a “four-choice” model,
as end users/customers are in a position to choose between four options to measure their
energy consumption.

No smart meter, hold on to the traditional meter.

A smart meter that can be administratively shut down.

A smart meter with a “standard measurement regime”.

A smart meter for which explicit consent of the end-user is needed to read more data
than is allowed under the “standard measurement regime”.

5 B8 Y =

Moreover, legislation stipulates that grid operators may only transfer data to energy
suppliers that are necessary in view of the suppliers’ tasks. Hence, daily measurements no
longer form part of the standard measurement regime. More frequent and detailed readings
of metering data are only permitted if end users have given their unambiguous consent. This
consent can be withdrawn at any time without negative consequences for the end user.

According to Cuijpers and Koops, important factors of the amended legislation are that

3! lbidem.

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme

45
URBAN:EUROPE m

SEVENTH FRAMEWORK mission
PROGRAMME —



PRELIMINARY DRAFT D2.1

“very detailed regular readings are no longer part of the standard measurement regime and
that consumers have the right to refuse a smart meter. This significantly reduces the
infringement of individuals’ privacy®”.

The Dutch case gave the EU an impetus to look closely at the privacy and personal data
protection challenges raised by smart measuring systems and to appropriately address them.
The European Commission even created and expert group that initiated a process aimed at
developing a “Data Protection Impact Assessment Template for Smart Grids and Smart
Metering Systems”. This process and the related template will be described in PARENT's
Deliverable 2.2: Framework for Impact Assessment, as they constitute an important point of
reference for the assessment of the PARENT project.

It goes without saying that the Dutch case does not provide for a one-size fits all legal
methodology to test smart meters deployment against privacy rights. Such an assessment
always depends on the specific planned implementation of smart metering, for instance,
whether or not a smart meter is mandatory, the purposes for which it is implemented, and the
specific functionalities of the metering device.

However, the Dutch case constitutes an important example of how the organised civil society
can react to the introduction of smart measuring systems and how such a reaction can entail
changes into a proposed system.

This holds particular significance in a context in which deployment of smart meters is still “on
the making” and the national regulatory frameworks in this respect (including in PARENT
Countries) are still adapting to the new rules that the EU has recently adopted both in the
energy and data protection sector. In this respect, the regulatory uncertainty in which the
PARENT platform is to develop is considerable.

In addition to this, it must be noted that, amongst other elements, the Cuijpers and Koops
legal analysis questioned whether consulting energy consumption on a website provided by
the supplier or a third party actually fosters energy savings.

The authors maintain:

32 The authors recognise that due to the EU mandatory 80% coverage (conditional upon a cost/benefit analysis)
pressure could be put on unwilling consumers to accept a smart meter, thus jeopardising the voluntary nature of
the roll-out. They question whether the mandatory 80% roll-out target is necessary in a democratic society, if a
member state bases its art. 8 ECHR compliance on voluntary smart metering.
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“it could be equally or more effective if consumers consulted their real-time energy use on a
display in the house itself, without meter readings having to leave the privacy of the home.
There are alternatives that entail less invasive infringements of privacy, again meters with in-
home displays can be mentioned, as well as the use of statistical and anonymised data, which
might also effectively serve the intended aims®.

We can see here a parallelism with the PARENT VEA, as, amongst other services, the software
aims at providing information to end-users on their consumption levels. However, the
PARENT VEA holds at least two main fundamental characteristics that distance it from the
Dutch case:

o Although the installation of a smart meter is the compulsory pre-requisite to joining the
VEA, signing-up to the VEA is a voluntary act;

e The VEA offers a wide range of services to its users in_addition to the ones aimed at
informing them on their consumption levels. These services are aimed at advising them on
how to consume energy more efficiently, where to find most convenient offers and forecast
consumption patterns.

Although the services that the VEA can provide to an end-user are subject to the free choice
of the user and are more than those the user can benefit by simply holding a smart meter, the
project is nevertheless willing to carry out an impact assessment that will allow its partners to
abide not only to data-protection legislation but also to the legal concerns just described and
that emerged in the context of the Dutch case.

The project will also carefully elaborate upon the frequency and quality of readings and on
end-users’ consent with respect to these readings since, as described above, these are the
most privacy-sensitive aspects in smart measuring systems.

3 |bidem.
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The European Convention of Human Rights and the EU-Charter of Fundamental Rights
(Primary Law)

The right to privacy is in the European legal tradition, an instrument that acts to limit the
power of the government and private actors. The right to privacy ensures that a person'’s
freedom of self-determination and choice are protected, as well as the freedoms “to be
different” with respect to, for instance, relationships, sexuality, appearance and behaviour. It
is seen as a notion setting “constitutional” limits that shield the individual against the public

authorities and powers, therefore warranting her a certain level of opacity.

Some scholars maintain that privacy is not only an individual right but also an essential public
value. A public value of privacy is derived from its importance to the exercise of rights that are
regarded as essential to democracy, such as freedom of thought, speech, and association,

and from its importance as a restraint on the arbitrary power of government®*.”
At the European level, the content of the right to privacy can be derived from the European
Convention of Human rights (ECHR) and the pertinent case-law of the European Court of

Human Rights (ECtHR).

Article 8 of the European Convention on Human Rights lays down the right to respect for

private and family life as follows:

1. Everyone has the right to respect for his private and family life, his home and his
correspondence.

2. There shall be no interference by a public authority with the exercise of this right except
such as is in accordance with the law and is necessary in a democratic society in the interests
of national security, public safety or the economic wellbeing of the country, for the prevention
of disorder or crime, for the protection of health or morals, or for the protection of the rights

and freedoms of others.

3 Priscilla Regan was one of the first to identify why privacy is important to society. In a section entitled “The
Social Importance of Privacy” of her 1995 book, Legislating Privacy.

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme

49
URBAN:EUROPE m

SEVENTH FRAMEWORK mmission
PROGRAMME —



PRELIMINARY DRAFT D2.1

Whilst first indent of the article describes the content of this right, the second indent lays

down the conditions under which restrictions are permitted.

The ECtHR has ruled that art. 8 of the European Convention on Human Rights — with its four
components of private life, family life, home and correspondence — can cover a wide range of
issues such as secrecy of correspondence and communication, protection of the domicile,
protection of personal data, wiretapping, gender, health, identity - i.e. a right to have some
control over identity markers such as one’s name, sexual orientation, protection against

environmental nuisances, etc®.

The list is not exhaustive and, interestingly, the ECtHR affirmed that it is neither possible nor

necessary to determine the content of privacy in an exhaustive way*.

As affirmed by the ECtHR, privacy is a relational concept that goes well beyond a mere right
to intimacy, with the important consequence that art. 8 rights also protect the visible spheres
of individuals and their public conducts.’” Progressively, the Strasbourg Court acknowledged
that individual self-determination or autonomy is an important principle underlying its

interpretation of art. 8.3 A strong tendency has also emerged in the Court's case law toward

% Serge Gutwirth, Michael Friedewald, David Wright, Emilio Mordini et al. (2010) Legal, social, economic and
ethical conceptualisations of privacy and data protection, Deliverable D1 of the PRESCIENT project [Privacy and
emerging fields of science and technology: Towards a common framework for privacy and ethical assessment.
http://www.prescient)project.eu/prescient/inhalte/download/PRESCIENT)D1)))final.pdf.

36 See cases: Niemietz vs. Germany of 16 December 1992, § 29 and Pretty vs. U.K., of 29 April 2002, Judgment:
“The Court does not consider it possible or necessary to attempt an exhaustive definition of the notion of
“private life”. However, it would be too restrictive to limit the notion to an ‘inner circle’ in which the individual
may live his own personal life as he chooses and to exclude there from entirely the outside world not
encompassed within that circle. Respect for private life must also comprise to a certain degree the right to
establish and develop relationships with other human beings.” Bensaid v. the United Kingdom, no. 44599/98,
para. 47. KouaPoirrez v. France, Judgment of 30 September 2003, dissenting opinion of judge Mularoni.

% For example: Rotaru vs Romania of 4 May 2000, § 43; P.G. & J.H. vs U.K., of 25 September 2001, § 57, Peck vs
U.K.,of 28 January 2003, § 58.

%8 Pretty vs U.K., of 29 April 2002, § 61, Judgment: “As the Court has had previous occasion to remark, the
concept of ‘private life' is a broad term not susceptible to exhaustive definition. It covers the physical and
psychological integrity of a person (X. and Y. v. the Netherlands judgment of 26 March 1985, Series A no. 91, 11,
§ 22). It can sometimes embrace aspects of an individual’s physical and social identity (Mikulic v. Croatia, no.
53176/99 [Sect. 1], judgment of 7 February 2002, § 53). Elements such as, for example, gender identification,
name and sexual orientation and sexual life fall within the personal sphere protected by art. 8 (see e.g. the B. v.
France judgment of 25 March 1992, Series A no. 232-C, § 63; the Burghartz v. Switzerland judgment of 22
February 1994, Series A no. 280-B, § 24; the Dudgeon v. the United Kingdom judgment of 22 October 1991,
Series A no. 45, § 41, and the Laskey, Jaggard and Brown v. the United Kingdom judgment of 19 February 1997,
Reports 1997-1, § 36). Art. 8 also protects a right to personal development, and the right to establish and
develop relationships with other human beings and the outside world (see, for example, Burghartz v.
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imposing on European States not only to respect privacy, but also to realise that conditions

laid out in article 8 are necessary to fulfil one’s life.*

The right to privacy is also enshrined in article 7 of the Charter of Fundamental Rights of the
European Union (CFR) that establishes everyone's right to privacy as “a right to respect for his
or her private and family life, home and communications” using almost the same terms of art.

8 (1) of the European Convention of Human Rights (described above).*

Furthermore the CFR refers explicitly to the ECHR. Art. 52. (3) of the Charter states that as it
“contains rights which correspond to rights guaranteed by the Convention for the Protection
of Human Rights and Fundamental Freedoms, the meaning and scope of those rights shall be

the same as those laid down by the said Convention.”

The fundamental rights (such as the right to private life) inscribed in the Charter are not
absolute rights, their limitation is possible, however the limitation “must be provided for by
law, respect the essence of those rights and freedoms and, subject to the principle of
proportionality... are necessary and genuinely meet objectives of general interest recognised

by the Union or the need to protect the rights and freedoms of others.”'

Privacy and data protection are different legal notions. There is a substantive difference

between these two concepts. Both rights to privacy and data protection fall within the legal
category of “fundamental” rights but according to certain interpretations, the right to privacy
is broader than the right to data protection as it does not only deal with the “processing” of
personal information. Furthermore, the right to data protection serves the purpose, amongst
other ends, to protect the right to privacy.

As described above, traditionally, the right to privacy sets “limits” that hold a “prohibitive”

character. It protects the individual against the public authorities and other powers warranting

Switzerland, Commission’s report, op. cit., § 47; Friedl v. Austria, Series A no. 305-B, Commission’s report, § 45).
Though no previous case has established as such any right to self-determination as being contained in art. 8 of
the Convention, the Court considers that the notion of personal autonomy is an important principle underlying
the interpretation of its guarantees.”

¥ ECtHR, Botta v. Italy (1998) 26 EHRR 241; ECtHR, Kutzner v. Germany (2002) EHRR 653. 1991) 14 EHRR 319

%0 The CFR mentions the more up-to-date term of “communications” instead of “correspondence” in the ECHR.
4T Art. 52 (1) Charter.
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a certain level of "opacity” to the citizen. Differently to this, the right to “personal data
protection” imposes a certain level of transparency and accountability to the exercise of
power*.

Thus, beyond the content of each legal instrument, the main difference between the two

|II

rights lies in their nature as “constitutional” tools, one being a tool of opacity (privacy), the

other being a tool of transparency and accountability (data protection).

The Charter of Fundamental Rights of the European Union (CFR) indicates that there is a
formal difference between privacy and data protection by laying down a specific article,
article 8, on the right to the protection of personal data. This article states that “everyone has

the right to the protection of personal data concerning him or her.”

The right to protection of personal data also forms part of the rights protected under Article 8
of the ECHR, which, as described above, guarantees the right to respect for private and
family life, home and correspondence. Throughout its jurisprudence the ECtHR has examined
many situations in which the issue of data protection arose and clarified that Article 8 of the
ECHR not only obliged States to refrain from any actions which might violate this Convention
right, but that they were in certain circumstances also under positive obligations to actively

secure its effective respect®.

In this respect, Convention No 108 of the Council of Europe for the Protection of Individuals
with regard to Automatic Processing of Personal Data which draws inspiration on article 8 of
the Convention, has been the first legally binding international instrument with worldwide

significance that has ever been adopted in the field of data protection.

While privacy occupies a central place in data protection law, the characterisation of data-
protection law as solely or even essentially concerned with safeguarding privacy is

misleading*. Data protection provisions serve a multiplicity of interests, which in some cases

2 Serge Gutwirth, Michael Friedewald, David Wright, Emilio Mordini et al. (2010); Op. cit.

3 See, for example: ECtHR, I. v. Finland, No. 20511/03, 17 July 2008; ECtHR, K.U. v. Finland, No. 2872/02, 2
December 2008.

“ L. Bygrave, “The place of privacy in data Protection Law”, University of NSW Law Journal, 2001, via:
www.austlii.edu.au/au/journals/UNSWLJ/2001/6.txt/.../journals/UNSWLJ/2001/6.rtf

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme

52
URBAN:EUROPE m

SEVENTH FRAMEWORK mmission
PROGRAMME —



PRELIMINARY DRAFT D2.1

extend well beyond traditional conceptualisations of privacy*. The processing of personal
data can affect many more rights than simply the right to privacy, like freedom of expression,

freedom of religion and conscience, voting rights, discrimination, etc*.

As mentioned above, data protection is related to the notions of transparency and
accountability. It in-fact provides for a number of “fair” information principles and empowers
the data-subject with a set of pre-defined rights, like the right to information through access
to own data or to rectification. This emerges in art. 8 second and third indent of the EU CFR
that states:

1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the
consent of the person concemed or some other legitimate basis laid down by law.
Everyone has the right of access to data which has been collected concerning him or
her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent authority.
It is important to note that data protection deals with “any processing of personal data”, no

matter whether or not such processing actually interferes with the privacy or other rights of

the individual. So, in order to apply personal data legislation, there is no need to prove an

infringement to a right of a data-subject. The condition to apply such legislation is simply that

processing over personal data takes place.

The EU Privacy and Data Protection Legal Framework (Secondary Law)

The EU is empowered to enact binding secondary laws solely in the field of personal data
protection (and not in the field of privacy)””. The EU has taken numerous specific legislative
initiatives with regard to data protection. Most of these initiatives are in the form of
“directives” and have thus been implemented into national laws*. Other initiatives are in the

form of “regulations”, being, thus directly applicable in their entirety in all Union’s Countries.

* Ibidem.

“ Serge Gutwirth, Michael Friedewald, David Wright, Emilio Mordini et al. (2010), Op. cit.

47 Art 16 of the Treaty on the Functioning of the European Union (TFEU).

% The process of implementation allows Member States some variations to the Union’s provisions whilst
preserving their essential context.
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To date, the most important pieces of EU legislation on data protection are:

Directive 95/46/EC of the European Parliament and the Council of 24 October 1995 on
the protection of individuals with regard to the processing of personal data and on the
free movement of such data

Regulation 2016/679 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data and repealing
directive 95/46/EC

Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002

concerning the processing of personal data and the protection of privacy in the

electronic communications sector (Directive on privacy and electronic communications)
as amended by Directive 2009/136/EC of the European Parliament and of the Council
of 25 November 2009 amending Directive 2002/22/EC on universal service and users'
rights relating to electronic communications networks and services,

Regulation (EC) No 2006/2004 on cooperation between national authorities
responsible for the enforcement of consumer protection laws,

Council Framework Decision 2008/977/JHA of 27 November 2008 on the protection of
personal data processed in the framework of police and judicial cooperation in criminal
matters®’

Regulation (EC) No 45/2001 of the European Parliament and of the Council on the
protection of individuals with regard to the processing of personal data by the

Community institutions and bodies and on the free movement of such data®

Eventually, it is very important to take note of the opinions expressed by the advisory group

named Article 29 Data Protection Working Party. Formed of a representative from each

Member State’s national data protection authority, the European Data Protection Supervisor

and the European Commission. This group gives expert advices regarding data protection,

and promotes common application of EU Data Protection rules.

*This Framework Decision aimed to fill the gap left by the restricted scope of the Data Protection Directive, by

providing a regulatory framework for the protection of personal data in the area of police and judicial
cooperation, or what was called the “third pillar” before the entry into force of the Lisbon Treaty.

0. This Regulation is particularly important because, inter alia, it created the European Data Protection

Supervisor, an autonomous EU institution with the powers of supervision, consultation and co-operation (art. 41).
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It must be underlined that application of all of the above-mentioned legal documents have
been be affected by the data protection framework reform, which was launched in 2012 and
concluded recently”’. The next sections of this deliverable will provide a brief summary
regarding the most important elements of this reform with special attention to the two

masterpieces of the Unions’ data-protection legal framework:

e Directive 95/46/EC and
e Regulation 2016/679 repealing Directive 95/46/EC

The most important legislative instrument in this field of personal data protection over the
past 20 years has been Directive 95/46/EC, commonly known as the Data Protection
Directive®? (The Directive).

The Directive was adopted in 1995 with two major interrelated objectives:

1) providing a general framework to preserve the fundamental rights to privacy and data
protection while
2) facilitating the free flow of personal data between Member States®.

The rapid technological developments of the past two decades, consequent to a wide-spread
and rapid diffusion of new ICT technologies, have increased opportunities for cross-border
exchanges of personal data. This trend, pushed towards a reform of the Directive’s
provisions® and a new regulation: Regulation 2016/679 commonly referred to as “General
Data Protection Regulation” (GDPR) repealing the Directive has been recently adopted=.

Although the Regulation has already entered into force, it will only take effect from 25 May
2018. This will give Member States and market actors time to adapt to the new rules that will
be much more conspicuous than those stipulated by the Directive and will be directly and

5T Elements on the reform can be found here: http://ec.europa.eu/justice/data-protection/reform/index_en.htm
52 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data.

3 The “free flow” of data is considered to be a pre-requisite to the implementation of the EU Digital Single
Market: http://ec.europa.eu/priorities/digital-single-market/
>* European Commission Proposal for a Regulation (EU) 2016/679 of the European Parliament and of the Council

of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) - p.1.

> Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC.
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uniformly applicable everywhere in the EU and EEA Countries (including PARENT Country
Norway).

All this means that until 2018, the Directive’s provisions and not those of GDPR will apply in
the Country where the PARENT project will develop.

However, since the testing phase of the VEA will end when the GDPR will take effect (Spring
2018) the Project needs to make itself ready to the new legislative environment. Thus,
PARENT will take relevant data protection provisions of both the Directive and GDPR into
account.

Both the Directive® and GDPR® lay down a legal definition for this notion. The Definition in

GDPR is broader than the one of the Directive:

Directive

Art. 2 (a) 'personal data' shall mean any
information relating to an identified or
identifiable natural person ('data subject’);
an identifiable person is one who can be
identified, directly or indirectly, in particular
by reference to an identification number or
to one or more factors specific to his
physical, physiological, mental, economic,
cultural or social identity;

Both definitions reveal that personal data is information relating to an individual that, in legal
terms, is called the data subject. Data is “personal” when it allows to identify the individual -

GDPR

Art.4 (1) personal data means any
information relating to an identified or
identifiable natural person (‘data subject’);
an identifiable natural person is one who
can be identified, directly or indirectly, in
particular by reference to an identifier such
as a name, an Iidentification number,
location data, an online identifier or to one
or more factors specific to the physical,
physiological, genetic, mental, economic,
cultural or social identity of that natural
person;

whose data is related to - directly but also indirectly, by reference, for instance:

e to a name, an online identifier etc.. or
e to aspects that are specific to her identity and hold a specific nature: physical,

physiological, genetic, mental, economic, cultural or social.

5¢ Article 2 (a)
57 Article 4 (1)
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Definition of personal data refers to the “data subject”. Although exceptions exist, European
data protection law protects the “living being” (individuals rather than “organisations” or
other “bodies”) should she be identified or identifiable through any information relating to
her.

The Data Subject is therefore a “natural” person whose personal data 1) originate from and 2)
is subject to processing. The processing can be of manual type (by another natural person) or
automated type (by a technological system).

The Directive does not clarify when a natural person should be considered identified,
however the role of identification is to describe a person in a way that he becomes
distinguishable from all other persons and recognised as an individual.

Meta-data is “data about data”. If it contains any information relating to an identified or
identifiable natural person, meta-data is also to be considered personal data.

In addition to the definition of personal data in EU Data Protection Legislation, some energy
sector-specific definitions exist.

In order to help market actors to interpret Data Protection rules when applied to smart grids
and metering environments, the European Commission has set-up an expert group called the
Smart Grid Task Force.

The Task Force has provided for a non-exhaustive list of what is to be considered as
“personal data” in the context of smart metering systems>®:

e Households consumption:

e Consumer registration data: names and addresses of data subjects, etc;

e Usage data (energy consumption, demand information and time stamps), as these
provide insight in the daily life of the data-subjects;

e Amount of energy and power (e.g.kW) provided to the grid (energy production), as they
provide insight in the amount of available sustainable energy resources of the data
subject;

e Locally produced weather forecast — consumption prediction / forecasts;

%8 ‘Smart Grid Task Force 2012 - Expert Group 2 for Regulatory Recommendations on Privacy, Data Protection
and Cyber-Security in the Smart Grid Environment
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e Demand forecast of building, campus and organisation;

e Technical data (tamper alerts) as these might change how the data subject is approached;

e Profile of types of consumers as they might influence how the consumer is approached;

e Data and function of individual consumers / loads;

e House-hold operations profile data (e.g. hours of use, how many occupants at what time
and type of occupants);

e Frequency of transmitting data (if bound to certain thresholds), as these might provide
insight in the daily life of the data-subject;

e Billing data and consumer’s payment method

The Task Force also provides for a set of illustrative examples. The following seem to apply to
the PARENT context.

lllustrative example 1

ENERBYTE makes a website available that allows the VEA users to access their consumption
data online. The end-users have to subscribe to this service and give their consent. The
personal data — by definition - has to be transmitted from the smart meter / sub-meter to
ENERBYTE systems in a secure way in order to mitigate to a satisfactory level the event of a
possible breach.

lllustrative example 2

Smart meters/ sub-meters feeding the VEA register consumption data every 15 minutes or
less. The data concentrator collects this 15 minutes reading once a day and sends it to the
backend systems. These readings might be considered private information in such a way that

they can be illegitimately used to assess sensitive information regarding the behaviour of
each VEA user.

lllustrative example 3

Smart meters register consumption data every 15 minutes (configurable). The data
concentrator collects this 15 minutes reading once a day and sends it to the backend systems.
These readings might be considered private information in such a way that they can be

illegitimately used to assess sensitive information regarding the behaviour of each VEA user.

lllustrative example 5

Technical data and commercial data are stored and processed in different systems. The
common key (also called primary key) that is used to link the two types of data is location (the
address of the VEA-user). This way, VEA-user personal data is better protected as it is not
directly available when accessing technical data only.

In terms of PARENT, data subjects will be the VEA end-users.
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Next section provides for a preliminary list of specific requirements from EU data protection

legislation that at current stage of the project (M4) have emerged as being applicable to
PARENT.
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Relevant Requirements from EU Data Protection Law

Below is a list of requirements from data protection law identified as important to the VEA
until this stage of development of the project. This list does not have the legal to be the
complete list of requirements against which the project research and technology will have to
be assessed. It elaborates on elements that emerged as relevant until the moment of
finalising this report (July 2016). As the VEA will be developed in three years, it is very likely
that other elements will emerge as important for the conduct of the impact assessment.

Such considerations will factor-in the next steps of the impact assessment and next
deliverables to be developed in the framework of WP2: the impact assessment report (due by
M12); D2.4: Report (1) on monitoring of observance of ELSA requirements (due by M18) and
D2.5: Report (2) on monitoring of observance of ELSA requirements (due by M36).

Data protection principles

Data subjects should be able to know what information has been collected about them, the
purpose of its use, who can access and use it. Users should also be informed about: how to
gain access to information collected about them and how they may control who has access to

it. To achieve this, the transparency of the data processing should be ensured.

Data controllers (see description below) should be clearly identified and be able to respond

to requests of e.g. data subjects.

According to the data minimization principle, information systems and softwares shall be

configured by minimising the processing of personal data. The “purpose limitation”

principle> prohibits further processing which is incompatible with the original purpose(s) of

the collection.

The principle of data quality ensures that data are “adequate”, relevant and not excessive in
relation to the purposes for which they are collected and / or further processed, as well as
accurate and, where necessary, kept up to date.

5 Art. 6 (1) b) of Directive 95/46/EC
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The choice of the legal basis for these processing operations has to be carefully selected and
duly justified. The article 7 of Directive 95/46/EC and article 6.1 of GDPR offer a series of
possible legal basis that might be applied.

Further guidance on the processing of Smart Metering data and compliance with the Data
Protection Directive can be found in the Article 29 Working Party opinion WP183 on smart
metering.

Purposes and content of the processing

In PARENT terms, the entities that will be identified as controllers (see description below) will

|ll

need to inform VEA end-users (before the processing of their “personal” meter data, so, for

instance, before the moment of the sign-up) about the main components of the processing

(the main components of the processing are described below).

Similarly, the purposes for which personal data will be collected by the VEA will need to be
specified at the time of the sign-up.

This means that, the use of those data (i.e. “the processing”) will have to be limited to those

components and purposes.

So, it is recommended that the PARENT consortium starts as soon as possible a reflection on
an exhaustive list of both purposes and components of the processing to be communicated in
a clear manner® to the VEA end-users before their sign-up to the VEA. Communication
relating to the processing of the data-subject personal data should in-fact be easy to

understand, and written in clear and plain language in line with the principle of transparency.
Further processing

As PARENT is a research project, “further processing” may be allowed in line with the
specifications provided by Recital 33 of GDPR.

The recital explains that it is often not possible to fully identify the purpose of personal data
processing for scientific research purposes at the time of data collection. Therefore, data

subjects should be allowed to give their consent to certain areas of scientific research when in

0 Recital 39 of GDPR.
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keeping with recognised ethical standards for scientific research. This aspect will be further

explored during the development of the Project Data Management Plan (D0.4).

Data quality

It is particularly important that the principle of data quality is correctly applied in the context
of PARENT as it is strictly connected with both the “right” to “access” of end-users to their
data and "duty” of accountability of the data controller (both notions are explained in section

above on the right to personal data protection and further below).

Sensitive data is data that reveals racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade-union membership and concerning health and sexual
orientation®’. The EU legal regime towards this type of data is prohibitive and can only be
waived out under specific circumstances such as, for instance: the data-subject has given
explicit consent to the processing of those personal data for one or more specified
purposes®?, and other conditions listed in article 9.2 from indent (a) to (j) of the GDPR.

Even though this prohibition may not seem relevant in the context of smart meter data, and
especially data that needs to be processed by the PARENT VEA, examples can be given
where these data do provide an insight into, for instance, religious beliefs, as energy
consumption can reveal patterns of, for example, observing Ramadan or getting ready for
morning prayers®.

Fundamental Notions

For the act of processing to be “lawful”, personal data should be processed on the basis of
the consent of the data subject concerned®.

" Article 9.1 of GDPR and

62 This can be done except where Union or Member State law provide that the general prohibition may not be
lifted by the data subject (art 9.2.a of GDPR).

$3Colette Cuijpers and Bert Jaap Koops, "Smart Metering and Privacy in Europe: Lessons from the Dutch Case";
2013, "European Data Protection: Coming of Age" (Springer) .

¢ For the processing to be lawful, personal data can be processed also based on other legitimate basis, laid
down by law, or the necessity for the performance of a contract to which the data subject is party or in order to
take steps at the request of the data subject prior to entering into a contract. Consent does not provide a valid
legal ground for the processing in the case there is a clear "imbalance” between the data subject and the
controller.

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme

62
URBAN:EUROPE m

SEVENTH FRAMEWORK

PROGRAMME —



PRELIMINARY DRAFT D2.1

Consent is described as an act expressing unambiguous indication of the data subject's
agreement to the processing of personal data relating to him or her. The Regulation mentions
typical forms of consent, including for instance, a written statement, including by electronic
means. Consent is described according to several specific cumulative attributes®.

[t must be:

= clear;

» affirmative;
» freely given;
» specific and
» informed

The expression of consent could include ticking a box when visiting an internet website,
choosing certain technical settings when using online services or another statement or
conduct which clearly indicates the data subject's acceptance of the proposed processing of
his or her personal data®.

Consent should cover all processing activities carried out for a specific and defined purpose.
When the processing has multiple purposes, consent should be given for all of them®’.
Consent should not be regarded as freely given if the data subject has no genuine or free

choice or is unable to refuse or withdraw consent without detriment?t.

Given the importance of consent and the way it will be obtained, see specific ANNEX Il on
Consent forms in PARENT.

Children are considered as vulnerable natural persons under GDPR (Recital 75) and enjoy
specific protection with regard to their personal data. They are regarded as data subject for
data protection law.

It may be possible, depending on level of accuracy and frequency of the readings to identify
personal data related to children or people affected by sickness out of smart meters’ — sub-
meters’ data. By analysing detailed electricity usage data it may be possible to predict — also
on a basis of deductions about the way in which electronic tools work - when members of a

¢ Article 4 (11) of GDPR.

¢ Recital 32 of GDPR.

¢ Consent is presumed not to be freely given if it does not allow separate consent to be given to different
personal data processing operations or if the performance of a contract, including the provision of a service, is

dependent on the consent despite such consent not being necessary for such performance. Recital 43 of GDPR.
¢8 Recital 42 of GDPR.
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household are away on holidays or at work, when they sleep and awake, whether they watch
television or use certain tolls or devices, or entertain guests in their free-time, how often they
do their laundry, if someone uses a specific medical device or a baby-monitor, whether a
kidney problem has suddenly appeared or developed over time®, if anyone suffers from
insomnia, or indeed whether individuals sleep in the same room”.

The PARENT consortium will have to carefully analyse the features of the meters that the VEA
will make use of to gather the measurements. The project should avoid “unecessary” data

processing and the transmission of very frequent and very detailed data. This means avoiding
any unnecessary collection and use of personal data (data minimisation principle), and limiting
the transfer and any processing of the data solely to the specific purpose of the Project
(principle of purpose specification). For data remaining “necessary”, legal safeguards “by
design” and "by default” should apply. As provisions in this area are technical, the project
may need to involve data protection Authority also in line with the European Commission
recommendations issued in 2009 and 2012 on smart metering environments.

Processing means any operation which is performed on personal data (or on sets of personal
data), whether or not by automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction (Article 4.2 of GDPR)”".

As a general rule, personal data should be processed only if the purpose of the processing
could not reasonably be fulfilled by other means (Recital 39 of GDPR).

Any processing of personal data should be (cumulatively):
= Jawful,
» fairand
» transparent
towards data-subjects on:
» the personal data which is collected from them;

¢ In case of processing special categories of data, such as data related to one’s health, consent must be explicit
and supported by evidence that its processing is necessary to attain a legitimate goal. Art. 8 (1) of the 1995
Directive. In order to process medical data, it is necessary to inform the doctor who has a therapeutic link to the
patient.

% Mireille Hildebrandt, ‘Legal Protection by Design in the Smart Grid. Privacy, Data Protection & Profile
Transparency’ 88.

" The data controller — processor (see definitions below), needs to determine if at least one of these operations
is implemented and to what extent its organization has control on this.
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= on how itis used and
= to what extent.

The personal data collected should be adequate, relevant and limited to what is necessary for
the purposes for which they are processed.

This requires, in particular, ensuring that the period for which the personal data are stored is
limited to a strict minimum. In order to ensure that the personal data are not kept longer than

necessary, time limits must be established by the controller for erasure or for a periodic
review. Further to this, every reasonable step should be taken to ensure that personal data
that are inaccurate are rectified or deleted’2.

Personal data should be processed in a manner that ensures appropriate security and
confidentiality of the personal data, including for preventing unauthorised access and the
equipment used for the processing’®.

Whenever processing personal data, PARENT’s partners should consider if it is absolutely
necessary for operational purposes; if the processing is not “absolutely necessary”, it should
be avoided whenever possible’.

As mentioned earlier, given the delicacy of this matter it is strongly recommended that in the
context of PARENT, the purposes and contents of the processing are identified to the largest
extent possible before the consent of the end-users is sought so to reduce the risks linked to
the controller’s accountability over processing activities established by law.

The non-exhaustive list below provides some illustrative examples of processing of personal
data in smart meter environments’>:

e Reading out a meter manual/remote, having data into a database;

e Storage of meter data in meter or telecommunication device including “intermediate
storage”;

e Transfer of meter data via WAN to a back end system naming addressing, encryption,
data plausibility mechanism (e.g. detecting tampered data);

72 Recital 39 of GDPR.

73 Recital 39 of GDPR.

4 Smart Grid Task Force 2012 - 14 Expert Group 2 : Regulatory Recommendations for Privacy , Data Protection
and Cyber-Security in the Smart Grid Environment Data Protection Impact Assessment Template for Smart Grid
and Smart Metering Systems, p.14.

7% ibid p. 19.
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In the case of “prosumers”, the operation of preparing aggregated data necessary for energy
efficient maintenance of the grid (forecasting and settlement) does not request user consent
and may be considered as a legal obligation of the smart grid operator’®

This matters for PARENT's prosumers as the project may need to enter in dialogue with the
local DSOs to clarify and determine what the VEA will do additionallly or differently to / from
the DSOs tasks.

Fundamental roles

Article 4.7 of the GDPR defines the “data-controller” as the natural or legal person, public
authority, agency or any other body which alone or jointly with others determines the
purposes and means of the processing of personal data; where the purposes and means of
processing are determined by Union law or Member State law, the controller or the specific
criteria for his nomination may be designated by Union law or by Member State law;

The GDPR places onerous accountability obligations on data controllers to demonstrate
compliance.

This includes requiring them to:

e maintain certain documentation,

e conduct a data protection impact assessment for more risky processing (DPAs should
compile lists of what is caught), and

e implement data protection by design and by default

Data controllers must notify most data breaches to the DPA. This must be done without
undue delay and, where feasible, within 72 hours of awareness”’. In some cases, the data
controller must also notify the affected data subjects without undue delay.

This policy entails that data controllers to put in place effective procedures and mechanisms
focussing on more high-risk operations and involving new technologies and to carry out a
data protection impact assessment to consider the likelihood and severity of the risk,
particularly with large scale processing.

76 Article 29 WP Opinion WP205.
7 A reasoned justification must be provided if this timeframe is not met.

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme

66
URBAN:EUROPE m

SEVENTH FRAMEWORK

PROGRAMME —



PRELIMINARY DRAFT D2.1

Article 4 (8) of GDPR defines the “data-processor” as “a natural or legal person, public
authority, agency or any other body which processes personal data on behalf of the
controller”.

Data controller and data processor in PARENT

Assigning the role of “controller” and “processor” is one of the first steps the Project needs
to undertake to comply with data protection legislation.

The most sensible option seems that of assigning controllership to the partners that will
actually process personal data as they are also the entities most suited and materially
equipped to ensure GDPR controllership obligations and liabilities are respected’®.

These partners are ENERBYTE that will access and process personal data and BLUPLANET
that may need to access personal data in a pseudonymised form (pseudonymised data is also
personal data under GDPR provisions, more info in section below).

Both partners, in fact, determine the purposes of the processing as members of the PARENT
project.

In this respect, it is important for these bodies to inquiry if there is any “registration”
obligation linked to performing the role of controller or processor in the Countries from where
the personal data origins or where the personal data is processed. If this is the case, the two
partners need to make sure they undertake all registration duties as required by the relevant
national law”’.

’® In the context of PARENT, consortium partners representing academic bodies, consultancies and

municipalities have undersigned the statement on the “purpose of the VEA processing operations” in the Dow
document. This was done jointly with the technical partners that will actually process the personal data.
However, it is doubtful that the non-technical partners can actually perform the role of controller for VEA-related
activities first of all due to the nature of their mission, and secondly, because they do not have the know-how,
finances and material infrastructure needed to perform controllership (or even joint controllership) in full
compliance with the controllers’ duties and obligations stipulated by GDPR provisions. As a result, liability risks
for non-technical partners and for whole project Consortium would be too high. In the absence of an actual
ability of these bodies to adequately and fully cope with law provisions, it is advisable that they are not assigned
the role of controllers nor joint controllers and that this role is assigned to the bodies that will actually lead the
VEA business once the product will be ready for the market.

7" In some Member States, the National Regulatory Authority has established privacy aspects in technical
regulation concerning an “access register” and smart meter functionalities.

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme

67
URBAN:EUROPE m

J— | || S— European
SEVENTH FRAMEWORK mmiss

PROGRAMME —



PRELIMINARY DRAFT D2.1

This role and related obligations and duties (as of GDPR) does not apply in the case the
measurements are processed in an anonymised form by partners (as anonymised data is not
personal data).

The feasibility for the project to attribute the role of controller to partners ENERBYTE and
BLUPLANET is, however, subject to national law provisions on “data controllership” of smart
measurements. In some PARENT Countries, certain type of data from smart meters are
collected by the DSO and accessed by energy suppliers (and meter operators) but at current
stage it is still not clear 1) if, 2) how and 3) to what extent other parties can access that data
and, if so, whether they can act as “controllers” or mere “processors”.

So, when assigning the role of controller, the following options should be considered.
Option 1 — Data Controllership in Countries where smart meters are being installed

In Countries where there is opt-in for smart meters, the PARENT consortium needs to check
whether national legislation exists on “controllership” of smart energy measurements.

a) Case of exclusive controllership to specific bodies (DSO/supplier)
In the case of exclusive controllership of readings assigned to the DSO, two scenarios apply:

Best - case scenario: the DSO is somehow already acquainted to grant access to third parties
and there are data management architectures in place at national level that solve the “access-
to-data” issues “by default”.

Another scenario is that PARENT may need to enter into an agreement with the DSO in order
to ask whether the Project can “process” some specific data sets out of those readings.

To protect the Project, the agreement will at least need to specify:

e that the DSO agrees that partner ENERBYTE processes the data;

e modalities for the conduct of the Data Protection Impact Assessment in full compliance
with rights and duties stipulated by article 35 of the GDPR.

e Whether the DSO needs to gather new consent from data-subjects to inform them on the
new processing purposes - i.e. the PARENT VEA-related purposes - or whether the consent
already gathered from the data-subjects already allows for “further processing”.

In the case partner BLUPLANET needs to process pseudonimysed data, BLUPLANET is to be
considered as “new controller” and an additional agreement must be drafted that at least
specifies:
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e the DSO agrees that partner BLUPLANET processes the data in a pseudonymised form;

e description of pseudonymisation operations and flows between ENERBYTE and
BLUPLANET;

¢ that the DSO and partner BLUPLANET agree on how to assign responsibilities attributable
to data controllers of pseudonymised data in full compliance with rights and duties
stipulated by the GDPR.

e Whether the DSO needs to gather new consent from data-subjects to inform them on the
new processing purposes — those related to BLUPLANET's processing - or whether the
consent already gathered from the data-subjects already allows for such “additional”
processing.

e Description of how BLUPLANET intends to comply with provisions of the so-called EU E-
Privacy Directive: Directive 2002/58/EC of 12 July 2002 concerning the processing of
personal data and the protection of privacy in the electronic communications sector.

In the case partner BLUPLANET only needs to process anonymised data, there is no need for
BLUPLANET to undertake the role of “new controller” nor to sign an additional agreement
with the DSO®.

In the case, partners ENERBYTE and BLUPLANET can be considered as “controllers” and/or
“processors” of the personal data related to their processing activities.

This means that they have at least to:

e Obtain consent from end-users to use their personal data as described in article 6.1(a) of
GDPR on Lawfulness of Processing and by providing end-users information listed in article
13 of GDPR on Information to be provided where personal data are collected from the
data subject;

o Comply with all other duties on controllership deriving from GDPR, including those
ensuring the exercise of rights of the data-subjects with respect to the processing of their
data®.

A few important elements still need to be explored such as:

8 Although anonymisation is frequently discussed as a possible solution, using aggregated instead of
anonymized data should be encouraged to a maximum extent possible as it is currently very difficult to ensure
the full anonymisation of personal data and it is often possible to ‘re-identify' or 'de-anonymise' individuals
hidden in anonymised data. Article 29 Data Protection Working Party has recently published its Opinion 05/2014
on Anonymisation Techniques which analyses the effectiveness and limits of existing anonymisation techniques
against the EU legal background of data protection and provides recommendations for a cautious and
responsible use of these techniques to build a process of anonymisation.

8 Exceptions on the excercise of rights may apply in line with provisions in art 89 of GDPR on research purposes
but this may be explored in a separate deliverable.

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme

69
URBAN:EUROPE m

SEVENTH FRAMEWORK

PROGRAMME —



PRELIMINARY DRAFT D2.1

Who is the National Data Protection Authority responsible for data subjects in the case
partner ENERBYTE is the sole controller and processor of the data in all 4 PARENT Countries?

EU Data Protection Legislation attributes this responsibility to the National Authority based in
the Country where the data is processed. However, PARENT end-users should be enabled to
recur to their own national DPAs (not the Spanish one or the Belgian one that are the
Authorities based where the controller has its main establishment and where their data will be
processed) not least for a question of working “language”. This aspect is very important for
the project to ensure data-subjects enjoy their rights.

In Countries where DSO has exclusive controllership rights on readings, do DSOs also hold
exclusive rights on readings of sub-metering systems?

There is a “grey area” in this respect. EU legislation on “smart metering” does not always
explicitly refer to “smart meters” only.

EU Legislation applies to “smart metering system” or “intelligent metering system” that are
“generally” defined as: “an electronic system that can measure energy consumption,
providing more information than a conventional meter, and can transmit and receive data
using a form of electronic communication” (article 2 point 28 on Definition of the 2012 Energy
Efficiency Directive®). The PARENT consortium thus needs to further inquiry on this aspect as
this definition may apply to sub-meters as well.

This may not apply to Belgium since provisions on intelligent metering - in particular art 9.2
on “metering” and 10.2 on “billing” of the Energy Efficiency Directive - are applicable where
and to the extent that Member States implement intelligent metering systems and roll out
smart meters in accordance with the deployment stipulated by Annex | of the EU Electricity
Directive 2009/72/EC. However, the Project needs to be cautious on this point.

The data recipient is the natural or legal person, public authority, agency or another body, to

which the personal data are disclosed®,

The PARENT project will have to identify who will be assigned this role and communicate it to
end-users as established®.

8 Directive 2012/27/EU of 25 October 2012 on energy efficiency,
8 Art. 4(9) GDPR.
8 Art.13.e of GDPR.
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Rights of the data subject

As anticipated, the GDPR also recognises a number of subjective rights for data subjects such
as the right to receive some information whenever data is collected, to access the data, to

have data corrected, and to object to certain types of processing.®

According to art. 12 of GDPR the controller shall take appropriate measures to provide any
information to the data subject in a concise, transparent, intelligible and easily accessible
form, using clear and plain language. The information shall be provided in writing, or by other

means, including, where appropriate, by electronic means.

The data subject shall have the right to obtain from the controller confirmation as to whether
or not personal data concerning him or her are being processed, and where that is the case,

access to the personal data®.

According to art. 16 of GDPR, the data subject shall have the right to obtain from the
controller without undue delay the rectification of inaccurate personal data concerning him or
her. Taking into account the purposes of the processing, the data subject shall have the right
to have incomplete personal data completed, including by means of providing a

supplementary statement.

The right to be forgotten® grants the right to the data subject to have his personal data
erased: “The data subject shall have the right to obtain from the controller the erasure of
personal data concerning him or her without undue delay and the controller shall have the

obligation to erase personal data without undue delay”.®®

& Art. 12

8 Art. 15 GDPR, As the CJEU clarified in the Rijkeboer case, the right to access is necessary to enable the data
subject to exercise his rights under art. 12 (b).

 Art. 17 GDPR

8 Art. 17 GDPR. The provision has an apparent effect in online environment since search engines must remove
search results upon the request of the individual. Although it will be a newly expressed right in the GDPR, due to
the decision of the Google Spain case, it is also derivable from the Directive.
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According to art. 20 of GDPR, “the data subject shall have the right to receive the personal
data concemning him or her, which he or she has provided to a controller, in a structured,
commonly used and machine-readable format and have the right to transmit those data to

another controller without hindrance from the controller to which the personal data have

been provided.”

The right to data portability applies when the processing of personal data takes place based
on the consent of the data subject or based on a contract. As the signing up to the VEA
corresponds to expressing consent and / or subscribing a contract, this right falls within the
set of rights that the VEA end-users enjoy. It is important to note that this right heavily
depends on interoperability solutions the controller deploys in order to make possible the

actual portability of the data if the end-user decides to exercise the right. This means the
right is linked to interoperability burdens that can correspond to new investment for the
controller. However, recital 68 of GDPR provides for some clarification on the duties of data
controllers towards this right. The recital reads: “Data controllers should be encouraged to
develop interoperable formats that enable data portability (...) The data subject's right to
transmit or receive personal data concerning him or her should not create an obligation for
the controllers to adopt or maintain processing systems which are technically compatible”.

Thus, the right to data portability does not create an “investment obligation” for the
controller to meet the content of the right.

Art. 21 of GDPR elaborates on the right to object: The data subject shall have the right to
object, on grounds relating to his or her particular situation, at any time to processing of
personal data concerning him or her. Data subject has the right to object not only relating to

his or her particular situation, but against profiling or direct marketing purposes as well.

Where the data subject considers that his or her rights under GDPR have been infringed as a
result of the processing of his or her personal data in non-compliance with GDPR, he or she

has the right to an effective judicial remedy and the right to receive compensation.®

This right will be a new form of exercising data protection rights. Data subjects will be able to

affect the extension of the data processing by claiming its restriction.

 Art. 79 GDPR
% Art. 18 GDPR
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The data subject shall have the right not to be subject to a decision based solely on
automated processing, including profiling, which produces legal effects concerning him or
her or similarly significantly affects him or her?.

Data controller(s) and processor(s) in the context of PARENT will have to make sure these
rights are enjoyed by the VEA end-users. End-users enjoy a set of rights related to the
processing of their personal data by the project.

It is useful noticing that end-users’ may express the need to exercise these rights when their
personal data is being processed by the VEA. This is an important element to set the scene to
the platform development (WP5) and related Living Labs WP7.

It is to be noted that rights in articles 15, 16, 18 and 21 can in some cases be derogated for
reasons connected to processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes. However, their derogation is very limited.
First of all, it has to be provided by Union’s law or Member States’ law; secondly, derogation
can apply in so far as such rights are likely to render impossible or seriously impair the

achievement of the specific purposes, and such derogations are necessary for the fulfilment of
those purposes. In any case adequate safeguards have to apply, for instance, technical and
organisational measures, in particular in order to ensure respect for the principle of data

minimisation.

Obligations of the data controller

On one hand, GDPR demands full compliance from the data controller, but on the other hand

it also provides assistance to the controller to help him meet those requirements without

excessive effort. To be able to ensure and demonstrate compliance, additionally to avoid

sanctions, the data controller has to take into consideration inter alia the “risks” to the rights

and freedoms of the data subjects™.

The GDPR has introduced an umbrella principle for the data-controller accountability: in art.

24 (responsibility of the controller), commonly referred to as the principle of accountability.

! Article 22 of GDPR
92 Art. 24 GDPR
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Although accountability, as an explicit principle, has existed in international data protection
law for thirty years,” in EU data protection law it will debut in the GDPR*.

The obligations described below, should be interpreted as measures implementing the

accountability principle.

Article 30 of the GDPR requires specific documentation about the controller, the processor (if
any) and the processing operations. Although the Regulation mentions an exception: when
the data controller has less than 250 employees, the maintenance of the record of the
activities is envisaged in the case the processing it carries out is likely to result in a risk to the

rights and freedoms of data subjects.

The controller shall implement appropriate technical and organisational measures to ensure a
level of security appropriate to the risk. Article 32 of GDPR reads: “In assessing the
appropriate level of security account shall be taken in particular of the risks that are presented
by processing, in particular from a) accidental or b) unlawful destruction, c) loss, d) alteration,
e) unauthorised disclosure of, or f) access to personal data transmitted, stored or otherwise

processed.”

Article 25 of GDPR introduces provisions on”Data Protection by Design and by Default”
meaning that the controller shall implement appropriate technical and organisational
measures which are designed to implement data-protection principles, such as data
minimisation, in an effective manner.

Recital 78 further explains that in order to be able to demonstrate compliance with GDPR, the
controller should adopt internal policies and implement measures which meet in particular the
principles of data protection by design and data protection by default. Such measures could
consist, inter alia, of minimising the processing of personal data, pseudonymising personal
data as soon as possible, transparency with regard to the functions and processing of
personal data, enabling the data subject to monitor the data processing, enabling the
controller to create and improve security features.

% For example art. 14 in the OECD guidelines (1980)
¢ Accountability mechanisms are apparent also the 1995 Directive, however they are based on a reactive
approach, meaning data controllers are held accountable after their activities result a complaint.
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In this respect, the VEA developers will have to pay attention to two aspects:

e That the VEA makes use of processing solutions that integrate data protection safeguards
by default and by design.

e That the VEA itself is designed in a way that allows for integrating data protection
considerations in its very design phase.

The personal data breach notification originates from art. 4 (3) of the ePrivacy Directive. Given
its positive effects, the EU legislator foreshadowed its implementation to the GDPR which, in
its article 33 stipulates that: in the case of a personal data breach, the controller shall without
undue delay and, where feasible, not later than 72 hours after having become aware of it,
notify the personal data breach to the supervisory authority competent (...), unless the
personal data breach is unlikely to result in a risk to the rights and freedoms of natural
persons.

Adherence to "approved codes of conduct” or “approved certification mechanisms” may be
used as an element by the controller to demonstrate compliance with its obligations®™. It is
important to note that abiding to codes of conduct in Europe does not serve as an alternative
or substitution to regulation (as they are e.g. in the United States) but rather a completion or

clarification of those.

Article 58.2.() of GDPR on the powers of supervisory authorities assigns the capability to
Supervisory Authorities to impose administrative fines as corrective measures on controllers
and processors in the case of infringement of provisions in the Regulation. Article 83 specifies
the attributes of the fines and explains that they must be effective, proportionate and
dissuasive. The amount of the fine is significantly high as it can reach 20 million EUR or up to

4% of the total worldwide annual turnover of the preceding year.

The same article lists conditions for imposing administrative fines for a specific set of

% Article 24.3 of GDPR
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infringements (such as, for instance, obligations of the controller, the basic principles for
processing, including conditions for consent, or data subject rights and other types of
infringements).

For those infringements that are not subject to administrative fines, each Member State is to

lay down rules on other penalties®.

Article 4.5 of GDPR defines pseudonymisation as “the processing of personal data in such a
manner that the personal data can no longer be attributed to a specific data subject without
the use of additional information, provided that such additional information is kept separately
and is subject to technical and organisational measures to ensure that the personal data are
not attributed to an identified or identifiable natural person”.

The GDPR attributes to pseudonymisation the role of a safeguard towards the rights of the
data-subject (together, for instance, to encryption)”. It is, for instance, mentioned as an
example of “appropriate” measure for implementing data protection by design and by
default principles®™.

However, pseudonymisation is not a guarantee of safeguard per se for the right of data
protection as it is possible to identify the subject of that data by the use of additional
information. This emerges clearly in recital 26 of GDPR which reads: “personal data which
have undergone pseudonymisation and which can be attributed to a natural person by the
use of additional information is considered to be information on an identifiable natural
person”. This means that the principles of data protection also apply to this kind of data.

This is why the GDPR specifies that while pseudonymisation of personal data can help
controllers and processors to meet their data-protection obligations, the explicit introduction
of pseudonymisation is not intended to preclude any other measures of data protection®.

Furthermore, the Recital 29 explicits that pseudonymisation is possible for the controller when
that controller has:

1. taken technical and organisational measures necessary to ensure, for the processing
concerned, that provisions of GDPR are respected, and that

2. additional information for attributing the personal data to a specific data subject is kept
separately.

% Art. 84 of GDPR

7 Art. 6.4.e on lawfulness of processing and art. 32.a on security of processing
% Art. 25.1

9 Recital 28 of GDPR)
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Data Protection Impact Assessment

Art. 35 of GDPR requires the data controller to conduct an assessment of the impact of the
envisaged processing operations on the protection of personal data, when a type of

processing is likely to result in a high risk for the rights and freedoms of the individual.

The data protection impact assessment is intended to implement the general risk assessment
logic into data protection law. With such assessment the controller is capable to determine
whether the risk (the processing of personal data) has negative consequences and if so, how

to treat them (by implementing mitigation adequate measures).

In any case, prior consultation of the supervisory authority may be required in the case the
assessment reveals that the processing of personal data would result in a high risk in the

absence of measures taken by the controller to mitigate such risk'®.

PARENT will conduct a Data Protection Impact Assessment as part of the general “ELSA-RRI”
impact assessment and as required by the Dow in description of WP2.

Transferring data across borders

The general rule regarding the transfer of personal data across national borders is that it is
permissible within the EU as the free movement of personal data within the Union cannot be

neither restricted nor prohibited™".

It must be noted that the Regulation has EEA relevance, thus, the scope of its rules extend to

Norway.

190 Art 36 of GDPR

10T Art. 1(3)

192 This chapter was written after 23 June, therefore the results of the referendum about the United Kingdom
leaving the European Union should be taken into consideration. Although it is too early to predict the
consequences of the referendum, the possibility of the UK becoming a third country in terms of data protection
law.
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For transfers outside the EU, more stringent rules apply. The logic behind this is that countries
outside the Union may not have the same level of data protection in their law as the countries

of the Union (where GDPR applies).

There is no need to transfer personal data outside the EU in PARENT. However, the project
may need to use instruments such as software, online services and clouds from service
providers based outside the EU. In such a case, the following provisions must be taken into

due consideration.

Art. 45 GDPR requires a third country to ensure an adequate level of protection that is
evaluated by the Commission. If the Commission has decided that the country in question has
no adequate level of protection, a controller or processor may transfer personal data to a
third country only if the controller or processor has provided appropriate safeguards’®, and
on condition that enforceable data subject rights and effective legal remedies for data
subjects are available. When neither the country provides adequate safeguards, nor the
controller ensures the required safeguards, personal data can be transferred to third countries

only if additional conditions™ are met.

103 . .
These safegueards can be inter alia

(a) a legally binding and enforceable instrument between public authorities or bodies;

(b) binding corporate rules in accordance with art. 47;

(c) standard data protection clauses adopted by the Commission in accordance with the examination procedure
referred to in Article 93(2);

(d) standard data protection clauses adopted by a supervisory authority and approved by the Commission
pursuant to the examination procedure referred to in Article 93(2);

(e) an approved code of conduct pursuant to Article 40 together with binding and enforceable commitments of
the controller or processor in the third country to apply the appropriate safeguards, including as regards data
subjects' rights; or

(f) an approved certification mechanism pursuant to Article 42 together with binding and enforceable
commitments of the controller or processor in the third country to apply the appropriate safeguards, including as
regards data subjects' rights.

1% As to article 49, these conditions are:

(a) the data subject has explicitly consented to the proposed transfer, after having been informed of the possible
risks of such transfers for the data subject due to the absence of an adequacy decision and appropriate
safeguards;

(b) the transfer is necessary for the performance of a contract between the data subject and the controller or the
implementation of pre-contractual measures taken at the data subject's request;

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the data
subject between the controller and another natural or legal person;

(d) the transfer is necessary for important reasons of public interest;

(e) the transfer is necessary for the establishment, exercise or defence of legal claims;

(f) the transfer is necessary in order to protect the vital interests of the data subject or of other persons, where
the data subject is physically or legally incapable of giving consent;
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The most important (in the case of the PARENT project) of these conditions is where the data
subject gives his explicit consent to the proposed transfer. In order to utilise this option, it is
necessary to explain to all data subjects involved that their personal data will be transferred to
a state outside the EEA and that such transfer is to an area where EU rules on data protection

do not apply.

Competent Supervisory Authorities

Each controller has a counter-part in a Competent Supervisory Authority. The competent
supervisory authority should be the supervisory authority of the Member State where the
controller has its main establishment.

Notification To Supervisory Authority In Directive 95/46/EC

As explained earlier in this document, although the GDPR has already entered into force, it
will only take effect from 25 May 2018. This means that until 2018, the 1995 Directive’s still
apply in the Countries where the PARENT project will develop'®.

Article 18 of Directive 95/46/EC imposes an obligation to notify processing operations to the
supervisory authority. In this respect, the controller must notify the supervisory authority
before carrying-out a processing operation or set of such operations intended to serve a
single purpose or several related purposes.

Point 2 of the same article stipulates that Member States may provide for simplification or
exemption from this provision under certain conditions. One of these conditions is that the
controller in compliance with national law appoints a personal data protection official.

(g) the transfer is made from a register which according to Union or Member State law is intended to provide
information to the public and which is open to consultation either by the public in general or by any person who
can demonstrate a legitimate interest, but only to the extent that the conditions laid down in Union or Member
State law for consultation are fulfilled in the particular case.

1% Since the testing phase of the VEA will end when the GDPR will take effect (Spring 2018) the Project needs to
make itself ready to the new legislative environment. Thus, PARENT will take relevant data protection provisions
of both the Directive and GDPR into account.
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The PARENT project has a Data Protection Officer, however, this officer has been nominated
during the draft proposal phase of the project and has not been appointed by the controller
in compliance with national law implementing Directive 95/46/EC. Thus, the PARENT DPO
does not fall under the exemption of notification under provisions of article 18.2.

The PARENT project will need to notify processing activities to the national DPAs where the
processing is to take place.

In line with article 19 of the Directive, the notification should include at least:
1. the name and address of the controller and of his representative, if any;
2. the purpose or purposes of the processing;

3. a description of the category or categories of data subject and of the data or
categories of data relating to them;

4. the recipients or categories of recipient to whom the data might be disclosed;
5. proposed transfers of data to third countries;

6. a general description allowing a preliminary assessment to be made of the
appropriateness of the measures taken to ensure security of processing.

In any case, the specific conditions for the notification are established at the level of each
Competent Authority, usually in their web-site.

As mentioned earlier, PARENT end-users should be enabled to recur to their own national
DPAs (not the Spanish one or the Belgian one that are the Authorities based where the
controller has its main establishment and where their data will be processed) not least for a
question of working “language”.

The consortium may consider notifying the beginning of the processing activities also to the
competent authorities of all PARENT countries.

Sector-specific rules, e-privacy, data retention, self-regulation

As PARENT will progress, it will become clearer if Directive 2002/58/EC of the European
Parliament and of the Council of 12 July 2002 concerning the processing of personal data
and the protection of privacy in the electronic communications sector (Directive on
privacy and electronic communications; the ePrivacy Directive)) as amended by
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Directives: 2006/24/EC and 2009/136/EC?® (see infra, at 3.2.2.1.4). Forms of self-regulation
will also be explored™.

Data Protection Law in PARENT Member States

Belgium

Belgium implemented the EU Data Protection Directive 95/46/EC with the Data Protection
Act dated 8 December 1992 as amended in 1998 (Act). Enforcement is through the Belgian
Data Protection Authority (DPA), called the Commission for the Protection of Privacy. Belgium
expressed the importance of privacy and data protection by appointing a Secretary of State

(ie @ member of the cabinet assigned to a Minister) responsible for privacy matters, in
October 2014.

The Netherlands

The Netherlands implemented the EU Data Protection Directive 95/46/EC on 1 September
2001 with the Dutch Personal Data Protection Act (‘Wbp'). Enforcement is through the Dutch
Data Protection Authority (‘Autoriteit Persoonsgegevens’).

Norway

Being a member of the European Economic Area (‘EEA’), Norway has implemented the EU
Data Protection Directive 95/46/EC with the Personal Data Act (LOV-2000-04-14-31and the
Personal Data Regulations (FOR-2000-12-15-1265).

Spain

As a member of the European Union, Spain formally implemented the EU Data Protection
Directive 95/46/EC in November 1999 with the Special Data Protection Act 1999 (the ‘Act’,
also known as the ‘LOPD’ in Spain). Nevertheless, from 1992, Spain already had a Data
Protection Act ('LORTAD’) that was fully consistent with most of the contents of the EU Data
Protection Directive 95/46/EC. The Act, simply represents an up-to-date version of LORTAD,
rather than being a major change in the legal framework. Enforcement is through the Spanish
Data Protection Commissioner’s Office ('AEPD’).

1% Examples of forms of self-regulation are: Federation of European Direct and Interactive Marketing (FEDMA)
(2010) European Code of Practice for the Use of Personal Data in Direct Marketing Electronic Communications
(Annex), http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2010/wp174_annex_en.pdf. And the
European Commission — DG INFSO - Safer Internet Programme (2009) Safer Social Networking Principles for the
EU http://ec.europa.eu/information_society/activities/social_networking/docs/sn_principles.pdf.
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It is recommended that Consortium partners take in full consideration these national
legislations when conducting the Pilots and Living Labs. Such legislations will be replaced by
GDPR in 2018 but until then, they still have effect in PARENT Countries as emanations of
Directive 95/46/EC. It will be particularly important for partners to check if such pieces of
legislation include important exemptions due, for instance, to specific local conditions or
stricter requirements vis a vis of requirements laid down by the GDPR.
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Part 3 - Section II: Legal Requirements from EU Energy and Consumer Law




1 - THE EU LEGISLATIVE AND REGULATORY DRIVERS FOR SMART METERS' DEPLOYMENT

The energy legislation relevant to the PARENT project is the one stemming from the
European Union and aimed at fostering deployment of the smart energy metering systems
that are a pre-requisite for the functioning of the VEA.

This legislation applies to all PARENT Countries including Norway, even if this Country is not
a member of the European Union. Norway is a member of EFTA and a party to the European
Economic Area agreement (EEA). As a consequence of this, the EEA procedures regarding
adoption of new EU directives apply for Norway.

The EU supports intelligent meters’ deployment at large scale as - with their ability to
accurately reflect variations in energy consumption - they contribute to optimise supply flows,
increase network efficiencies and, thus, serve internal market objectives. The European
Commission sees smart energy devices as an enabler for implementing key energy policies as
they:” have an essential role in the process of transforming the functionality of the present
electricity transmission and distribution grids so that they are able to provide a user-oriented
service, supporting the achievement of the 20/20/20 targets and guaranteeing high security,
quality and economic efficiency of electricity supply in a market environment.”'%”

As mentioned in previous sections of this deliverable, among all promised benefits, this
technology raises a number of concerns on private life and personal data. Smart meters apply
at end-users’ level and, when installed in households, they have the potential to provide
sharp insights into personal routines. The European Commission has carried out extensive
regulatory work to meet these concerns.

The present section of this deliverable will briefly:

e describe the EU pieces of legislation promoting a large-scale roll-out of smart metering
systems

e re-cap on the European Commission’s regulatory initiatives aimed at mitigation of
privacy concern raised by the introduction of this technology in households.

Further to this, the EU has introduced in legislation specific provisions on energy consumers’
protection. The last section of this deliverable addresses these measures and their importance
to PARENT.

197 Task Force Smart Grids, Expert Group 1 (EG1), Functionalities of smart grids and smart meters, December 2010,
p. 4. http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/expert_group1.pdf.




In 2009, the European Union adopted the Electricity Directive'®. This Directive requires that
at least 80% of consumers are equipped with intelligent metering systems by the year 2020 if
an economic assessment of the long-term costs and benefits to the market and the individual
consumers is positive'”. The Electricity Directive requires the introduction of smart metering
technologies in order to assist the active participation of electricity consumers in the supply
market'°.

To date, national decisions on the 80% target have been "no" in Belgium, "yes" in Spain (but
without "cost —benefit” analysis), "yes" in the NL but under strict conditions and “yes” in
Norway.

Whilst (as described above) it is still unclear if and how the “80% smart meters target” will be
attained in PARENT Countries and to what extent the EU provisions will be applied by them,
the PARENT project will in any case have to take into account the binding functionalities
stemming from EU Regulation.

This applies for at least two reasons:

1. many initiatives aimed at a wide-spread diffusion of such devices are in-fact being
voluntarily undertaken by the market even in Countries where the CB analysis has given
negative results - this is the case of Belgium of instance.

2. as the project has the ambition of producing scalable results at European level, its
development will be conducted along the lines of EU provisions.

In 2012 the Energy Efficiency Directive'"" has been enacted which includes obligations on the
functions to be performed by smart metering systems. The text attributes to a widespread
application of this technology the possibility to contribute to energy efficiency gains''?. The

1% Directive 2009/72/EC of the European Parliament and of the Council of 13 July 2009 concerning common
rules for the internal market in electricity and repealing Directive 2003/54/EC, OJ 14.08.2009, L211/55.

199 Cfr. Annex | point 2 of Directive

10 Cfr. Annex | point 2 of Directive

" DIRECTIVE 2012/27/EU OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 25 October 2012 on
energy efficiency, amending Directives 2009/125/EC and 2010/30/EU and repealing Directives 2004/8/EC and
2006/32/EC.

2 Energy Efficiency Directive, Recital 26
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Directive pursues in fact energy savings all-over the production and consumption chain,
including reductions of electricity consumption by final consumers.

The Energy Efficiency Directive includes many provisions aimed at regulating the
implementation of smart meters. The text clarifies that if Member States introduce smart
metering systems, these should be able to perform specific functions enabling access of final
consumers to accurate information concerning their actual consumption and time of use'’.
The text recognises that providing final consumers with accurate data and enabling frequent
billing based on actual consumption makes it possible for customers to “regulate” their
energy use''.

Article 9.2 of the Directive provides for a list of such specific functions to be performed by
smart metering systems. The article reads:

Where, and to the extent that, Member States implement intelligent metering systems and
roll out smart meters for natural gas and/or electricity in accordance with Directives
2009/72/EC and 2009/73/EC ">

(a) they shall ensure that the metering systems provide to final customers information on
actual time of use and that the objectives of energy efficiency and benefits for final
customers are fully taken into account when establishing the minimum functionalities of
the meters and the obligations imposed on market participants;

(b) they shall ensure the security of the smart meters and data communication, and the
privacy of final customers, in compliance with relevant Union data protection and
privacy legislation;

(c) in the case of electricity and at the request of the final customer, they shall require
meter operators to ensure that the meter or meters can account for electricity put into
the grid from the final customer’s premises;

(d) they shall ensure that if final customers request it, metering data on their electricity
input and off-take is made available to them or to a third party acting on behalf of the

3 Energy Efficiency Directive, Article 9.2

14 Energy Efficiency Directive Recital 32

> Directive 2009/73/EC of the European Parliament and of the Council of 13 July 2009 concerning common
rules for the internal market in natural gas and repealing Directive 2003/55/EC; so-calles Natural Gas Directive.
Similarly to the Electricity Directive, the Natural Gas Directive also contains an obligation for Member States to
ensure the implementation of intelligent metering systems and stipulates that at least 80% of consumers shall be
equipped with them by the year 2020 if an economic assessment of the long-term costs and benefits to the
market and the individual consumers is positive. Cfr. Annex | point 2 of the Natural Gas Directive.
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final customer in an easily understandable format that they can use to compare deals
on a like-for-like basis;

(e) they shall require that appropriate advice and information be given to customers at the
time of installation of smart meters, in particular about their full potential with regard to
meter reading management and the monitoring of energy consumption.

Article 9.2 of the Energy Efficiency Directive thus clarifies that if Member States introduce
smart metering systems, various obligations concerning consumption data and access of final
consumers to this data apply.

Point (a) of the article responds to enabling access of final consumers to actual time of use.
Point (b) entails that Member States are responsible for ensuring the privacy of information
when collecting, storing, processing and communicating the data from the metering of
individual energy consumption by final customers''®. Point (e) aims at making sure final
consumers receive advice (by installers of smart meters, for instance) on the functionalities of
the meter enabling to monitor consumption'".

Point (c) entails that the meter must be equipped to enable measurements of the amounts of
electricity that the final-user may will to inject into the grid. This is the typical case of
electricity produced by “prosumers”.

Prosumers are final consumers who hold a generation facility (such as, for instance, a solar
panel) in their premises'®. These type of “actors” have the choice between buying electricity
they require or producing it themselves. As they may need to inject surplus flows into the
grid, smart meters must be able to measure these flows.

Point (d) is related to point (c) as it requires that data on electricity injections and withdrawals
measured by the smart meter is provided to final-users - or to a third party appointed by the
final user'? - in an “easily understandable” format so that end-users - or the party acting on
the final-user behalf - can compare supply offers and behave accordingly.

© Guidance paper EED article 9 - page 8

"7 Guidance paper EED article 9 - page 9

"8 Pag. 50 SGTF-EG3 Report: Regulatory Recommendations for the Deployment of Flexibility. January 2015
http://ec.europa.eu/energy/sites/ener/files/documents/EG3%20Final%20-%20January%202015.pdf

"9 This third party is the so-called “energy service provider”. The Energy Efficiency Directive provides for a

definition of the "“energy service provider” in its Article 2(24) a natural or legal person who delivers energy
services or other energy efficiency improvement measures in a final customer’s facility or premises. Energy
service providers offer services to final energy users, such as, for instance, the supply and installation of energy-
efficient equipment, or the advise, monitoring and evaluation of savings and efficiency improvements. Smart
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The Directive also introduces detailed requirements for energy suppliers improving billing
through “smart metering” in article 10.2. The article establishes that where smart meters are
implemented:

2. (...) Member States shall ensure that final customers have the possibility of easy access to
complementary information on historical consumption allowing detailed self- checks.

Complementary information on historical consumption shall include:

(a) cumulative data for at least the three previous years or the period since the start
of the supply contract if this is shorter. The data shall correspond to the intervals
for which frequent billing information has been produced; and

(b) detailed data according to the time of use for any day, week, month and year.
These data shall be made available to the final customer via the internet or the
meter interface for the period of at least the previous 24 months or the period
since the start of the supply contract if this is shorter.

Thus, the provisions in article 9.2 coupled with the provisions in article 10.2 are aimed at
equipping smart meters in a way that they improve consumers' ability to gain awareness on
their energy consumption patterns and allows them to enact decisions leading to energy and
economic savings for themselves and the whole system.

Further to this, the Directive attributes an important role to smart metering systems as they
can act as the interface to enable the so-called demand-response mechanisms. The Energy
Efficiency Directive defines demand response as an important instrument for improving
energy efficiency, since it (...) provides a mechanism to reduce or shift consumption, resulting
in energy savings in both final consumption and, through the more optimal use of networks
and generation assets, in energy generation, transmission and distribution'?.

The Impact Assessment Report accompanying the proposal for the Energy Efficiency Directive
provides some elucidation on the link between demand response mechanisms and smart

meters can facilitate the work of energy service providers. Thus, one of the effects of the spread of this
technology is that of contributing to the opening-up and development of a European market for these services.
120 Energy Efficiency Directive, Recital 44
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meters'?’. The Report reads: “The tools for demand response are direct and indirect load
control, via intelligence appliances with control functions'?”.

According to the Report, considerable savings in energy generation capacity can be achieved
by enabling consumers to actively manage their energy use and react to price signals. This
means rewarding the shifting of load from peak to off-peak times when cheap and clean
energy is available. This also means better management of generation assets and overall
savings in network management. The Report further explains: an economic important benefit
will come from enabling the consumer to more easily participate in the local generation of
energy (introduction of micro-CHP, integration of photovoltaic power, etc)'%.

This explains why, among the detailed list of requirements for smart meters provided in article
9.2, point (c) asks that the meters can account for electricity put into the grid from the final
customer’s premises and point (d) specifies that Members States shall ensure that if final
customers request it, metering data on their electricity input and off-take is made available to
them in an easily understandable format.

To conclude, EU rationale for the introduction of smart meters is at lease three-fold:

e Reduction of consumption at end-user level;

e Allow for input / off-take measurements in the case of distributed generation and
improvements in terms of network forecasting activities;

¢ Enable demand —response mechanisms to take place

While the first driver pursues energy efficiency, the second and third pursue efficiency and
costs reductions in network management - coupled with decentralized generation and
increased competition among suppliers.

In 2012, seven months before the adoption of the Energy Efficiency Directive, the European
Commission has issued a Recommendation on the roll-out of smart metering systems'?.
Although the content of the Recommendation is not binding under a legal viewpoint it holds

121 European Commission, Commission Staff Working Paper Impact Assessment Accompanying the document
Directive of The European Parliament and of the Council on energy efficiency and amending and subsequently
repealing Directives 2004/8/EC and 2006/32/EC.

122 |bidem, Page 60.

123 |bidem, page 45

124 Commission Recommendation of 9 March 2012 on preparations for the roll-out of smart metering systems
(2012/148/EU) here after “the Recommendation”.
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important political significance on EU Member States.
It is a comprehensive instrument that addresses three main concerns:

1. personal data protection and security

2. economic assessment of the long-term costs and benefits;

3. common minimum functional requirements for smart meters
In the present section of the deliverable we will only focus on the third aspect.
The Recommendation provides for a list of common minimum functional requirements for
smart meters by regrouping specific functionalities under the “main purposes” for their
introduction”. The list is reported below.

1. For the customer:

a. Provide readings directly to the customer and any third party designated by the

consumer
b. Update the readings referred to in point (a) frequently enough to allow the infor-
mation to be used to achieve energy savings

2. For the metering operator:
a. Allow remote reading of meters by the operator
b. Provide two-way communication between the smart metering system and
external networks for maintenance and control of the metering system
c. Allow readings to be taken frequently enough for the information to be used for
network planning

3. For commercial aspects of energy supply
a. Support advanced tariff systems
b. Allow remote on/off control of the supply and/or flow or power limitation

4. For security and data protection:
a. Provide secure data communications
b. Fraud prevention and detection

5. For distributed generation
a. Provide import/export and reactive metering
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As described above, The EU has provided for a set of both legally binding and recommended
functionalities to be performed by a meter for it to be considered as “smart”.

The EU has done this via the “Energy Efficiency Directive”'?® and the “Recommendation on
the roll-out of smart metering systems” %,

Finally, the EU Commission also drafted a non-binding report that couples additional sub-
functionalities to main meter functionalities, the so-called “DG ENER and DG INFSO
report”'?’. Sub-functionalities determine elements such as the quality and frequency of the
measurements (i.e. more or less accurate measurements, more or less frequent collection and
transmission of data) as well as other specifications that different smart meters can perform.

12> Directive 2012/27/EU of the European Parliament and of the Council of 25 October 2012 on energy
efficiency.

126 Commission Recommendation of 9 March 2012 on preparations for the roll-out of smart metering systems
(2012/148/EU).

127 A joint contribution of DG ENER and DG INFSO towards the Digital Agenda, Action 73: Set of common
functional requirements of the SMART METER FULL REPORT. Accessed through:
https://ec.europa.eu/energy/sites/ener/files/documents/2011 10 smart_meter funtionalities _report full.pdf
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EU Energy Efficiency Directive

EU Comm Recommendation

Specifications from EC report

EU Energy Efficiency Directive

EU Comm Recommendation

Specifications from EC report

EU Energy Efficiency Directive

EU Comm Recommendation

Specifications from EC report

EU Energy Efficiency Directive

EU Comm Recommendation

Specifications from EC report

EU Energy Efficiency Directive

EU Comm Recommendation

FUNCTIONALITY FOR THE CUSTOMER

1. Access to data

i

i

<~

Ability to provide to final customers information on actual time of use in a user-friendly
format;
Provide standardised interfaces for data access and consumption management;

Update the readings frequently enough to allow energy savings (functionality relates
purely to end-users not other actors)

Standardised interfaces
frequency readings: intra-minute, Intra-hour, intra-day, intra-week, intra-month...

capability (in terms of accuracy) to go beyond aggregated consumption data and reveal
end-uses - patterns of appliances (e.g. washing machines, electric heaters etc).

. Access to "hystorical" data

If possible, ability to provide access to data on historical consumption according to the
time of use for any day, week, month and year by the meter interface for the period of at

least the previous 24 months.
ability to store and retrieve data on past consumption

ability to store / retrieve past data and differentiating by days, weeks, months and years
for a period of a certain number of months and to make this available to the end-user
through the interface.

. Security and Privacy

Ensure the security of data communication and the privacy of final customers, in
compliance with relevant Union data protection and privacy legislation

Provides for secure data communications and allows for fraud / hacking prevention and
detection

Privacy by Design, Privacy Enhancing Technologies, encryption, cybersecurity, any
other technical safeguard installed by design and by default, etc...

FUNCTIONALITY FOR THE METERING OPERATOR

. Grid and network support

Have the ability to transmit and receive data using a form of electronic communication;

b Allow readings to be taken frequently enough for the information to be used for network

planning. This functionality relates to both the demand side and the supply side.
Provide two-way communication for maintenance and control of the metering system.

Frequency for transmission / remote reading of all type of data (not only that useful for
network planning) intra-minute, intra-hour, intra-day, intra-week, intra-month...

i Ability to detect and transmit data useful for network planning* to actor resonsible for

network planning. Is this type of data useful to the VEA? (*Is it possible to distinguish
data needed for consumption analysis from data needed for network planning?)

FUNCTIONALITY FOR DISTRIBUTED GENERATION

1. In-take / off-take operationally feasible

At the request of final custumers, ability to make data on their electricity input and off-

take available to them
Provide import/export and reactive metering (to allow renewable and local micro-

generation). Functionality to be activated/disabled in accordance with the wishes of the
consumer. This functionality relates to both the demand side and the supply side.
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Specifications from EC report !

EU Energy Efficiency Directive
EU Comm Recommendation #

$
Specifications from EC report !
n
2.
EU Energy Efficiency Directive "
#

EU Comm Recommendation #

Specifications from EC report

The table above roughly re-caps functionalities stemming from EU legal provisions and non-
binding sub-functionalities listed in the Commission’s Recommendations and DG ENER - DG

INFSO Report.

The PARENT project aims at promoting energy efficient behaviour of the users and
prosumers that will decide to join the VEA. The project will devolve particular attention to the

Ability to reflect up to certain accuracy (kWh) N import & export;differentiatiol
betweennet energyand generatedenergy;measuremertf reactive energy (kvarh) N
import/export or inductive/reactive etcE

FUNCTIONALITY FOR COMMERCIAL ASPECTS

. Remote readings

No provision
Ability to allow remotereadingsto the operator (doesnot excludemanualreadingsbut

does not explicitly mention them)
Allow remote on/off control of the supply and/or flow or power limitation

Ability to allow readings by remote to multiple commercial actors (one or more);

Ability to include interval readings or peak demands where the tariff is based on tl

Advanced tariff Systems at the request of the final customer
At the requestof the final customerability to accountfor electricity put into the grid

from the end-user premises;
At therequestof the user,ability to providedataon electricity input and off-taketo therr

or to a third party of choice to compare deals on a like-for-like basis;
Supports advancedtariff systems,allows automatic transfer of information abou

advanced tariffs options to the final customers, e.qg. via standardised interface

Includes time of use registers, remote tariff control, allows for comparison of
consumptionprofiles; includesinfo on peak demandswith date/timeof occurrence
switchina times, unit costs, etc;

features of the meters that will feed information to the VEA.

o First of all, these features will need to be compatible to those stipulated in the Energy

Efficiency Directive.

e Secondly, the project will try and make use as much as possible of meters enabling the

VEA to achieve the goals described in its DoW.

e Thirdly, the project will carefully assess the features of smart metering systems in order to
select those devices that include solutions aimed at protection of privacy and personal

data’®.

28 As described in previous sections of this deliverable, certain features of smart metering systems can be
intrusive on users’ privacy. It is interesting noticing that the Council of European Energy Regulators maintain
that smart meters will allow a more granular breakdown of consumption data, possibly including consumption by
individual home appliances. CEER Advice on Customer Data Management for Better Retail Market Functioning
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It must be noted, however, that the project will some-times need to exploit smart meters
already installed. In such a case, the project will make sure that the intelligent measuring
systems selected are in line with relevant EU legislation and embed privacy solutions.

Electricity and Gas - Ref: C14-RMF-68-03 19 March 2015 . Such an assertion is very important in terms of privacy
protection.
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2. The EU “Soft” Regulatory Framework on Data Protection in Smart Meters’ Environments
and its interactions with EU Data Protection Rules

When talks about the deployment of smart grid and smart metering started, the policy makers
at both the EU and Member States level relatively early observed that privacy and data
protection were to be appropriately addressed. From 2010 onwards, personal data protection
became an equally important concern as cost- benefit analysis, technical issues, cyber-security
or environmental protection'.

As mentioned above, the European Commission Recommendation on preparation for the
roll-out of smart metering of 2012, constitutes the first core instrument of guidance for
Member States with regards to the mandatory roll-out and, amongst other topics, it also
addresses security aspects linked to personal data protection as a concern.

The Recommendation highlights that Article 8 of the Charter of Fundamental Rights of the
European Union and Article 8(2) of the European Convention on Human Rights require
justifying any interference with the right to the protection of personal data.

The Recommendation reads: “The legitimacy of interference must be assessed on a case-by-
case basis in the light of the cumulative criteria of legality, necessity, legitimacy, and pro-
portionality. Any processing of personal data which interferes with the fundamental right to
the protection of personal data within the smart grid and smart metering system therefore has
to be necessary and proportional for it to be considered fully in compliance with the
Charter'°”.

To meet these concerns, the Recommendation advises Member States to make use of the
following instruments:

e Data protection impact assessments — The European Commission has even launched
the process of developing and ad-hoc Template for Data Protection Impact
Assessments in Smart Metering Environments This template (in turn introduced by a

Commission Recommendation) is analysed in D2.2 — Framework for Impact Assessment
131

129 Sanjay Goel, Yuan Hong, Vagelis Papakonstantinou, Dariusz Kloza, Smart Grid Security, SpringerBriefs in
Cybersecurity, 2015.

30 Point 16 of the Recommendation.

31 In this respect, it is important to take into account the European Commission, Recommendation of 10
October 2014 on the Data Protection Impact Assessment Template for Smart Grid and Smart Metering Systems.
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Data protection by design and data protection by default settings - for the purposes of
optimizing transparency and the individual’s trust, Member States are encouraged to
use appropriate privacy certification mechanisms and data protection seals and marks,
provided by independent parties'®.

Best available techniques: Stakeholders, should support the determination of best
available techniques for each common minimum functional requirement':.

Data-protection principles and other measures— Member State should take into
account the principle of data minimization, the principle of transparency— by ensuring
that the end consumer is informed in a user-friendly and intelligible form using clear
and plain language, of the purposes, timing, circumstances, collection, storage, and all
other processing of personal data, and the principle of empowerment of the
individual—by ensuring that the measures taken safeguard the individual’s rights'.
The Recommendation points-out that Member States should take all necessary
measures to impose, as much as possible, the use of data rendered anonymous in such
a way that the individual is no longer identifiable. In cases where personal data are to
be collected, processed, and stored, data collection should be limited to the minimum
necessary for the purposes for which data are processed and should be kept in a form
which permits identification of data subjects for no longer than is necessary for the
purposes for which the personal data are processed’.

Legitimate processing - The processing of personal data by third parties offering value-
added energy services should be lawful and based on legitimate processing'. Where
consent is chosen as the ground for processing, the consent of the data subject should
be freely given, specific, informed, and explicit and be given separately for each value-
added service. The data subject should have the right to withdraw his or her consent at
any time. The withdrawal of consent should not affect the lawfulness of the processing
based on the consent before the withdrawal’.

Data controllers and data processors - roles and responsibilities of data controllers and
data processors should be compatible with their respective obligations set out in
Directive 95/46/EC'®,

32 Point 15 of the Recommendation.
133 Point 17 of the Recommendation

134

Point 23 of the Recommendation

135 Point 18 of the Recommendation
136 Point 19 of the Recommendation
137 Point 20 of the Recommendation
138 Point 21 of the Recommendation
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The

Data security - a data protection by design process is recommended to protect
personal data against accidental or unlawful destruction or accidental loss and to
prevent any unlawful forms of processing, in particular any unauthorized disclosure,
dissemination, access to or alteration of personal data. The use of encrypted channels
is recommended as it is one of the most effective technical means against misuse'’.

Standardisation activities - Member States are encouraged to take into account that
components of smart grids (and meters) ensure compliance with all the “security-
relevant” standards developed by European standardization organizations'*.

Security breaches - in the event of a personal data breach, the controller must notify
without undue delay (preferably not later than 24 h after the breach has been
established) the supervisory authority and the data subject, if the breach is likely to
have an adverse effect on protection of his or her personal data™".

Information and transparency on smart metering - when personal data relating to a
data subject are collected, the controller should also provide the data subject with,
among other information, the following™:

a. the purposes of the processing for which the personal data are intended,

b. the period for which the personal data will be stored;

c. the right to ask the controller for access to and rectification or erasure of the
personal data concerning the data subject or to object to the processing of such
personal data;

d. the right to lodge a complaint with the supervisory authority;

e. the recipients or categories of recipients of the personal data;

following non-binding documents/opinions/studies/advices are also important

“guidance” documents in the field of smart energy systems:

Art 29 Working Party, Opinion 12/2011 on smart metering;

Art 29 Working Party, Opinion 04/2013 on the Data Protection Impact Assessment
Template for Smart Grid and Smart Metering Systems of 22 April 2013;

Art 29 Working Party, Opinion 07/2013 on the Data Protection Impact Assessment
Template for Smart Grid and Smart Metering Systems of 4 December 2013;

137 Point 24 and 25 of the Recommendation
%0 This includes the European Commission’s standardisation mandate M/490 on the smart grid information
security essential requirements. Point 26 of the Recommendation.

41 Point 28 of the Recommendation
142 Point 29 of the Recommendation
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European Data Protection Supervisor, Opinion on the Commission Recommendation
on preparations for the roll-out of smart metering systems;

European Commission, A joint contribution of DG ENER and DG INFSO towards the
Digital Agenda, Action 73: Set of common functional requirements of the smart meter,
October 2011.

European Commission, Joint Research Centre, Institute for Energy and Transport,
Guidelines for conducting a cost-benefit analysis of Smart Grid projects Report, 2012.
European Commission, Joint Research Centre, Guidelines for Cost Benefit Analysis of
Smart Metering Deployment, Report, 2012.

CEER Advice on Customer Data Management for Better Retail Market Functioning
Electricity and Gas, 2015.
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PARENT needs to take into utmost account the “soft ad-hoc and sector-specific regulatory
framework” on data-protection in smart metering environments issued by the EU
Commission.

It must be noted that these documents supplement (and do not replace) the existing, legally
binding personal data protection framework and the rights and obligations provided for by
Directive 95/46/EC and by Regulation (EU) 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data are
applicable to smart metering systems when personal data are processed.

Therefore, the project, also has to ensure compliance to the provisions descending from the
EU general data protection framework.

In this respect, some scholars have noted that a complex multi-layer approach applies to
personal data protection aspects in the context of smart meters that may result difficult to use
in practice'®.

'3 Dariusz Kloza, Niels van Dijk and Paul De Hert, ‘Assessing the European Approach to Privacy and Data
Protection in Smart Grids. Lessons for Emerging Technologies’ [2015] Smart Grid Security: Innovative Solutions
for a Modernized Grid, p.13.




3. ELEMENTS ON EU ENERGY CONSUMER LAW RELEVANT TO PARENT

Annex 1 of the Electricity Directive (Directive 2009/72/EC) introduces measures for consumer
protection and stipulates that the EU Member States shall ensure that customers “have at
their disposal their consumption data, and shall be able to, by explicit agreement and free of
charge, give any registered supply undertaking access to its metering data. The party
responsible for data management shall be obliged to give those data to the undertaking.
Member States shall define a format for the data and a procedure for suppliers and
consumers to have access to the data. No additional costs shall be charged to the consumer

for that service”.

In addition to this, point 2 of Annex 1 of the Electricity Directive also lays down, with respect
to smart meter systems, that the “Member States, or any competent authority they designate,
shall ensure the interoperability of those metering systems to be implemented within their
territories and shall have due regard to the use of appropriate standards”.

Similarly to the Electricity Directive, the Energy Efficiency Directive (Directive 2012/27/EU)
also incudes provisions aimed at enhancing the level of information that energy consumers
should have access to.

We have already analysed in the context of this deliverable both Article 9 and article 10 of the
Energy Efficiency Directive that establish the importance for customers to be provided with
good quality consumption data (including historical) while ensuring the security of data
provision and protecting the privacy of customers. Article 12 also introduces a Consumer
information and empowering programme.

Furthermore, the Directive specifies in various points that customers will be able to use new
smart technologies to manage their energy consumption and production, or may choose to
engage energy service providers to manage their interface with the energy market. Point 24
of Article 1 on “definitions” of the Directive, defines energy service providers as a natural or
legal person who delivers energy services or other energy efficiency improvement measures
in a final customer’s facility or premises.

In this respect, article 10.3.a of the Directive stipulates that “to the extent that information on
the energy billing and historical consumption of final customers is available, it be made
available, at the request of the final customer, to an energy service provider designated by
the final customer”.

This latter point is very relevant for the PARENT VEA to access meter data.
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3.3 Energy consumer empowerment, energy consumer protection and access to meter
readings

As seen, the two Directives (on electricity and energy efficiency) introduce provisions on
consumers’ empowerment and protection. Based on these provisions, network operators,
meter operators and suppliers hold legal duties that depend on access to meter readings
which, at the request of the final customer, should also be made available to an energy
service provider designated by the final customer.

Access to meter data and data management aspects are extremely important to PARENT. For
this reason, they are not addressed in this context but are largely addressed in D1.2:
stakeholders’ needs and thoroughly addressed in D1.4: Smart grid roll-out and access to
metering data: state of the art.
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ANNEX | - BENCHMARK / LIST OF REQUIREMENTS FOR RRI - ELSA IMPACT ASSESSMENT
(THE PARENT IMPACT ASSESSMENT)

Below is the list of requirements identified as important to the VEA until this stage of
development of the project. This list does not have the ambition to be the complete list of
requirements against which the Project research and technology will have to be assessed. It
elaborates on elements that emerged as relevant until the moment of finalising this report
(July 2016). As the VEA will be developed in three years, it is very likely that other elements
will emerge as important for the conduct of the impact assessment.

Such considerations will factor-in the next steps of the impact assessment and next

deliverables to be developed in the framework of WP2: D2.3: the impact assessment report

(due by M12); D2.4: Report (1) on monitoring of observance of ELSA requirements (due by

M18) and D2.5: Report (2) on monitoring of observance of ELSA requirements (due by M36).

Preliminary Benchmark/ list of Requirements'#:

A. ETHICAL AND SOCIETAL - Benchmark of ethical issues dealt with in this text (especially
the EGE Opinions), mapped onto main functions of smart meters. As explained in this
document these issues may well evolve in the course of empirical exploration and public
involvement (Extract from table 1 - in end of PART 1 of deliverable).

e Social and distributive justice

e Privacy and data protection

e Participation in energy savings

e Addiction to self-measurements and digital devices

e Changes to identity, relations and behavioural patterns
e Addiction to self-measurements and digital devices

e Changes to identity, relations and behavioural patterns
e Security (increased risk of hacking, spoofing, etc)

¢ Changes to identity (changing household patterns, changing behavioural patterns)
e Changes to everyday identities and social relations

e Security (increased risk of hacking, spoofing, etc)

e Data security

e Data protection (Art. 8)

e Data security

e Data protection (Art. 8)

e Right of Access to (renewable) energy

e Right of participation

e Sovereignty of energy production

e Overall framing of ethical and policy issues

% The list may grow as the Project progresses and learn about new requirements, especially at, but not limited
to,the local level.




PRELIMINARY DRAFT D2.1

Dignity
Autonomy
Informed consent

B. LEGAL - Preliminary list of legal requirements

Personal data protection: GDPR provisions and national laws in place

Adherence to data-protection Principles

Legitimate Processing

Informed Consent

Rights of the Data Subject

Data quality, level of accuracy, details and frequency of meter readings

Special categories of data: sensitive data

Special categories of data subjects

Designation of data controller and data processor

Duties of data controller

Information to be provided when personal data are collected from the data subject
Notification To Supervisory Authority In Directive 95/46/EC

Anonymisation and Pseudonymisation

Automatic Profiling, due process and non discrimination

Privacy enhancing technologies, BaT, data protection by Design and by Default
Safeguards as of art.9.2.b of the Energy Efficiency Directive

Metering systems available to the VEA with respect of EU common minimum
functionalities

Consumer empowerment and protection: good quality consumption data
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Annex Il - PARENT - focus on Consent from Stakeholders

Consent forms in PARENT

Type of consent forms concerning permissions for data processing needed by PARENT
stakeholders'*:

Citizens/ VEA users — need to consent to
= adhere to the project and dissemination of its results
= sign-up to the VEA,

Energy providers / DSOs — which are currently controllers and processors of the
personal data, need to agree to'*:
* Participate to project;
= Grant access to data to the partners running the Platform
(ENERBYTE/BLUPLANET) that will have to process it.

Thus, at this stage of its development, the project needs the following tools (made available

in this Annex)'#:

1.

recommendations on how to obtain consent from citizens to participate in pilots; and
living labs;

preliminary recommendations on elements to be included in the sign - up to the VEA,
including elements essential to prove the consumer’s request that meter data should
also be made available to the VEA (as of article 10.3.a of the Energy Efficiency
Directive)';

Consent form for potential interviews with stakeholders
(expertise/opinion/engagement) identified in the course of T1.1;

%> This list is based on the current state of the art of the project and may increase/change as the project

develops.
46 An approach to hub managers should also be developed re: situation in Norway.
% These tools will be adapted, if needed, to other stakeholder typologies, according to the Project needs

throughout its lifecycle.
%8 In this respect, the provisions in national acts transposing the Energy Efficiency Directive should also be

checked.
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1 — Recommendations on collection of personal data for Pilot Projects / LivLab

At this stage, the only personal data required to join the Pilots and Living Labs concerns the
citizens’ contact details. In this respect, the Project needs to collect a clear indication from
potential users that they agree with the treatment of their personal data in line with data-
protection legislation applicable in their country of residence.

Such indication (statement) should include at least the following elements:

Reference to the relevant articles in national legislation

Where the data will be stored

The purpose of collection and storage (for instance, sending general tips (in
“undisclosed recipients” form on how to better manage their energy consumption
patterns/ sending information on next steps for Pllots / living Labs such as workshops,
or other type of requests etc)

Indication that no further processing will take place

Guarantee of secrecy and confidentiality in the treatment

Information on the possibility of exercising data-protection rights included in GDPR
Information on the recipient and manager (controller) of their data: full contact details.
In the case of PARENT this could be the partner collecting the personal data
Information on the PARENT project
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2 — Recommendations on info to be provided to end-users before signing-up to the VEA

Before the section indicating the data-subject subscription, the form should describe (in clear
and exhaustive wording):

e The "Platform” technology and related metering technology, how it will work, its
needs for collection and processing of personal data, plus, reference to project
(number)

e Rewards, incentives mechanisms for energy efficiency

e What type of personal data is collected and for what purposes

e Adherence to data-protection principles

e Indicate the time limit for data storage (in order to ensure that the personal data are
not kept longer than necessary, time limits should be established by the controller for
erasure or for a periodic review).

e For each of the 4 communities the identity of the controller and of the processor etc.

e Where personal data will be stored (local server of the processor? Server in the country
where the project takes place or any Country in the EU? Will the server be in the
cloud? the Project has to ensure special safeguards are in place if the server is located
in a cloud)

e Data-subject rights in detail (as of GDPR);

e Rules and safeguards in relation to the processing. Info on security and confidentiality
of the personal data, including for preventing unauthorised access, breaches, misuse.

e Right to consent and free of charge withdrawal anytime and without detriment but with
information that the withdrawal of consent should not affect the lawfulness of the
processing based on the consent before the withdrawal.

e Where personal data is processed for direct marketing, the modalities of this services
should be clearly explained and the data subject will have to be informed about his/her

right to object. This right will have to be explicitly brought to their attention.

e Indicate for how long the controller / processor / project is going to keep the data and
what is going to happen to the personal data after this period ends;

e Full contact details of the controller
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The information above will need to be easy to understand, and written in clear and plain
language in line with the principle of transparency laid down by the GDPR

Further to this, end-users should be informed at least about the fact that:

e the project requires that statistics are developed out of VEA activities and that this may
entail further processing but in an anonymised or pseudoniymised form;

e the intention of contributing to Open Research activities;

e Depending on project’s scope, there may be the need to include clauses on whether
the users agree with “direct marketing”. (In the case the Project decides to undertake
activities related to “direct marketing”, it will need to abide to another piece of
legislation: the E-commerce directive).

The VEA may benefit by informing end-users already in the sign-up phase about what they
will be responsible to do to make sure its services are undertaken in the best possible way, for
instance:

e introducing manually further personal data in the software
e providing their feed-back on how the Platform could improve;
e implementing the VEA personalised tips

PARENT is an initiative of JPI Urban Europe, funded by the European Union’s Seventh Framework Programme
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3 - Template for Experts’ Consent Form

PARENT- Participatory Platform for Sustainable Energy Management
Informed Consent Form for Expert Advise

Section 1 - Information Notice
. Consent statement

1. | consent to participate in the European Union-funded™ PARENT research
project’™ as requested by FIRST NAME AND LAST NAME of the NAME OF
PARTNER ORGANISATION. In this respect:

ll. Acknowledgement of project information

2. | am aware that:

a. This project falls within the context of the Urban Europe ERA - NET
Programme.

b. The purpose of this Project is to develop a participatory platform for energy
management in 4 European cities: Amsterdam, Bergen, Barcelona, and
Brussels: Municipalities of Forest and Watermael Boitsfort.

c. The key output of this Project will be an online software named: VEA
Platform(VEA).

d. the VEA aims to help its users to monitor and control the energy consumption
in their house, improve their energy performance, and engage in community
practices aimed at efficient energy management.

3. | hereby declare that | have been given information material on the scope of the
VEA and the aims of the PARENT project by M. SAME NAME AND
ORGANISATION APPEARING IN POINT 1 and that | have thoroughly previewed

this material before underwriting this consent form.

lll. Acknowledgement of own role in project

4. | understand that my expert opinion is required for the scope of contributing to the
aims pursued by the PARENT Project.

149 Grant agreement number RBC/2016-EURB-3B
150 PARENT web-site link: http://www.parent-project.eu.
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5.

| understand that my involvement in the project is limited to the release of an
interview of approximate INSERT HERE APPROXIMATE DURATION (MINUTES /
HOUR) where | will be invited to provide my expert opinion on INTRODUCE HERE
BRIEFLY THE SPECIFIC EXPERTISE REQUIRED with particular reference to: the
experience of my organisation / my personal experience.

My contribution will be integrated with the project written material according to
the preferences that | will indicate in this Consent Form.

| am aware that my contribution will be used for research purposes, that the
research will be disseminated widely, e.g. through academic papers, briefing
papers, on-line tools, media and other exploitable means (Open Access).

| understand that the consortium considers the possibility that personal data will be
further processed for research purposes, but in that case the data will lose its
personal data nature through proper anonymization, as it is required by the
directive/GDPR, therefore the right to the protection of personal data of the data
subject will remain sufficiently protected”

IV. Acknowledgement of interview elements

9.

| understand that: the interview data will be recorded via paper notes only/tape
recorder and that | will only be asked to provide professional, not personal,
information.

10.1 am aware that | can request by email to the person receiving the consent form a

11.

copy of the transcript of the interview data to review if | wish. | am also allowed to
request the deletion or changes to the notes/transcript before they are integrated
in the project material in case they are inaccurate.

| have been informed that | am free to refuse to answer any question that are
commercially or institutionally sensitive; concern my personal data, including
special categories of data'' and / or relate to topics that | do not wish to discuss or

> In line with definition in EU Directive 95/46/EC and Regulation (EU) 2016/679 on the

protection of natural persons with regard to the processing of personal data and on the free
movement of such data, special categories of data are those revealing racial or ethnic origin,

political opinions, religious or philosophical beliefs, or trade union membership, and the
processing of genetic data, biometric data for the pu rpose of uniquely identifying a natural
person, data concerning health or data concerning a natural person's sex life or sexual
orientation shall be prohibited.
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consent with. | have the right to ask questions and receive understandable answers
before giving any answer or taking any decision.

V. Acknowledgement of own data protection rights and final statements

12. | understand that participating in this research entails the processing of personal
data of mine according to provisions laid down by EU Directive 95/46/EC and
Regulation 2016/679 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data.

13.1 am aware that, in line with EU Directive 95/46/EC and Reqgulation 2016/679,
personal data means any information relating to an identified or identifiable natural
person.

14.1In this respect, | am aware that If | wish, the record of my involvement in the
research can be kept confidential both in un-published and published material and
| will be given the option to choose in this respect in Section 2 of this consent
form.

15.1 understand that FIRST NAME AND LAST NAME from ORGANISATION is the
“recipient”"? of my personal data and the ORGANISATION is the “controller”'* of
my personal data. | understand that in line with article 5.1.e of Regulation (EU)
2016/679, my data will be kept in a form that permits my identification for no
longer than is necessary to achieve the purposes for which it was collected'-.

16.1 have been given the contact details of FIRST NAME AND LAST NAME from
PARTNER ORGANISATION and | have been informed that | am free to contact
him/her in the case of questions relating to the processing of my personal data and

52 In line with definition in EU Directive 95/46/EC and Regulation (EU) 2016/679 , Orecipient O
means a natural or legal person to which the personal data are disclosed

53 n line with definition in EU Directive 95/46/EC and Regulation (EU) 2016/679 “controller O
mea ns the natural or legal person which determines the purposes and means of the processi ng

of personal data
54 In line with provisions in Regulation (EU) 2016/679, personal data may be stored for longer
periods insofar as the personal data will be processed solely for archiving purposes in the
public interest, scientific or historical resear ch purposes or statistical purposes in accordance
with Article 89(1) . In this case, personal data will be subject to implementation of the
appropriate technical and organisational measures required to safeguard the rights and
freedoms of the data subject ( storage limitation ).
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of Mr. Jamal Shahin (Project Coordinator) about any queries relating to my
participation in the project. Jamal Shahin Jamal.Shahin@vub.ac.be

17.1 have been informed that | have the right to request from FIRST NAME AND LAST
NAME: access to my personal data, its rectification, erasure and restriction of its
processing in the future and also the right to object to it. Should the controller
refuse to grant me the rights listed above, | am entitled to lodge a complaint with
the competent Data Protection Authority.

18.1 hereby declare that | am participating in this research and interview voluntarily.

19.1 am aware that my consent can be withdrawn at any time and without there being
any negative consequences. | am aware that, if | withdraw consent, the lawfulness
of the processing of my personal data undertaken before consent withdrawal is not
affected.

Annexes
e Information material on PARENT

e contact details of the PARENT research team — the controller

Name of Participant Place, date Signature
(or legal representative)

Name of person taking consent (recipient) Place, date Signature

113
This consent form meets the requirements of EU Directive 95/46/EC and Regulation (EU) 2016/679 on the

protection of natural persons with regard to the processing of personal data and on
the free movement of such data.



Section 2 - PARENT Expert Interview Consent Form

Lead researchers: FIRST NAME AND LAST NAME of the NAME OF PARTNER
INSTITUTION. (same as in section 1)
VI. Obligatory fields

Please answer the following questions Yes No
1. As explained in the information notice, the transcript of your

interview will appear in project material. In this respect, do you wish
to remain anonymous (your name, title and organization):

a. in the project published material? O d

b. in the project unpublished material? O d
ll.  The project may need to explicitly cite your name, title and
organisation in the project material that will report on the
transcript of your interview (deliverables, report). This may not
happen, but, if the case be, do you consent that, your name, title

and organization are cited:

a. in the project published material? O d

b. in the project unpublished material? O d

2. | agree with the Open Access aims of the Project O O

Please thick the options below to validate the consent form

3. | confirm that | have read and understood the content of “Section |- [
Infformation  notice”  of  this Consent Form  above
dated [insert date] and explaining the PARENT project. | confirm
that | have had the opportunity to ask questions about the project.

4. | understand that my participation is voluntary and that | am free to O
withdraw at any time and without there being any negative
consequences. In addition, should | not wish to answer any particular
question or questions, | am free to decline and can contact the
Project Coordinator Jamal Shahin on +32 (2) 614 80 01

5. | understand that some of my answers can be kept confidential if [
during the interview or the review of its transcript | clearly indicate
that | so wish. As a consequence, those answers will not be
published, nor distributed internally to other members of the
PARENT research team.

6. | give permission to members of the research team other than FIRST [
NAME AND LAST NAME of the NAME OF PARTNER INSTITUTION
to have access to my non-confidential answers.

7. 1 agree for the non personal data collected from me to be used in O
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future research.

8. | confirm | received a copy of the signed and dated participant []
consent form, the information notice and the contact details of the
research team

Name of Participant Date Signature
(or legal representative)

Name of person taking consent Date Signature
(recipient) To be signed and dated in presence of the participant

Copies:

The participant should receive a copy of the signed and dated participant consent
form (both Section 1 and Section 2), information material on PARENT and contact
details of the PARENT research team. A copy of the signed and dated consent form
should be placed in the project’s record (e.g. a site file), which must be kept in a
secure location only accessible by NAME OF PARTNER INSTITUTION taking

consent.
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